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Abstract

Since, the send and receive of messages are the unique way enabling processes to co-

operate and exchange data, then tracking causality between messages in the aim of

efficient passing of messages with appropriate semantics is of great importance. To

this end, the research community proposed the idea of ”causal message ordering”. The

causal ordering concept has a considerable interest in the design of distributed systems

and finds its application in several domains, such as management of replicated database

updates, determining global snapshot, resource allocation, shared distributed memory,

distributed virtual environments, teleconferencing, stock trading, collaborative appli-

cations, delivery in multimedia systems, etc.

As far as the mobile computing environment is considered, the design of causal

ordering protocols must deal with the new characteristics of this environment, such as

mobility, resource constraints on mobile hosts and the limited bandwidth of wireless

links.

In distributed computing systems (either conventional or mobile), processes are

often organized into groups for supporting various applications, such as computer-

supported-cooperative work (CSCW), replicated services, news groups, etc. Group-

based communication has proven an important paradigm for developing such dis-

tributed systems. In Group Communication Systems (GCS), causal ordering protocols

are an essential tool to exchange information. However, achieving ordered delivery of

messages for group communication in mobile environment is complicated by the fact

that a group composition may change by the join of new members, the leave of existing

members and the migration of members between cells.

In this work, we focused on causal ordering in mobile environments considering

the different kinds of communication (unicast, broadcast and multicast) and dynamic

groups.

The emerging trend towards multicast applications in which there is a need to

communicate with several other hosts simultaneously (e.g. dissemination applications,

collaborative applications, fault tolerant applications, conversational applications, etc.),

drove us to make our first contribution. In this proposal, we tried to get benefit from the

important characteristics of our unicast protocol (Mobi Causal), such as elimination of

unnecessary inhibition delay, low message overhead and scalability, in order to extend it
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to allow multicast communication among a static group of MHs and which can fill gaps

of existing protocols, especially in terms of control information’s size appended to each

message. The proposed protocol (MMobi Causal) retains all these interesting charac-

teristics. It provides an optimal communication overhead without causing inhibition

effect in the delivery of messages. This optimality is reached using the knowledge of

immediate dependency relationships between messages and transmitting each message

with only the relevant information to compliance with the causal order in the delivery

of messages. The protocol is proved to satisfy the safety, the liveness, and the exactly

once delivery properties.

Our second contribution is based on our intuition that developing a protocol dedi-

cated to causal broadcast should be more interesting than using a multicast protocol to

ensure this broadcast, especially in terms of control information’s size appended to each

message. The proposed solution (BMobi Causal) proves the advantage of developing

a dedicated causal broadcast delivery protocol based on process behavior’s awareness.

The originality of our proposal lies on showing how the rather well known behavior

of a process can influence the control information’s size. We showed that by view-

ing the behavior of the execution in the sense that the reaction to occurring events

is instantaneous, tracking the dependency between messages is possible by only keep-

ing information about the message’s immediate predecessor. Hence, causal broadcast

delivery of messages can be easily achieved in a mobile group with a small message

overhead. The proposed protocol keeps all the interesting characteristics of our unicast

protocol (Mobi Causal). It outperforms its counterparts with respect to communica-

tion overhead (its message overhead is O(1)). The protocol is also proved to satisfy the

safety, the liveness, and the exactly once delivery properties.

The last contribution was devoted to the extension of the two proposed protocols

to support dynamic groups while guaranteeing causal consistency. The novelty of our

contribution lies in considering the leave and join requests as data messages. Then, a

control information is appended to these messages and they will be ordered with data

messages. The idea of ordering the join/leave requests with regular messages guar-

antees a causal consistence property that is of a great importance of applications do

not needing strong ordering (like total order) requirements for messages. Moreover, it

makes the installation of a view fully decentralized and without need to a coordination

phase which is a very important advantage, even more in mobile environments. One

important property guaranteed by our view management procedure is the virtual syn-

chrony semantic. This semantic allows group members, that survive the same group

changes, to know for certain that they have delivered exactly the same set of messages.

By ensuring that processes deliver the same set of messages in each view, this allows

them to maintain consistency across membership changes.
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Chapter 1

Introduction

As a fundamental concept, causality plays an important role in people’s perception and

knowledge of their living environment and the world. Actually, the central aim of many

studies in the physical, behavioral, social, and biological sciences is elucidation of the

cause-effect relationship among variables or events [74, 133, 145]. Human beings show

a strong propensity to perceive causality between co-occurring events. For example,

consider a ball (A) that moves toward a stationary ball (B) until they are adjacent, at

which point A stops and B starts moving along the same path. In this example, an

observer sees A as causing B’s motion, though what actually reaches the observer’s eye

is nothing more than the movement of the two balls at different times and locations.

In other words, the observer attributes causality to objects or events [187].

The causality principle is also recognized as fundamental of distributed computing

and forms the basis for event orderings in many distributed systems and distributed

service implementations. The notion of causality in the context of distributed systems

was first formalized by Lamport [115]. It is based on the relation ”happened-before”

(denoted by →), among events. The happened-before relation is the smallest transitive

relation that satisfies, for any events e, e′, e → e′ if (1) e and e′ are events on the same

process and e occurred before e′ , or (2) e is a send event in one process and e′ is the

corresponding receive event in another process. If neither e → e′ nor e′ → e, we will

say that e and e′ occur concurrently.

The asynchronous execution of processes and the finite and non-bounded charac-

ter of communications confer a non-deterministic behavior to distributed systems and

make more complex the design, verification and analysis of distributed applications.

As the emission and reception of messages are the only means allowing processes to

cooperate and exchange data, then the efficient message passing with the appropriate

ordering semantics is of a major relevance to take care of the consistency guarantees of

distributed applications.

Several application semantics are precisely captured by causal consistency, which

consists in respecting the cause-effect relationships between the exchanged messages.
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In daily life, it seems clear that things (events) happen according to their causal order;

the cause (event) must happen before the effect (event). However, this may not be the

case in a distributed system due to asynchronous nature of communication channels.

This leads to inconsistencies with regard to causality property. In order to overcome

this problem, the causal order of messages is required.

the idea of ”causal order of messages” has been introduced by Joseph and Bir-

man [57] in the context of ISIS project [59]. The causal order of messages guarantees

that the delivery order of messages does not violate the causality property in the system.

The causal ordering concept is of a considerable interest for the design of distributed

systems and find its application in several domains such as management of replicated

data, observation of a distributed system, resource allocation, multimedia systems, and

teleconferencing. Causal message ordering is typically used to ensure the causal con-

sistency of processes in distributed systems. It has been regarded as an important

building block for constructing reliable distributed systems.

Nonetheless, causal ordering has been opposed by some researchers (Cheriton and

Skeen are best known within this group [70]), who reach the conclusion that this or-

dering property, and indeed about almost any type of ”property” that a system might

support, are undesirable. In their view, causal message ordering is, in almost all cases,

more than the application needs (and more costly), or less than the application needs

(in which case the application must add some higher-level ordering protocol of its

own) [54]. Arguments advanced by Cheriton and Skeen have been criticized by other

researchers [52, 75, 177]; Cheriton and Skeen do not address the fact that this approach

greatly reduces the complexity, development time, and debugging effort needed when

implementing distributed systems. And even if a small performance loss is sometimes

incurred, the average user is more concerned with having a simple way to build reli-

able software than with having total control of the properties of the communication

protocols used in an application.

The implementation of the causal order in an asynchronous system requires to

attach a control information to each message. Thanks to this information, a message

will not be delivered until all messages that it depends upon have been delivered.

Nevertheless, the main obstacles facing implementations of causal ordering are the

amount of this control information. Piggybacking less information in messages is one

way to improve the performance and scalability of a causal message ordering protocol.

1.1 Problem Statement

Although distributed computing remains centered on traditional wired infrastructures

with client systems on desktops and servers in the data center, we are seeing more and

more interest and use of smaller mobile devices. The progression of this trend to enable

mobile computing devices to get access and use desired information, resources or ser-
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vices is leading to a new environment, which is pervasive or ubiquitous. This has made

mobile computing possible. A mobile computing system extends a distributed com-

puting system to support mobility of hosts by providing mobile hosts with continuous

network connections.

As said above, causal ordering concept has proven to be of a considerable interest

for the design of distributed systems. This ordering property is attractive also in

the context of mobile systems. In a mobile computing environment, causal ordering

is especially important for applications that involve human interactions from several

locations. Some of the major applications of distributed mobile systems in which causal

ordering is useful are teleconferencing, stock trading, collaborative applications, etc.

Nevertheless, this environment comes with new challenges: First, distributed processes

in mobile hosts have mobility. Second, mobile hosts are inherently weaker in computing,

storage and energy capabilities than fixed hosts. Third, wireless communication has

less bandwidth and higher error rate compared to wired communication. Therefore,

causal message ordering in this environment requires algorithms that take these factors

into account.

In this thesis, we aim at studying the impact of mobile environment characteristics

and issues on the design of causal ordering protocols as well as the cost for causal

delivery will typically pay off. Note that mobile wireless networks can be classified

in two major categories: cellular networks (also known as infrastructured networks)

and ad hoc networks. Infrastructured networks, with support base stations (MSSs) and

mobile nodes (MHs), represent a major portion of current mobile systems architectures.

So, in the sequel, we will be limited to this type of network.

1.2 Thesis Organization

The organization of this thesis is as follows:

Chapter 2 motivates the work by introducing causal ordering. This includes defin-

ing the causal ordering concept and explaining why this concept is useful for developing

distributed applications. Our own observations and a thorough review of related litera-

ture lead us to propose a taxonomy based on different criteria according to which causal

ordering protocols can be classified, like the underlying network model, the mechanism

used to construct the control information, the consideration of environment assump-

tions, the communication approach, application domain, support of group communica-

tion, support of faults, etc. We also identify a number of key requirements that must

be considered when designing causal ordering protocols, especially for cellular mobile

environments.

In Chapter 3, we will focus on studying the ”causal communication protocols” class.

The rationale behind this choice is motivated by the fact that this class provides a

broad, application-independent implementation of causal ordering, letting us to aim
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at studying the influence of mobile environment characteristics and issues, rather than

application-specific requirements, on the design of a causal ordering protocol for such

an environment. The chapter presents a vast survey of most of the existing causal com-

munication protocols. In order to structure the classification more clearly, we subdivide

it into relevant work done in the field of static distributed systems and work relevant in

the context of mobile distributed systems. Our presentation of these protocols is mainly

focused on the principle used to capture causality between events, the communication

and computation costs induced, the type of communication paradigm supported (i.e.

unicast, multicast or broadcast), and in some cases, the way that protocols handle fail-

ures. We then conclude with a discussion about causal ordering in mobile systems and

what is required to make further improvements.

The emerging trend towards multicast applications in which there is a need to

communicate with several other hosts simultaneously (e.g. dissemination applications,

collaborative applications, fault tolerant applications, conversational applications, etc.),

drives us to make our first contribution in Chapter 4. In this proposal, we try to get

benefit from the important characteristics of our unicast protocol [47, 43], such as

elimination of unnecessary inhibition delay, low message overhead and scalability, in

order to extend it to allow multicast communication among a static group of MHs and

which can fill gaps of existing protocols, especially in terms of control information’s

size appended to each message.

The proposed protocol retains all these interesting characteristics. It provides an

optimal communication overhead without causing inhibition effect in the delivery of

messages. This optimality is reached using the knowledge of immediate dependency

relationships between messages and transmitting each message with only the relevant

information to compliance with the causal order in the delivery of messages. The

protocol is proved to satisfy the safety, the liveness, and the exactly once delivery

properties.

In Chapter 5, we present our second contribution which is based on our intuition

that developing a protocol dedicated to causal broadcast should be more interesting

than using a multicast protocol to ensure this broadcast, especially in terms of control

information’s size appended to each message. The proposed solution proves the ad-

vantage of developing a dedicated causal broadcast delivery protocol based on process

behavior’s awareness. The originality of our proposal lies on showing how the rather

well known behavior of a process can influence the control information’s size. We show

that by viewing the behavior of the execution in the sense that the reaction to occurring

events is instantaneous, tracking the dependency between messages is possible by only

keeping information about the message’s immediate predecessor. Hence, causal broad-

cast delivery of messages can be easily achieved in a mobile group with a small message

overhead. The proposed protocol keeps all the interesting characteristics of [47, 43]. It
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outperforms its counterparts with respect to communication overhead.

The chapter is organized to give first an overview of our proposal while discussing

the motivation behind how we have proceeded to construct the control information.

We then present the detail of our causal broadcast protocol and the correctness proof

of the protocol. Finally, we analyze the complexity of our protocol and compare it to

more closely related works.

Chapter 6 motivates our last contribution (see Chapter 7), which consists on extend-

ing the two proposed protocols (MMobi Causal (see Chapter 4) and BMobi Causal

(see Chapter 5)) to support dynamic mobile groups. We give an overview about various

ideas and concepts behind group communication, with a focus on group management

solutions and causal consistency. We first give preliminaries and important definitions

for a good understanding of the subject. We then outline the traditional group com-

munication solutions, designed for wired networks, as well as work undertaken in the

context of mobile systems. We finally conclude by discussing how the existing group

communication solutions and causal ordering protocols support each other.

Chapter 7 is devoted to the extension of the proposed protocols to support dynamic

groups while guaranteeing causal consistency. In this chapter, we provide a detailed

description of the algorithm required for the join and leave requests. The novelty

of our contribution is that our group view management procedure is based on the

idea of considering the leave and join requests as data messages. Then, a control

information is appended to these messages and they will be ordered with data messages.

This approach has the great benefit of rendering the installation of a new view fully

decentralized. The membership algorithm presented here is used in conjunction with

the message ordering algorithm.

To conclude, Chapter 8 summarizes the main contributions of this thesis and dis-

cusses potential future work directions.
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Chapter 2

Causal Ordering Concept

2.1 Introduction

The asynchronous execution of processes and the finite and non-bounded character of

communications confer a non-deterministic behavior to distributed systems and make

more complex the design, verification and analysis of distributed applications. As the

emission and reception of messages are the only means allowing processes to cooperate

and exchange data, then the efficient message passing with the appropriate ordering se-

mantics is of a major relevance to take care of the consistency guarantees of distributed

applications.

Several application semantics are precisely captured by causal consistency, e.g. col-

laborative tools, which consists in respecting the cause-effect relationships between the

exchanged messages. In daily life, it seems clear that things (events) happen according

to their causal order; the cause (event) must happen before the effect (event). However,

this may not be the case in a distributed system due to asynchronous nature of com-

munication channels. This leads to inconsistencies with regard to causality property.

As an example of the problem of inconsistency that can arise in a distributed system,

consider a group of processes P1, P2 and P3. Node P1 sends a message m1 to the

group, initializing a data item. On receipt of P1’s message, P2 sends a further message

m2 to the group, updating the initialized item. Delivery of m2 to P3 before its causal

predecessor may result in inconsistent information at P3. In order to overcome this

problem, the causal order of messages is required.

the idea of ”causal order of messages” has been introduced by Joseph and Bir-

man [57] in the context of ISIS project [59]. The causal order of messages guarantees

that the delivery order of messages does not violate the causality property in the sys-

tem. Ensuring that messages are delivered in causal order may require that some

messages are delayed, so that they can be delivered in the correct order. The causal

order concept is of a considerable interest for the design of distributed systems and find

its application in several domains such as management of replicated data, observation

of a distributed system, resource allocation, multimedia systems, and teleconferencing.
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The implementation of the causal order in an asynchronous system requires to attach

a control information to each message. Thanks to this information, a message will

not be delivered until all messages that it depends upon have been delivered. Causal

ordering reduces much of the communication medium asynchrony. The problem has

inspired an abundance of literature, with a plethora of proposed algorithms following

various approaches and complying with different requirements. Due to the importance

of causal ordering in distributed systems and the availability of a significant body of

literature on this topic, a classification of existing algorithms becomes necessary and

useful at this stage. Based on our study of causal ordering protocols, we have retrieved

different criteria according to which causal ordering protocols can be classified, like the

underlying network model, the mechanism used to construct the control information,

the consideration of environment assumptions, the communication approach, applica-

tion domain, support of group communication, support of faults, etc. We provide, to

the best of our knowledge, the first taxonomy for causal ordering algorithms.

We present in this chapter the definition of causal message ordering concept, as well

as a set of examples showing the usefulness of this concept. Then, a taxonomy about

causal ordering protocols is given.

2.2 Definition (Causal Ordering)

Introduced by Birman and Joseph in [57], causal ordering states that the order in

which messages are delivered to the application must be consistent with the Lamport’s

”happened-before” relationship [115] of the corresponding sending events. More for-

mally:

Definition 2.1. If for any two messages m and m′, Send(m) → Send(m′) and m and

m′ have the same destination, then the causal ordering ensures that Delivery(m) →
Delivery(m′).

It’s important to distinguish between the arrival of a message and its delivery. The

arrival of a message means that the communication network has placed the message in

the recipient process’s buffer. While, the delivery of a message means that the process

has taken the message for its processing. Intuitively, for a message m the relation

Send(m) → Delivery(m) is always verified.

Causal message ordering guarantees that the order of delivery of messages does

not violate causality in systems of communicating processes. Typically, messages are

delayed at the receiver until all causally preceding messages are delivered. Figure 2.1

shows a delivery that violates causality, where message m1 is delivered after m3, despite

the fact that the Send(m1) event causally precedes the Send(m3) event.

Figure 2.2 shows how figure 2.1 might look if causal message ordering was enforced.
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Figure 2.1: A message delivery ordering that violates causality.
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Figure 2.2: Message delivery with causal ordering applied.

2.3 Examples of the Usefulness of Causal Ordering

In fact, causal ordering is fundamental to many problems [176] occurring in distributed

computing where causal consistency must be guaranteed. It can be used to maintain

the consistency of replicated data located at different sites [58], observe behaviors of a

distributed systems [176], and preserve semantic causality in news or teleconference ap-

plications [154]. In addition, many implementations and extensions of causally ordered

communication have been done in distributed shared memory systems [7], multimedia

systems [4], security domains [168], event notification systems [124], distributed virtual

environments [187], mobile computing systems [14, 185, 121, 33, 65], etc.

For example, determining a global snapshot of a distributed computation essentially

requires finding a collection of local snapshots which is consistent with causality [13].

Visualization of concurrent activities in distributed systems faces a similar problem.

Here, causality determines the order in which events must be presented to ensure that

every cause precedes its effect. Yet another example is the realization of multicast

protocols; as it turns out, a strict atomic multicast semantics is often not required, but
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a causal delivery order suffices and leads to more efficient protocols.

The causal order property is useful, among other things, for the following domains:

2.3.1 Management of a replicated data

Consider a data X replicated on various sites [156]. In order to ensure mutual consis-

tency of the various copies x1, x2, ..., the updates to these copies must take place in the

same order. In particular this introduces the need for mutual exclusion on the updates

done by two different sites. This can be solved using a token; when in possession of

the token, a site can update his copy of X and broadcasts the update to all other sites

having a copy of X (Figure 2.3). Causal ordering ensures that all sites will receive all

the updates in the same order (the update Wi will not be delivered before the update

Wj , for i < j), which ensures mutual consistency of the copies [58]. The token ensures

total ordering of the updates on X and causal ordering ensures that all the copies xi

are updated in this same order.

Token

w2w1

P1

P2

Time

w4w3

Figure 2.3: Management of a replicated data.

Consider now a second data Y , controlled by a second token, and two sites S1, S2

(with copies x1, y1, resp. x2, y2). Both sites see the same sequence of updates on x1,

x2 and on y1, y2. The interleaving of these sequences can nevertheless be different on

S1 and S2. In other words, causal ordering does not define a total order.

2.3.2 Resource Allocation

This problem can be solved by a resource allocator residing on a site, which receives

allocation requests in a FIFO queue. With this scheme, the requests are honored in

the reception order. This might however be considered unsatisfactory in some cases: it

might be desirable to honor requests not in their reception order, but in their emission

order; i.e. if two requests R1 and R2 are such that R1 → R2, then R1 should be

honored before R2. This is again a causal ordering problem. Note that this example, in

the particular case of mutual exclusion, was used by Lamport in his paper introducing

logical clocks [115]. Lamport’s solution was to duplicate the resource allocator on each
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site (each site being concerned with all the requests and having to acknowledge them).

This can be avoided using causal ordering.

2.3.3 Teleconference

A teleconferencing application is an application in which more than one distant person

can carry on a conversation. We assume that each participant in the conversation

can send messages and respond to others at any given time, and that a message and

its responses can be sent to a number of participants. We suppose that a user A

sends a message and at the reception of this message by a user B, this last sends a

response. The causal message delivery property ensures that no participant can receive

the response from B before receiving the original message from A. without the causal

ordering property, a participant can receive a comment about some ideas before the

reception of the message that expresses the original idea. In this case, the idea may be

wrongly interpreted.

2.3.4 Distributed Simulation

Ideally, distributed simulations should reproduce exactly the temporal relations among

the events that occur in the real world being modeled. However, the heterogeneous

delays associated with the computations and message transmissions over the network

may lead to violations of such relations. For example, in a distributed simulation

consisting of three federates (Figure 2.4): a tank, a target and an observer, the ob-

server may see the target destroyed before it was fired upon by the tank (as shown

by the dashed arrow), which obviously contradicts the observer’s real-life experience.

Infrequent occurrences of such phenomena may not be a serious problem to the game.

However, if this kind of phenomenon occurs frequently, it may seriously affect a human

participant’s perception of the virtual environment.

 

Target 

destroyed 

Fire 

Target 

(Site 1) 

Tank 

(Site2) 

Observer 

(Site3) 

Time 

Figure 2.4: A simple distributed simulation scenario.

Causal order violations may also damage a participant’s decision-making and the
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interactions among the participants in a distributed virtual environment (DVE ). For

example, consider a scenario in a DVE for training drivers, as shown in Figure 2.5:

The trainee stops the car when the traffic light turns red, and starts the car when the

traffic light turns green. Suppose that the ”green” message is delayed in the network,

causing it to be received after the ”start” message at the trainer’s site. Thus, the

trainer will think that the trainee has violated the traffic rule, and may issue a warning

to the trainee or some of the trainee’s points may be deduced. This may damage the

training effect and my even puzzle the trainee. For example, the trainee may doubt

whether it is right to start the car when the traffic light turns green. Note that the

scenario in this example is rather simple. For more complex scenarios, such as when the

trainee is learning to act with a new weapon system under various tactical situations,

frequent occurrences of wrong warnings due to causal order violations may even cause

the trainee to form bad habits and wrong knowledge of the weapon system and tactical

rules. Therefore, causal order violations need to be reduced as much as possible in a

DVE.

 

Green 

Stop 

Traffic light 

(Site 1) 

Trainee 

(Site2) 

Trainer 

(Site3) 

Time 

Red 

Start 

Figure 2.5: A distributed training environment.

2.3.5 CSCW

In a collaborative editing application, asynchronously interacting users may want to

access a shared document that is composed of many chapters. Each user corresponds

to a process that executes one or more transactions. A query transaction reads chapters

of interest to the user. Causal consistency guarantees that the user will always get a

set of chapters that include all causally preceding updates. It is possible that concur-

rent transactions initiated by different users update and define new versions of some

chapters. Consistency criterion can be defined to deal with such concurrent updates.

It can ensure that a user has a causally consistent view of all chapters and all users get

the same ’last’ version of each chapter at the end of an editing session.
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2.3.6 Event Notification Service Systems

An event notification service paradigm can be used in many applications such as stock

exchanges, weather and traffic reports, travel updates, alerting services, emergency no-

tifications, banking, auction, etc. For instance, a stock exchange worries that overhead

displays should preserve the causal order in which trades occurred; otherwise, traders

might fail to recognize a related series of events. And, there are loose real-time con-

straints in a stock exchange application. By studying these sorts of considerations,

one can ask how valuable it is for the underlying message transport system to provide

causal order [52].

Another example showing the need of causal ordering is a distributed security trad-

ing system [120] that lets different marketplaces trade with each other. A basic business

scenario of such a system can be described as follow: Clients post their offers through

brokers, and orders are broadcast to the marketplaces. After the marketplaces find

a buy and sell match, the marketplace broadcasts the matching orders to update the

databases at each marketplace. Brokers communicate with each other directly to settle

the match. If no restrictions are imposed on the order of occurred events, the violation

of the following causal orderings can cause a trade to fail: a Buy notification must be

completed before Buy settlement details starts, a Sell notification must be completed

before Sell settlement details starts, and a Trade notification must be delivered before

a Transfer shares is delivered.

2.4 A Taxonomy of Causal Ordering Protocols

In this section, we survey the state-of-the-art causal ordering protocols. Based on our

own observations and a thorough review of related literature, we distinguish different

criteria according to which causal ordering protocols can be classified, like the under-

lying network model, the mechanism used to construct the control information, the

consideration of environment assumptions, the communication approach, application

domain, support of group communication, support of faults, etc.

Overall, the causal ordering protocols can be broadly classified into two categories

based on the underlying network model considered, namely: protocols devised for static

distributed systems and protocols devised for mobile distributed systems.

2.4.1 Static distributed system

A distributed system is composed of a finite set of sites interconnected through a wired

communication network. Each site has a local memory and a stable storage and exe-

cutes one or more processes. Without lost of generality, we assume there is only one

process per site. Local states of all processes are assumed to be disjoints, which means

that processes do not share a common memory, and they communicate only by ex-
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changing messages through channels of the underlying network. It is the multiplicity

of sites connected through a network that makes the system distributed. The absence

of a fixed bound on process relative speed and on message transfer delays makes the

system asynchronous. Furthermore, an essential property of distributed systems is the

absence of a global clock or local clocks perfectly synchronized.

In a distributed system, the behavior of each process is controlled by a local algo-

rithm, and is completely characterized by a totally ordered sequence of events denoting

local state changes (internal events) or communication activities (send and receive

events). The concurrent and coordinated execution of all local algorithms forms a

distributed computation.

The communication medium does not deliver messages in the same order to all sites,

because messages of different sites can be propagated along different paths. Thus, it is

necessary to every host to force a certain consistent order on messages, like causal order,

in order that applications can have messages delivered in the same order, without taking

care of the order in which messages arrived. Causal ordering protocols, in conventional

distributed systems, mainly differ by the size of control information carried by messages.

2.4.2 Mobile distributed system

The term ”mobile” implies able to move while retaining its network connections [97].

The model of a distributed system including mobile hosts is represented by two kinds

of entities: mobile support stations (MSS) and mobile hosts (MH). The MSS nodes

are fixed and connected among them via a wired network. Typically, the wired network

has a high bandwidth and a low propagation delay. An MSS support the MH nodes in

communicating among them and with the other MSSs. MSSs and MHs communicate

via a wireless network. Each MSS defines a connectivity area (cell) where MHs can

reliably communicate. At any given time, an MH is assumed to be within the cell

of at most one MSS, which is called its local MSS. Whenever an MH moves from

one cell to another, a hand− off procedure is performed in which the communication

responsibilities of MH are transferred to the new local MSS.

As far as the mobile computing environment is considered, the design of causal

ordering protocols must deal with the new characteristics of this environment, such as

mobility, resource constraints on mobile hosts and the limited bandwidth of wireless

links.

Based on whether a central controller is involved in message ordering, causal order-

ing protocols can be categorized as centralized, and fully distributed protocols.
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2.4.3 Centralized approaches

In centralized approaches (e.g. [56, 104, 157]), a dedicated coordinator process serializes

all messages exchanged in the system, effectively imposing a total order on delivery that

is consistent with the causal order.

The centralized approach creates a performance bottleneck at the coordinator, re-

sulting in performance degradation especially when message exchanges are frequent.

This drawback makes centralized approaches unsuitable for large-scale and mobile sys-

tems.

2.4.4 Distributed approaches

In distributed approaches (e.g. [57, 165, 156, 166]), each process can send messages

directly to any others without the intervention of a coordinator. Most of the proposed

protocols adopt this approach.

Furthermore, these protocols can be classified into piggybacking-based, logical time-

based, or physical time-based causal ordering techniques depending on mechanism used

to construct the control information.

2.4.5 Piggybacking-based technique

One method for determining the causal relationship between events is to assign a com-

plete causal history to each event. A causal history contains all events that causally

precede a particular event.

In a piggybacking-based technique (e.g. [57]) also called causal history-based tech-

nique, each message carries a history copy of all causally prior messages. Thus when

a message m is delivered to a process P , copies of all messages addressed to P that

causally precede m also arrive with m or have arrived earlier.

The piggybacking approach may either suffer from unbounded growth of the infor-

mation added to messages, or require a complex mechanism to prevent it.

2.4.6 Logical Time

The drawback of the previous technique is that a huge amount of information is pig-

gybacked on every message. This can be very inefficient. The idea of the technique

here is, rather than piggybacking with a message m the set of messages that causally

precede m, to piggyback some information about the existence of these messages (e.g.

their identifiers).

This technique is based on the concept of logical time [115], in particular vector

time [90, 128]. So that, for example, instead of the contents of all causally preceding

messages, only vector clock timestamps of causally preceding messages need to be

carried in each message (e.g. [165, 156, 166]).
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Logical time was first introduced by Lamport [115]. The idea is as follows: Each

process, Pi, possesses a logical clock, LCi. The requirement of clock LCi is that it

should satisfy the causality relation with respect to logical clocks at other processes in

the system. More formally, the clock condition is:

∀e, e′ : e → e′ ⇒ LC(e) < LC(e′)

Lamport Timestamps Lamport’s time maps events to integers using the following

rules:

1. Between any two successive events at Pi, LCi is incremented by a positive

value d.

2. A process Pi piggybacks LCi on every message sent.

3. Any process Pi, upon receiving a message with timestamp LCm, sets LCi =

max(LCi, LCm) + d.

It is fairly easy to prove that these rules will satisfy the above clock condition [115],

but does not characterize causality, as illustrated in Figure 2.6. For example,

LC(e2
1) < LC(e3

2) although e2
1 and e3

2 are causally independent. Therefore, Lam-

port time is not sufficient to characterize causality and can not be used to prove

that events are not causally related.
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Figure 2.6: Lamport time.

Vector Timestamps Vector clock is the main mechanism to track causality among

events in a distributed computation. This clock was defined independently by

Fidge [90, 91] and Mattern [128, 169]. Rather than maintaining a single integer,

each process Pi maintains a vector of integers, Vi, of size N , where N is the

number of processes in the system. This is the vector clock of the process.

The vector time Vi of a process Pi is maintained according to the following rules:
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1. Vi[k] := 0, for k = 1, . . . , N processes.

2. On each internal event, process Pi increments Vi as follows: Vi[i] := Vi[i]+1.

3. On sending message m, Pi updates Vi as in (2), and attaches the new vector

to m.

4. On receiving a message m with attached vector time Vm, Pi increments

Vi as in (2). Next Pi updates its current Vi as follows: ∀j 6= i, Vi[j] :=

max(Vi[j], Vm[j]).

The vector clock has several interesting properties which adequately characterize

causality. In particular, we have:

1. e → e′ ⇔ Ve ≤ Ve′ . The comparison between two vector time stamps is

defined as follows:

Ve ≤ Ve′ ⇔ ∀i, Ve[i] ≤ Ve′ [i]

Note that this defines a partial order, not a total order. It is then fairly

trivial to show that causal message ordering is violated if and only if there

exists a message m with a timestamp Vm which arrives at a destination S

where the local time, VS , is such that VS < Vm.

2. e || e′ ⇔ Ve 6≤ Ve′ and Ve′ 6≤ Ve.

Vector clocks allow processes to determine the precise causal relation between

pairs of events in the system. However, fully distributed approaches exploiting

vector clocks impose a size of O(N2) message header on every message (N is the

number of participating processes), which has been proven necessary for system-

wide causal message ordering [4, 67]. This overhead becomes intolerable when N

grows large.

2.4.7 Physical Time

In this case, algorithms (e.g. [4, 39, 40, 2, 114]) rely on synchronized clocks, and use

physical timestamps (timestamps coming from the synchronized clocks), instead of

logical ones.

A physical clock consists of a crystal quartz that oscillates at a given frequency and

two registers: (i) a counter, and (ii) a constant register. The value of the constant

register depends on the frequency of the quartz. The two registers are used as follows:

the counter is initialized with the value of the constant register. At each oscillation of

the quartz, the counter is decremented. When the counter reaches 0, then the clock is

incremented, and the counter is reset to the value of the constant register.

Although, it is impossible to have a common physical clock in a distributed sys-

tem, there exist clock synchronization protocols [76, 82, 135, 181, 122] or technological
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synchronization devices (e.g. Global Positioning System, GPS) that allow all the partic-

ipants across a distributed system to agree on a common clock value whose drift with

respect to physical time remains always bounded. The literature distinguishes two

types of clock synchronization; namely, external synchronization, in which All clocks

are synchronized to a real time standard such as Coordinated Universal Time (UTC)

and internal synchronization, in which clocks are relatively synchronized to each other,

but not necessarily with real time.

2.4.8 Hybrid Time

The work in [105] consists in employing an hybrid timestamping mechanism to ensure

causal delivery within a static large-scale group composed of local subgroups intercon-

nected in a wide area network, like Internet, through gateway processes. A subgroup

composed of the gateway processes is a global one. Authors combine the use of both

logical and physical clocks. Each local subgroup takes usage of physical clock and each

gateway process uses vector clock to communicate with the other gateway processes. It

is assumed that physical clocks in processes are locally synchronized in each local sub-

group but not globally synchronized in a group. While reducing the message overhead,

the protocol involves the introduction of unnecessary order between events due to the

use of physical clocks.

In addition to the above, causal ordering protocols can be classified into three cate-

gories, namely, unicast, multicast and broadcast protocols depending on the supported

communication paradigm.

2.4.9 Unicast protocols

In unicast protocols (e.g. [156, 68, 186, 14, 47] ), a message is sent by one process and

is destined to only one other process. These protocols are also called point-to-point

protocols.

2.4.10 Multicast protocols

In multicast protocols (e.g. [57, 113, 162, 60, 150, 65, 39, 159]), a message is sent by

one process and is destined to an arbitrary number of other processes.

2.4.11 Broadcast protocols

In broadcast protocols (e.g. [94, 64, 37, 33, 80, 2, 159]), a message is sent by one process

and all other processes are recipients of the message.

The message overhead of some multicast (broadcast) protocols can be degenerated

to O(n). Observe that a multicast can be achieved by multiple unicasts but not vice

versa. The reduction of complexity essentially results from abbreviating redundant,
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repeatedly identical causality information of messages in the unicast-type protocol.

Focusing on environment assumptions, a classification of causal ordering protocols

is possible depending on whether protocols are environment assumptions-based or en-

vironment assumptions-free.

2.4.12 Environment assumptions-based protocols

This category (e.g. [129, 170, 186, 143, 162, 5, 37, 25, 60, 51, 93]) is composed of

solutions that assume either a certain network topology, a particular group structure,

and/or execution models.

The main drawback of protocols that take into account a particular network topol-

ogy is that they can only be used in applications where the topology is fairly static,

or when it can be calculated at the moment of compilation or configuration. These

protocols turn out to be completely inadequate in the cooperative applications, since

it is impossible to know in advance when, where, or who will participate.

The other drawback of these protocols is that they usually introduce an additional

delay in the causal delivery of messages, due to either the use of re-diffusion servers,

or to the chosen execution model. Furthermore, they use a complex organization and

synchronization structures.

2.4.13 Environment assumptions-free protocols

In this category, no assumptions are made about the group or topological network

structure. Protocols are only concerned with identifying the necessary conditions to

ensure a causal delivery of messages, and/or with arranging optimal coding to represent

and transmit this information.

In these protocols, all participants interact without an intermediary and they all

have the same role. This free protocols from needing to worry about any organization

structure maintenance and the induced cost. For this raison, most proposed solutions

either in the context of static or mobile environments, do not make any environment

assumptions.

From the application domain perspective, the causal ordering protocols can be

grouped into several categories, such as causally ordered communication protocols,

causally consistent memory, causal message logging protocols, etc.

2.4.14 Causal communication Protocols

This class of protocols focuses its attention on developing communication infrastruc-

tures that deliver messages in causal order instead of providing causal consistency with

regard to application-specific needs. This approach provides transparency, correctness
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and efficiency for processes requiring causal ordering. In addition, it provides a broad,

application-independent implementation of causal ordering.

The main objective of these protocols consists in presenting techniques aimed at

reducing the amount of information transmitted through the network while ensuring a

causal delivery of messages.

By utilizing Lamport’s causal relationship, various causal message exchange proto-

cols have been proposed. First, in a static distributed system, a causal multicast has

been proposed [57]. This protocol uses a method of attaching a message transmitted

previously to the respective messages. This method of attaching some information as

a message header to the respective messages has also been utilized in various causal

message exchange protocols (e.g. [166, 156, 165]) and the size of the header (i.e. mes-

sage overhead) becomes an important evaluation scale of the protocols. In recent years,

many causal message exchange protocols (e.g. [14, 185, 121, 33, 65]) between mobile

hosts have also been proposed for distributed mobile systems.

As our contribution comes under (fits in) this class, we will discuss this category of

protocols in more detail in the next chapter.

2.4.15 Causal Ordering in Real-Time Systems

Real-time systems require the notion of physical time because of the constraints imposed

by the deadline on the data. Therefore, logical clocks-based causal ordering is not

sufficient in real-time multimedia traffic, because it does not take into account that

the message can be discarded if it arrives at its destination after the expiration of its

deadline.

In order to ensure the respect of real-time delivery constraints, the existence of a

causal clock synchronization protocol [134] is assumed. This protocol provides processes

with a unique value representing the global physical time whose drift with respect to

physical time is bounded and whose granularity and precision are such that all the

causally dependent events are produced at different times.

Verissimo in [180] introduced a generic model for causal delivery protocols in real-

time systems. The objective was to formalize a set of synchronism and ordering prop-

erties for these protocols. Later, Baldoni et al. [39] defined the notion of ∆-causal

ordering which was firstly introduced in [184].

Definition 2.2 (∆-Causal Order). A distributed computation Ê respects ∆-causal order

if:

1. all messages in M(Ê) that arrive within ∆ are delivered within ∆, all the others

are never delivered (they are lost or discarded);

2. all delivery events respect causal order.
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The concept at the basis of ∆-causal ordering is that typically in real-time appli-

cations, messages have a lifetime, ∆, after which their contents can no longer be used,

moreover some of them can be lost. This new abstraction, called ∆-causal order, re-

quires to deliver as much messages as possible within their lifetime in such a way that

these deliveries respect causal order. ∆-causal order communication mode is particu-

larly useful for multimedia real-time collaborative applications or groupware real-time

applications. Among protocols proposed for implementing ∆-causal ordering are [4]

and [39]. The protocol in [4] is based on the definition of a minimum wait time, say

Tw, such that ∆ < 3Tw and during which a process is prevented from transmitting

each time it receives a message. There can be at most a transitive message dependency

of length two or less because ∆ < 3Tw. If the dependency chain is longer, then the

causally prior message will have expired. As such, it is merely necessary to transmit

two vectors of length N , the process’s vector time and the ith row of the dependency

matrix. Thus the cost is O(N), however an extra latency is incurred by the waiting

time. In [39], the ∆-causal ordering is ensured by tagging every message with its send-

ing time and a matrix SENT reflecting the sending process’s best knowledge about

the sending time of the last message sent by every process to any other process. There-

fore, the message overhead of this protocol is O(N2). A variant of this protocol to the

case of broadcast communication is proposed in [40] reducing the amount of control

information carried by messages to O(N). This reduction is obtained by taking into

account transitive dependencies on the message sends. Another variant of this proto-

col is proposed in [2, 42]. The protocol relies on a hierarchical architecture aiming at

ensuring scalability for multimedia applications.

In subsequent work, Rodrigues et al. [159] generalized the notion of ∆-causal or-

dering by proposing the notion of Deadline-constrained causal ordering. Deadline-

constrained causal order resembles ∆-causal order in the sense that both associate a

deadline with a message. However, in ∆-causal a message must wait for its predecessors

if these predecessors are timely. In deadline-constrained causal order, each message has

its own deadline and, if it arrives on time, never misses its deadline due to preced-

ing messages. It should be noted that if all the messages have the same timeliness

constraints, deadline-constrained causal order and ∆-causal order are equivalent. Two

implementations was proposed in the context of multicast and broadcast communica-

tion with O(N2) and O(N) message overhead, respectively. An example of distributed

soft real-time applications that benefit from the use of a deadline constrained causal

ordering is distributed trading systems.

Kulkarni and Arumuga [114] considered the tradeoff between causal delivery and

timely delivery of messages by defining the notion of approximate causal delivery. This

solution is intended for sensor networks that provide simple guarantees about the clock

drift among sensors and about maximum delay of messages that are not lost. The
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solution lets the sensors to choose the level of causality violations it can tolerate and

the time for which it will have to buffer the received messages. Authors presented

two algorithms for an approximate delivery. Based on the ability to tolerate causality

violations, the first algorithm allows the observer to reduce the delivery time of mes-

sages. In the second algorithm, the system checks the message queue before delivery

to determine if it might violate the requirements of causal delivery, and hence, reduce

the causality violations further.

In [187], the authors addressed the causal ordering of events in distributed virtual

environments (DVEs). In order to make a tradeoff between the real-time requirement

of DVEs and causal ordering, the authors proposed a scheme aimed at maintaining

information about only the immediate predecessor for a given event. Than, the protocol

requires that each event carries with it a copy of its immediate causally preceding event.

2.4.16 Causal Memory Ordering

Distributed Shared Memory (DSM) emulates shared-memory systems in distributed

asynchronous message passing systems. DSM is traditionally realized through a dis-

tributed memory consistency system(MCS) on top of a message passing system pro-

viding a communication primitive with a certain quality of service in terms of ordering

and reliability [28]. The implementation of MCS enforces a given consistency crite-

rion. Some of consistency criteria that have been considered are, from more to less

constraining ones: Atomic [117], Sequential [116], Causal [8] and PRAM [123]. The

causal consistency model has gained interest because it offers a good tradeoff between

simplicity of programming and performance of the consistency model implementation.

A causal consistency is ensured if each processors order respects internal order and

Write-Read causality. A number of algorithms implementing the causal memory model

have been proposed in the literature (e.g. [8, 155, 88]). Most algorithms implementing

causal memory, in order to increase concurrency, support replication of data.

In [8] an algorithm is introduced which implements causal consistency by using

vector time stamps. Authors in [38] have studied causal memories in the context of

emerging dynamic systems (e.g. peer-to-peer). In order to track causality order rela-

tions between operations, they implement a plausible clock system that is an adaptation

of the one proposed by Ahamad et al. in [174]. Plausible clocks were also used by Ram

et al. in [98] to implement a causal memory in a mobile environment. Authors in [93]

proposed a type of consistency management, called causal cluster consistency which is

aimed for applications where a large number of processes share a large set of replicated

objects. Causal cluster consistency provides a dynamic interest management for pro-

cesses on replicated objects. Processes can observe updates which correspond to their

interest in optimistic causal order. This guarantees that an event will only be delivered

if it does not causally precede an already delivered event. This work also describes a
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protocol implementing causal cluster consistency, which provides a fault tolerant and

dynamic membership algorithm to manage the cluster members.

Fernández et al. [88, 89] explored the interconnection of causal memory systems.

Such systems may have different implementations, as far as they are propagation-based.

They devised algorithms for interconnecting those systems. The interconnection algo-

rithms proposed require the existence of reliable FIFO channels connecting processes

from each system. The resulting system is also causal.

2.4.17 Causal Message Logging Protocols

Message logging is a common technique used to build systems that can tolerate process

crash failures. These protocols require that each process periodically record its local

state and log the messages it received after having recorded that state. When a process

crashes, a new process is created in its place; the new process is given the appropriate

recorded local state, and then it is sent the logged messages in the order they were

originally received. All message logging protocols require that the state of a recovered

process be consistent with the states of the other processes. This consistency require-

ment is usually expressed in terms of orphan processes, which are surviving processes

whose states are inconsistent with the recovered state of a crashed process.

Message logging techniques are classified into optimistic (e.g. [172]), pessimistic

(e.g. [99]), and causal (e.g. [86, 16, 17]). The causal message logging approach offers

advantages over the two other message logging techniques. It never creates orphan (like

pessimistic protocols) and it does not synchronously log to stable storage (like optimistic

protocols). Causal message-logging protocols, however, do require the causal effects of

message deliveries to be tracked.

Causal message logging sends message receive ordering information with each mes-

sage. This information includes receives and their causal history since the last send.

In [17, 18], a general causal message-logging protocol is given where causal history

information for only f processes is included. This method then tolerates f simultane-

ous failures. Family-based logging [16] and Manetho [86] are two examples of causal

message-logging protocols for the special cases f = 1 and f = n respectively.

In [15], authors studied the cost of tracking causality in causal message-logging

protocols. They specified six different methods of tracking causality on which all of

the published causal message-logging protocols are based. They have shown that the

tradeoff between excess piggybacking due to inaccurate causality and the extra piggy-

backed information to increase the accuracy of causality tracking is both complex and

application specific. Lee et al. [119] tried to reduce the message overhead compared to

the previous protocols by defining a new message log structure based on inheritance

relation between logs.

Causal message logging suffers from complications associated with recovery. One
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particular difficulty occurs when multiple processes fail simultaneously [85]. Solutions

have been presented but they require blocking unfailed processes during recovery [16]

or some synchronous logging to stable storage while recovery is ongoing [86, 17]. Al-

though Elnozahys protocol [85] solves the problem, it requires a central recovery leader,

which may be a performance bottleneck. Authors in [163] presented an approach for

recovery in causal message logging which does not require unfailed processes to block

or require special coordination among recovering processes. Elnozahys protocol [85], if

combined with independent checkpointing [50], may force the system to recover to be

in an inconsistent state. A solution to this problem is proposed in [9].

Bhatia et al. [51] presented an implementation of causal message logging that is

designed for use in large scale, wide-area grid infrastructures. The protocol uses a

hierarchy of proxies that act as caches for recovery information. Ahn et al. [11] are

interested in designing a causal message logging protocol with independent checkpoint-

ing for handling the constraints of mobile environments. In a later work [10], Ahn

proposed two fault-tolerant protocols for mobile computing systems; a causal message

logging protocol and a receiver-based pessimistic message logging protocol for tolerat-

ing failures of mobile hosts and base stations respectively.

A further distinction may be made based on the requirement of reliability. We dis-

tinguish protocols proposed for failure-free systems and protocols proposed for failure-

prone systems.

2.4.18 Failure-free protocols

Most proposed protocols, either in static or mobile distributed systems, assume a reli-

able environment (i.e. reliable processes and links) and rather concentrate on improving

performance while reducing causal ordering related costs: computational and commu-

nication costs. A major cost is the size of control information that needs to be stored

and exchanged to maintain causality. This latter has to be taken into account seriously

as the consequences on the performance effect of the protocol, highly depend on it.

Apart from this general goal applicable to both static and mobile distributed sys-

tems, protocols for mobile systems are also concerned with the peculiarities of these

environments namely, mobility, low bandwidth of the wireless links, tight constraints

on power consumption and a significantly lower computing capability. Thus, protocols

need to be specifically tailored to tackle these constraints, so as to minimize resources

usage for a wireless environment.

2.4.19 Failure-prone protocols

Although causality makes the implementation of fault-tolerant reliable applications

easier, it does not provide any such guarantee by itself [176]. Hence, to devise a fault-
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resilient causal ordering protocols, researchers take the approach of ensuring that their

algorithms work correctly in the faulty environments. In other words, they provide

guarantees about causal message delivery despite faults.

A lot of work has been carried out achieving reliable causal delivery in the occurrence

of faults [57, 165, 12, 5, 37, 170, 25]. The primary differences between the various

solutions is in the nature of the assumptions that are made regarding failure modes.

The failures commonly considered include: fail-stop [167] and Byzantine failures for

processes and omission and timing [1] failures for links.

Crash failure. A crash failure is when a process fails by halting permanently. This

means that it stops performing any activity including sending, transmitting, or

receiving any message.

Byzantine failures. Byzantine failures are the most general type of failures. In the

model with Byzantine faults, faulty processes may exhibit arbitrary behavior

or even be controlled by an adversary. For instance, a faulty process may send

messages including incorrect data or also incorrect header, may not send messages,

and may send messages to incorrect destinations.

Omission failures. A message inserted in an outgoing message buffer never arrives

at the other ends incoming message buffer.

Timing failures. Timing failures occur when the arrival of a message lies outside a

specified real-time interval.

It should be apparent that Piggybacking-based protocols (e.g. [57]) will work with

unreliable networks and processes that have stronger fault models than fail-stop. The

problem of fault-tolerance in causal ordering protocols that allow sending messages to

overlapping, but different, sets of recipients has been pointed out in [165]. Aiello et

al. [12] use a centralized control based on the rotating coordinator paradigm and his-

tory buffers to recover from omission failures. The protocol proposed in [5] provides

fault-tolerance by forcing processes to wait until their previous message is stable (i.e.

delivered to all recipients) before sending the next one, and log their state on stable

storage. The protocol by Baldoni et al. [37] is resilient to omission and crash failures

by relying on group communication service and message stability mechanism. [170]

supports the reliable delivery of messages in the presence of the Byzantine faults of

processes. ACP [147] anticipates the detection of crashed processes by using null mes-

sages (See Section 3.2.1 (Page 33)). The algorithm presented by Dominguez et al. [81]

tolerates the loss of messages by increasing the redundancy in the control information

timestamped per message. This allows the recovery of the system in the presence of

lost messages in a forward error correction manner. The protocol in [25] considers the

omission failure for wireless channels.
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Considering causal ordering protocols by application domain, we notice that real-

time protocols are all tolerant to timing and omission failures while message logging

protocols tolerate crash failures. Furthermore, protocols supporting group commu-

nication usually cope with failures through group membership and virtual synchrony

services (See Chapter 6).

2.5 Conclusion

There is a significant amount of work in static and mobile distributed systems that ad-

dress the causal ordering problem. To the best of our knowledge, however, no attempts

have been made at classifying and comparing these solutions. In this chapter, we gave

a contribution with the hope of contributing to fill this void. The main result is a set

of classification criteria, a taxonomy and an identification of a number of key require-

ments that must be considered when designing causal ordering protocols, especially for

cellular mobile environments. These requirements, like reduction of control information

size, support for mobility, minimal participation by MHs in terms of computation, and

communication over the wireless link, and scalability serve as the basis for the design

and assessment of the solutions developed in the remainder of this thesis.

Recall that the focus of this thesis is not how to implement causal ordering for

a specific application domain, but whether or not causal delivery is a useful concept

for mobile applications and the cost for causal delivery will typically pay off. Then,

in the next chapter, we will turn our attention to ”causal communication protocols”

class. The rationale behind this choice is motivated by the fact that this class provides

a broad, application-independent implementation of causal ordering, letting us to aim

at studying the influence of mobile environment characteristics and issues, rather than

application-specific requirements, on the design of a causal ordering protocol for such

an environment.



Chapter 3

Causal Ordering Algorithms

3.1 Introduction

By utilizing Lamport’s causal relation [115], various causal communication protocols

have been proposed. To classify these protocols, we define a three-levels classifica-

tion, as shown in Figure 3.1, based on the following factors: (1) system model, (2)

environment assumptions, and (3) type of communication. Then, we first classify pro-

tocols with regard to the fact that these protocols are devised for a static or mobile

distributed systems. In both of these classes, protocols are then divided into two cate-

gories, namely protocols do not making any environment assumptions (i.e. assumptions

concerning the group structure or topological network structure); these protocols are

only concerned with finding the necessary and sufficient conditions to enforce causal

message ordering, and/or finding an optimal encoding scheme to represent and trans-

mit this information and protocols that assume certain topology and/or communication

patterns, and/or certain group structure. Finally, protocols are one again classified de-

pending on the considered communication paradigm, namely point-to-point (unicast),

multicast or broadcast communication.

In light of these classification factors, we will survey and analyze, in this chapter,

over thirty published protocols.
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3.2 Causal Ordering Protocols in Static Distributed Sys-
tems

3.2.1 Protocols without Environment Assumptions

Birman and Joseph Protocol

This protocol (BJ ) [57] is the first implementation of causal message ordering. The

protocol requires that each message carries with it a copy of all causally preceding

messages that have not yet been acknowledged. Suppose a message m reaches a desti-

nation process after all its causal predecessors, meant for that destination process, have

already been delivered. Then m is also delivered to the destination process. Otherwise,

the appropriate pending message(s) are extracted from the list of predecessor messages

carried by m and delivered to the destination. Then m is delivered to the destination.

The algorithm was implemented in the Isis toolkit as part of a reliable communica-

tions transport protocol based on multicast and process groups. It was implemented in

an attempt to provide a highly fault-tolerant distributed programming environment.

It should be apparent that the algorithm is exceedingly expensive in terms of mes-

sage size overhead. Without some form of garbage collection, the message size overhead

is unbounded. Even with garbage collection the system is prohibitively expensive, and

the current version of ISIS has abandoned it in favor of virtual synchrony.

Schiper, Eggli and Sandoz Protocol

The protocol (SES ) [166] was motivated by the observation that Lamport logical clocks

provide a necessary, but not a sufficient, condition for causal message ordering. Specifi-

cally, if causal message ordering has been violated then there exists a message m with a

timestamp T (m) which arrives at a destination S where the local time T (S) is greater

than T (m). The converse does not hold.

In this implementation, each message m carries control information (and not mes-

sages as in BJ [57]) consisting of a bounded number of pairs (destinationsite, vectortime).

There can be up to N − 1 such ordered pairs with each message. Thus, this algorithm

has a message overhead of O(N2). The destination process uses the associated control

information to determine when it is safe to deliver the message; it uses the associated

control information to determine if a causal predecessor of m is yet to be delivered to

the destination process. If not, then m is delivered to the destination process. Other-

wise, m is buffered at the destination process until all its causal predecessors meant for

the destination process have been delivered.

A major limitation of the SES algorithm is that it only works in a unicast environ-

ment.



30 3. Causal Ordering Algorithms

Raynal, Schiper and Toueg Protocol

The Proposed protocol (RST ) [156] is a modified implementation of SES [166]. Instead

of using vector time, each process Pi maintains an N ∗ N integer matrix SENTi to

reflect the process’s best knowledge of the number of messages sent by every process

to every other process and an N element integer vector DELIVi to count the number

of messages delivered to Pi from every other process. Every message transmitted by

Pi is tagged with the contents of SENTi. On receiving a message, say m, process Pi

can determine whether m can be delivered by comparing DELIVi vector with the i-th

column of the SENT matrix tagging m. If m can be delivered, SENTi as well as

DELIVi are updated. Otherwise, m is buffered until all its causal predecessors meant

for the destination are delivered.

The message overhead of this protocol, like SES, is O(N2) integers. However, when

a message is always broadcast to all other processes, the matrix is reduced to a vector

of length N .

The Horus, Transis and Amoeba implementations of causal message ordering are

essentially variants of the RST algorithm.

Charron-Bost, Mattern and Tel Protocol

Charron-Bost and al. [68] describe a slightly optimized version of RST algorithm [156].

The algorithm (CBMT ) is as follows. When a process Pi sends a message to process

Pj it increments the matrix element M [i, j] and appends the matrix to the message.

On reception, the receiving process merges the local matrix and the received matrix.

This is achieved by element-by-element comparison between the two matrices, selecting

the larger as the merged value. A message from Pi to Pj is not delivered until: ∀k 6=
i,M [k, j] ≤ Mj [k, j] and M [i, j] = Mj [i, j] + 1 where M is the transmitted matrix and

Mj is the matrix at process Pj . The second condition forces FIFO order from Pi to

Pj while the first prevents transitive causal ordering violations.

Birman, Schiper and Stephenson Protocol

The authors [165] pointed the problem of fault tolerance in causal ordering protocols

that allow sending messages to overlapping, but different, sets of recipients. The proto-

col (BSS ) can be seen as an adaptation of the BJ algorithm [57] of causal multicasting

in overlapping groups, with a number of optimizations applied. The BJ protocol was

improved by piggybacking the message identifiers rather than the messages themselves.

This approach is formalized by the use of vector time.

This protocol may be summarized as follows: each process maintains a vector of

integers per group, with one entry per member indicating the number of messages sent

by this member within this group. Each message is timestamped with the whole set of

vectors (a vector for each group in the system) of the sending process. When a process
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receives a message m, if one or more of m’s predecessor messages have not arrived, then

m is placed temporarily into a holding queue until the appropriate messages arrive.

When messages are sent to all processes, the size of timestamps appended to each

message is N , where N is the number of processes in the network.

The protocol is currently used by ISIS. The major advantage of the current and

previous Isis methods is that the handling of message and process failures are bundled

with the ordering mechanism, providing a reliable transport protocol with well defined

ordering semantics. The preceding approaches require modification or extension to

cope with failures. However, BSS assumes knowledge of the grouping of processes

into disjoint communication groups for optimization. Such knowledge requires a priori

analysis of all possible communication patterns amongst the processes: a non trivial

task. It would be desirable to have a causal message delivery protocol that does not

require such knowledge. The protocol should be able to adapt to the communication

pattern inherent in the application.

Kshemkalyani and Singhal Protocol

This work [113] proposes to only piggyback onto every message the bare minimum

information concerning all prior causal messages that either are not yet guaranteed to

be delivered in causal ordering, or are known to have been already delivered.

The authors identified the necessary and sufficient conditions on the information

required for causal multicast, and proposed an algorithm (KS ) to implement the con-

ditions.

Let the causal past (resp. future) of an event e be the set {e′|e′ → e} (resp.

{e′|e → e′}). The KS algorithm achieves optimality by storing in local message logs

and propagating on messages, information of the form ”d is a destination of m” about

a message m sent in the causal past, as long as and only as long as the following

constraints are verified:

• Propagation Constraint I : it is not known that the message m is delivered to d,

and

• Propagation Constraint II : it is not known that a message has been sent to d in

the causal future of Send(m), and hence it is not guaranteed using a reasoning

based on transitivity that the message m will be delivered to d in causal ordering.

Let m.Dests denote the set of destination of m. The propagation constraints also

imply if either (I) or (II) is false, the information ”d ∈ m.Dests” must not be stored

or propagated, even to remember that (I) or (II) has been falsified. In addition to the

propagation constraints, the algorithm follows a delivery condition: A message m′ that

carries information ”d ∈ m.Dests”, where message m was sent to d in the causal past
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of Send(m′), is not delivered to d if m has not yet been delivered to d. The message

overhead of KS can be, in the worst case, O(N2).

Melliar-Smith and Moser Protocol

In [131, 132] Melliar-Smith and Moser describe the Trans protocol, a reliable causal or-

der protocol that exploits the hardware broadcasts of local-area networks. By attaching

an acknowledgment for the last message received in causal order to the next message

sent and by exploiting transitivity of acknowledgments, processors can construct a chain

of causal dependencies. The Transis system [21] adopted the same approach.

Hadzilacos and Toueg Protocol

Hadzilacos and Toueg [94] described an algorithm (HT ) that is essentially the same

as BJ algorithm [57]. The difference is that it is based on causally ordered broadcasts

and so only those messages delivered since the last causally ordered broadcast need to

be rebroadcast. The idea of transmitting prior messages does have some merit, even

though the cost is excessive. To reduce the cost,as in BSS protocol, message identifiers,

rather than messages, are transmitted.

Badache and Maddi Protocol

In [35, 34], authors have proposed a gradual design of a causal broadcast protocol for

a static group.

The first attempt was a protocol (BM1) based on events’ identifiers [169]. In

this protocol, each message carries the projection of the causal history of its sending

process. Thus, the amount of control information carried with each broadcast message

increases indefinitely. To deal with the drawback of BM1, a second attempt was done.

It consisted in a protocol (BM2) based on states’ numbers [158]. The causal delivery

condition in BM1 is replaced by the following inequality: hist ≤ HCi where hist is

the state’s number carried by the message received by a process Pi and HCi its current

state’s number. The use of states’ numbers in the construction of the causal history has

the advantage of representing the causal history by an integer. Unfortunately, a state’s

number increases exponentially and consequently needs a mechanism to periodically

bend its value (like mechanisms used in [143, 182]). The last attempt was a protocol

(BM3) that intends to reduce the amount of control information in BM1 by deleting

the redundant constraints and stopping the propagation of constraints that are no more

needed to respect the causal message delivery. So, It will be sufficient to communicate

to each receiver of a message, the last message delivered and received from each process

in the group. The message overhead of BM3 is then reduced to O(n − 2), where n is

the number of processes in the broadcast group.
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Baldoni Protocol

This paper [36] introduced the notion of causal window to overcome the unbounded

variation of a vector time’s counters problem and proposed two causal broadcasting

protocols (BAL1, BAL2 ) which exploit a positive acknowledgement method to limit the

width of this window. A causal window of a process represents the range of variation

in which all counters of a vector time of a just arrived message at that process fall.

The construction of control information, in both protocols, is based on a modulok

(k greater than the width of the causal window) implementation of vector times. This

implementation ensures causal ordering on deliveries by piggybacking, on each message,

a vector time of n(log k) bits.

The protocols follow a stop-and-wait approach: The sender blocks until the receiver

acknowledges message reception. In the first proposed protocol (BAL1), a process

broadcasts a message and waits for all the acks before executing any other broadcast

event. The drawback of this protocol lies in the fact that only one message at a time can

be sent by each process, which implies a synchronization between any pair of successive

messages sent by the same process. This reduces the potential concurrency of the

message and induces a severe latency penalty on the transmitting process. To reduce the

number of local synchronizations, authors presented a second protocol (BAL2) where a

process can send a sequence of consecutive messages before receiving the corresponding

acks.This reduction of local synchronization is payed by wider causal window.

Pomares Hernandez, Fanchon, Drira and Diaz Protocol

The proposed protocol (ACP) [147] is based on the propagation constraints established

by Kshemkalyani [113]. The receiving host uses vector time to determine whether

some message(s) need to be delivered before the current message is delivered. The

sending host uses the principles proposed by [113] to transmit the bare minimum causal

dependency information using the propagation constraint principle.

The authors bounded the amount of control information by forcing a process to

generate automatically a null message each time that the control information becomes

high. An heuristic mechanism is defined that aims to find the optimal size of control

information in order to maintain a trade-off between the number of null messages and

the control information size. The null message acts as a reset that reduces to zero the

amount of control information. While the protocol guarantee causal delivery between

normal messages, it only guarantees FIFO property between null messages.

The authors used another mechanism to reduce the amount of control information.

It consists in partially ”removing” from the communication all processes that have

remained ”mute” for a long time. These processes are no longer permitted to participate

in the communication; they simply become listeners. Then, the process must rejoin the

group in order to be allowed to participate again in the communication.



34 3. Causal Ordering Algorithms

Cai, Lee and Zhou Protocol

The proposed protocol (CLZ ) [64] is an improved version of the Prakash’s algorithm

(PRS ) [151], that tries to eliminate indirect dependencies in broadcast as well as a

multicast environment that PRS fails to eliminate.

This algorithm differs from Prakash’s algorithm in the way that the delivery infor-

mation is inferred and that the non-immediate predecessors are eliminated. Instead of

using DeliveredPi and CBPi [i], process Pi uses a vector time V TPi to keep track of

the dependencies between messages and the information on messages that have been

delivered at each process.

The elimination of non-immediate predecessors in CLZ does not come without a

price. The price is paid with an increased size of the control information. The control

information carried with messages is the same to that of Prakash’s algorithm except

that the counter Cnti is replaced by the vector V TPi . Note that the size of V TPi (i.e.

O(N)) is greater than that of Cnti (i.e. O(1)). The message overhead of CLZ is

O(N2).

The protocol was implemented in a middleware [175] to the implementation of a

time management mechanism based on causal ordering delivery.

3.2.2 Protocols with Environment Assumptions

F. Mattern and S. Funfrocken

Mattern and Funfrocken [129] (MF) took the approach that rather than attempt to

strengthen a FIFO algorithm, they would weaken a synchronous algorithm as much

as possible while still maintaining causal message ordering. This led to the idea of

implementing a non-blocking synchronous system. Each process maintains separate

input, output and computation threads. The input and output threads consist of

FIFO ordered buffers of messages. When a process (that is, the computation thread)

performs a transmission, it simply copies the message to be transmitted to the output

buffer. Thus, it does not block. Conversely, when it wishes to read a message, it reads

one from the input buffer, or blocks until one is present. The output thread transmits

messages in FIFO order from the output buffer. After transmitting a message, it will

block until an acknowledgment is received. This ensures that the message must have

been received before another message can be transmitted. Therefore no message can

overtake another. The input thread simply places messages, in the order of reception,

in the input buffer and then transmits an acknowledgment to the sender.

The protocol achieves a zero cost message size increase at the expense of N × Tw

non-causal latency, where Tw is the worst message time between a process and any

other process. Non-causal latency is latency due to the algorithm that is not causal.



3.2. Causal Ordering Protocols in Static Distributed Systems 35

Shima, Higaki and Takizaw Protocol

The authors [170] proposed an intra-group communication protocol (SHT ) which sup-

ports the causally ordered delivery of messages for the processes within the group. In

addition, the protocol supports the reliable delivery of messages in the presence of the

Byzantine faults of the processes, i.e. they may send messages including not only in-

correct data but also incorrect header, may not send messages, and may send messages

to incorrect destinations. The faults are assumed to be independent.

In order to support the fault-tolerant group communication, each process is repli-

cated into a collection of multiple replicas, which is named a cluster. Each process Pi

is replicated to be a cluster of li(≥ 2 ∗ fi + 1) replicas if at most fi replicas are faulty

in cluster of Pi.

In order to realize the fault-tolerant transmission of a message m from Pi to Pj ,

each replica in a cluster of Pi sends a message m to multiple replicas in a cluster of

Pj in the group. In order to detect faulty replicas, each replica receives messages from

multiple replicas.

The control information carried by messages is represented by the sequence number

sn and the acceptance confirmation ack1, . . . , ackn, where acki denotes the sequence

number sn of the message which Pi expects to receive next from Pj.

The replicas in cluster of (Pj) have to receive message instances from more than

2 ∗ fi replicas in cluster of Pi. If the replicas in cluster of Pj receive the same instances

of a message m from more than fi replicas in cluster of Pi, the replicas can accept m.

Each replica in cluster of (Pj) decides that ”m1 → m2” if more than fi replicas in

cluster of (Pi) notify that m1 causally precedes m2.

Yen, Chi and Huang

The scheme (YCH ) [186] organizes the system into hierarchical clusters. Within each

cluster a specific process is designated as the agent of the cluster, and all others are

referred to as clients. All messages into or out of a cluster must be queued and served

serially at the agent. Within a cluster, any existing causal message ordering (CMO)

methods can be locally adopted. The approach decomposes system-wide CMO into a

number of independent cluster-wide CMOs.

Authors extended the abstraction of conventional approaches by introducing at

every site a message relay part (MR) between the application process and the causal

message delivery part (CMD). MR takes charge in relaying messages between clusters.

An intra-cluster message will be sent directly to its destination, whereas an inter-

cluster message will be first directed to the origin’s agent, then toward the destination’s

agent, and finally to the destination process. Since every cluster employs its own CMO

protocol, the relay is accomplished by the locally adopted cluster-wide CMO protocol.

An agent, which involves in communications between two clusters, must maintain two
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independent CMD processes, one for each cluster. So, a site participating in k (k >= 2)

clusters must maintain k independent CMD processes, one for each cluster. Authors

assume that the relaying between two CMD processes must be done in FIFO order.

Another restriction is that MR must relay all messages along the same direction.

As an implementation of the CMD process, authors adopted in every cluster the

RST algorithm [156]. Compared to RST but provided that the cluster size is appro-

priately set, the message overhead can be reduced to only O(N) or even O(logN) if the

whole system forms a two-layer or more than two-layer hierarchy, respectively. Whereas

the message overhead decreases with the increasing of layers, the number of interme-

diate nodes to be traversed for propagating messages, namely hop count, can increase

when more layers are introduced into the system. This implies longer communication

delay; the effect of longer routing paths.

As mentioned earlier, authors claim the possibility of adopting a different CMO

protocols for each cluster. This needs to bring various adaptations in order to make

possible the relaying of a message through the different CMD processes. Nevertheless,

we believe that such adaptations are obviously difficult and not straightforward due to

the fact that CMO protocols relay on different approaches to track causality between

messages and different delivery conditions to ensure causal ordering. Furthermore,

these adaptations are computationally expensive.

Mostefaoui and Raynal Protocol

The algorithm [143] (MoR) requires some synchronization activities among the pro-

cesses periodically, thus resulting in a loss in concurrency. It is aimed at reducing the

control information of the BSS protocol [165]. In this protocol, each message has to

carry only one vector whose size is equal to the number of groups. However, a syn-

chronous execution model is assumed which requires additional re-synchronization mes-

sages so that events at the processes occur in synchronized phases. Re-synchronization

may contribute towards delays in message communication. Hence, the algorithm is

suitable only for those applications where delays and re-synchronization messages can

be tolerated for reduced overheads in the computation messages.

Rodrigues and Verssimo Protocol

Rodrigues and Verissimo (RV ) [162] observe that communication overheads can be

reduced by compressing causal information using knowledge about the topology of the

underlying communication structure. In essence, since every message from process Pi

to process Pj must pass through some subset of the vertices of the physical network,

those partitioning vertices may be used as a causal separator. Using causal separators,

the causal information concerned with the elements of a causal zone (a set of processes

bounded by one or more causal separators) may never need to be propagated outside
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the boundaries of that causal zone. More simply, we need only transmit the causal

history of the separators across the boundary.

Their approach, however, does not reduce the amount of control information used

within the same subnet domain, which is detrimental to scalability. Moreover, a major

problem with this approach is that it must either be implemented at the transport

layer or it must be implemented as a logical network on top of a physical network.

If it is implemented at the transport layer, then it slows down all messages routing,

even for applications that do not require causal ordering. If it is implemented as a

logical network, then it is likely that the mapping to the real network will cause severe

efficiency problems, since it will potentially create paths that do not exist in the physical

network and remove paths from consideration that do exist.

Adly and Nagi Protocol

The authors [5] proposed a causal ordering protocol (AN) on unreliable communication

network. It is designed for a replicated system where a message is sent to every replica

in the network. The protocol is based on a propagation scheme, HARP[], where nodes

are organized into a logical, multilevel hierarchy: nodes are grouped into clusters, and

clusters are organized into a tree, such that each cluster is assigned a father node in

its parent cluster. The interesting property of this propagation scheme is that a node

sends and receives messages from few nodes only. Following the propagation algorithm,

a node receives every message, originating at any node in the network, either from a

neighbor, the father or a son. Therefore, a node needs to keep track of messages received

from those nodes and stamp messages with this information only in order to verify the

causal ordering. The protocol cuts down the size of the timestamp appended to each

message to be equal to p+1, where p is the number of nodes in a cluster. Their solution,

however, requires processes to wait until their previous message is stable before sending

the next one, and log their state on stable storage.

Authors have also discussed methods to deal with failures and network partitions.

Baldoni, Friedman and Van Renesse Protocol

The protocol(BFVR) [37] assumes certain group structure. The authors split the par-

ticipating processes into local groups, and use causal servers to disseminate messages

across these groups in the presence of processes faults. Thus the amount of control

information is reduced to the local group size. All causal servers are also members of

causal servers group.

The drawback of this technique is that the use of causal servers adds a delay to

the delivery of messages that need to cross local group boundaries. Therefore, this

technique is not suitable for applications with time constraints. The protocols that fall

into this category are not easily scalable.
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3.3 Causal Ordering Protocols in Mobile Distributed Sys-
tems

3.3.1 Protocols without Environment Assumptions

Alagar and Venkatesan Protocol

Authors [14] presented a suite of algorithms (AV 1, AV 2, AV 3) that all use RST [156] to

enforce causal order. These algorithms assume reliable wireless and wire-line networks.

They use the fact that the wireless channel between MSS and each MH is FIFO, thus

the log for each MH for causal ordering is maintained at the MSS level rather than

at MHs.

In AV 1 each message carries dependency information with respect to all the pro-

cesses (i.e. to all MHs in the system). The algorithm is not scalable due to high

communication overhead which is of O(n2
h). However, AV 1 has a simple handoff pro-

cedure requiring O(1) message only.

The second algorithm (AV 2) eliminates the drawbacks of the AV 1. AV 2 is smart in

realizing that it is sufficient only to maintain causal order among the MSSs; each MSS

acts as proxy for all MHs in its cell, leading to O(n2
s) message overhead. Nevertheless,

this yields to different vision between MSSs and MHs on order of events, which

involves an inhibition delay in the delivery of messages. This inhibition is due to the

fact that an MSS is unable to maintain mutual concurrency information about events

occurring at different MHs in its cell when no causal dependency exists between them.

Therefore, reception of a message may violate causal ordering from an MSS’s point of

view; whereas its delivery to an MH may not violate causal ordering from the MH’s

point of view. Moreover, in this protocol, when handoff of the MH occurs to guarantee

the causal relation, it is necessary to make an inquiry to all MSSs resulting in O(ns)

message exchanges to handle mobility.

To reduce the delay in delivering the messages to an MH due to inhibition, authors

proposed a third algorithm (AV 3). The algorithm achieves this by partitioning every

physical MSS into k logical MSSs. The algorithm is the same as AV 2 except for the

fact that causal ordering is explicitly maintained among the logical MSSs. The size

of the message header is O(k2 ∗ n2
s). Messages to MHs that belong to different logical

MSSs will not inhibit each other though the MHs may be in the same cell. Thus, as k

increases, the unnecessary delay in delivering the message to MH decreases. However,

as k increases, the size of the message header will increase and, as a result, the time to

process the message header will become a dominating factor.

The computation load and the communication overhead on MHs are both low

in all these algorithms, though the message overhead varies. However, none of these

algorithms handles mobility and disconnection in an efficient way. AV 1 is not scalable

for frequent disconnections, while AV 2 and AV 3 require a time-consuming procedure
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to handle host migrations. Hence, there is a need for algorithms that minimize the

communication overheads as well as the delays in message delivery.

Yen, Huang and Hwang Protocol

Yen et al. (YHH ) [185] proposed an algorithm that adapts RST [156] to achieve causal

order in mobile networks. Each base station Si maintains a matrix MSS SENTi with

Ns × Nh entries where the jth row denotes the knowledge of Si about the number of

messages sent by Sj to each mobile host hk. Each message m transmitted by hi is first

received by its base station Si. Si appends its MSS SENTi matrix to message m and

directs m to its destination hj . Then, Si increments the entry MSS SENTi[i, j] by 1.

To each mobile host hi in the system, a vector with ns entries, denoted MH DELIVi,

is associated, where the jth entry of MH DELIVi denotes the number of messages sent

by the base station Sj which are delivered to hi. This vector is stored at the hi’s base

station level. When the message m, destined to hj , is received by hj ’s base station, let

be Sl, this last compares the content of MH DELIVj with the content of the matrix

attached to message m, m.S, in order to decide if m can be delivered or not. A mes-

sage m is delivered if MH DELIVj [k] ≥ m.S[k, j],∀k ∈ {1, · · · , Ns}, else the message

m is put in the queue PENDj until the delivery condition of this message becomes

satisfied. In the case where the message m is deliverable, Sl inserts it in the queue

WAIT ACKj which serves to keep the message delivered to the mobile host hj until

the reception of a receipt acknowledgement from the destination host hj . Upon the ar-

rival of this acknowledgement, Sl executes the following actions: MSS SENTl[i, j]++;

MSS SENTl = max(MSS SENTl,m.S) and finally deletes m from WAIT ACKj .

The control information’s size attached to messages in this algorithm lies between that

of AV 1 and AV 2. Particularly, the message overhead is O(ns × nh), where nh is the

number of MHs. The unnecessary inhibition delay in this algorithm is lower (more

less) than AV 2. Its handoff module is also more efficient than AV 2, while the drawback

of this algorithm is the violation of liveness property [171]:

In figure 3.2, we present a scenario where the protocol Y HH does not satisfy the

liveness property. According to Y HH, the delivery of message m4 will be delayed

because m4.M [1, 2] > MH DELIV2[1]. And since after the arrival of m4 to S2, no

other message is sent, the delivery of m4 is indefinitely delayed.

Skawratananond, Mittal and Garg Protocol

The protocol (SMG) [171] is a variant of AV 2 [14]. SMG maintains for each mobile host

hl a matrix Ml[ns, ns], where Ml[i, j] denotes the knowledge of hl about the number

of messages sent by Si to Sj . Moreover, each base station Si maintains two vectors,

lastsenti[ns] and lastrcvdi[ns] where lastsenti[j] denotes the number of messages sent

by Si to Sj and lastrcvdi[j] denotes the number of messages sent by Sj which are
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Figure 3.2: The liveness problem in the protocol Y HH.

delivered to Si. All these data structures are stored on the base stations in order to

reduce the storage cost on the mobile hosts. To send a message m to another mobile host

hd located in the cell covered by the base station Sj , hs sends first the message to its base

station Si. Si increments then lastsenti[j] by 1 and sends (m,Ms, lastsenti[j]) to Sj .

After that, Si sets Ms[i, j] to lastsenti[j]. Upon receiving the message (m,M, seqno)

by Sj , this last checks if m can be delivered. The message m can be delivered if

(lastrcvdj [k] ≥ M [k, j]) and (@(m′,M ′, seqno′) sent by Sk to hd and not yet delivered

such as seqno′ ≤ M [k, j]). If the condition is satisfied the message is delivered to hd,

otherwise the message is inserted in rcvQj until its delivery condition becomes true.

Similarly to Y HH, this protocol uses a queue ackQd to keep the delivered message until

the reception of acknowledgement asserting its reception by the destination host hd.

In this case, Md[i, j] = max(Md[i, j], m.seqno) and Md[k, h] = max(Md[k, h], m.M) for

all k, h. The message overhead of this algorithm is O(n2
s + nh).

Benzaid and Badache Protocol

Mobi Causal protocol [47, 43] is based on the timestamping mechanisms proposed for

mobile environment: dependency sequences [152] and Hierarchical clocks [152] in order

to compensate the loss of mutual concurrency information caused by the use of vector

clocks as timestamping mechanism, with one entry for each MSS. This compensation

permits the elimination of unnecessary inhibition delays.

A dependency sequences approach keeps with each event e (send or receive event),

a set of dependency sequences. Each dependency sequence in the set corresponds to a

cell in the system, and consists of a sequence of non-negative integers. Pairs of these

integers represent contiguous sequences of dependency causing events in a cell that are

causal predecessors of e.

An hierarchical clock φ captures the causal dependency relation between events
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(send and receive events) by two components: (1) φi is a local clock representing the

causal dependency relation between events occurring within the same cell. It is a

variable length bit-vector with one bit for each event that has occurred in the cell thus

far. A bit of φi is set to 1 if the corresponding event causally precedes the current

event, otherwise is set to 0. (2) φm is a global clock representing the causal dependency

relation between cells. It is an integer-vector of n components, one for each cell in

the system. The kth component of event’s global clock identifies the last event on cell

covered by a base station Sk that causally precedes this event. the event is timestamped

by the global clock only.

It is interesting to notice that the dependency sequences approach has high com-

munication overhead but incurs no extra effort or time delay to determine the past

of an event. The hierarchical clock approach has low communication overhead, but

determination of the past of an event takes a large time delay.

To profit from the advantages of the two approaches, we combined them in order

to implement a new protocol ensuring the causal delivery. Since the causal past of

an event is directly determined from the set of its dependency sequences, then it is

more interesting to use the dependency sequences mechanism to keep on information

about messages received by a mobile host. This makes it possible to check directly if a

message is deliverable or not without additional computations.

Information about the last messages sent by hi to other mobile hosts hj is stored

in a set, LastSendhi . One component of the set is denoted by (hj , id, φi) where id

is the identifier of the last message sent by hi to hj and φi denotes the local clock

value. This clock is represented by a bit vector of variable size and its construction is

based on the principle of hierarchical clocks [152]. The maximal size of φi is equal to

number of messages sent between two given receptions. The clock φi has the following

representation: BDCIntBE . Where, BD is a bit that is equal to 1 if the mobile host has

already received a message, otherwise this bit is omitted. BE is a bit that is set to 1

and represents the current message to be sent. CInt is a range of bits with a size equal

to the number of messages sent after the last received message by the mobile host and

before the message to send. One bit of CInt is equal to 1 if the corresponding message

is already sent to the same mobile host, and 0 else.

In the example in Figure 3.3, the value of φi associated to the emission of m1, sent

by h1(S1) to h4(S3), is equal to 1 (i.e. BD omitted, BE = 1 and CInt empty) because m1

is the first message sent by h1 and the entry (h4, 1, 1) is added to LastSendh1 . Whereas

the value of φi associated to the emission of m2 is equal to 01 (i.e. BD omitted, BE = 1

and CInt = 0 because m2 is sent to h3 whereas m1 is sent to h4) and the entry (h3, 2, 01)

corresponding to the emission of m2 is added to LastSendh1 .

Each mobile host hi has also a set LastRcvhi that stores identifiers of messages

received by hi from hj . One component of the set is denoted by (hj , Sj , SDj) where
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Figure 3.3: Mobi Causal : An illustrated example.

SDj = {id1, id2, id3, id4, ...} and corresponds to a dependency sequences. So, its con-

struction is similar to that of dependency sequences mechanism [152].

Each mobile host also maintains a vector φ of length nS (where nS is the number of

base stations). One entry φm[k] = {(hj , id), ...} in the vector φ corresponds to a set of

tuples of the form (hj , id) and represents the predecessor messages identifiers of m in

the base station Sk for which the delivery condition is not yet confirmed. We keep the

identifier of message and for which mobile host this message is sent. The delivery of

these messages involves the update of φ by eliminating the corresponding entries from

φ.

The message to be sent should have the following form: (m, IdSendSi , dependhi
,

IdLastSend, φ). IdSendSi is the identifier of message m. dependhi is a Boolean variable

which the value depends on φi; if φi has the form 0*1, which means that this message

is not constrained by any other message, then the value of dependhi is set to false,

and consequently the delivery of this message must be done as soon as the message is

received by the base station Sj . In the example, this is the case of the message m2 then

the value of dependh1 associated to m2 is set to false. So, this message is immediately

delivered when it is received by its receiving base station and its identifier is added to

LastRcvh3 (LastRcvh3 = {(h1, S1, {2, 2})}). If not, φi has not the form 0*1, dependhi

will be set to true, which means that this message depends on whether an internal

message of mobile host hi (i.e. depends on message sent by hi to hj before it. In the

example, this is the case of the message m5 which depends on the message m4 sent by

the same mobile host h3 then the value of dependh3 associated to m5 is set to true.),

or it depends on an external message (i.e. that hi has received a message before the

emission of m. In the example, this is the case of the message m4 which is sent after

the reception of the message m2 then the value of dependh3 associated to m4 is set to

true).

The message must transmit also, in the control information, the identifier of the

last message already sent by hi to hj if it exists. So, if there is (hj , id, ) ∈ LastSendhi ,

the value id is assigned to idLastSend, otherwise idLastSend will be assigned the value 0
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to say that is the first message sent from hi to hj . In the example, the idLastSend of the

message m5 is set to 2 which corresponds to the identifier of the message m4, however

the idLastSend of other messages is set to 0.

In the case where idLastSendm 6= 0, the delivery of a message m depends on the

reception of a message with an identifier idLastSendm by hj . The reception of a message

by a mobile host is expressed by an entry (hi, Si, Id) in the set LastRcvhj where Id =

idLastSendm . In the example, at the reception of the message m5, it suffices to verify

that the message m4 has been delivered to h4 (i.e. verifying that the identifier of m4

is included in the set LastRcvh4). Since the reception of m5 has been occurred after

the delivery of m4 which is expressed by the entry (h3, S2, {2, 2}) in the set LastRcvh4 ,

then m5 is delivered to h4.

In the case where the causal dependency is created by the reception of a message

sent by another mobile host to hi, the delivery of a message m depends on the delivery of

its immediate predecessors on different base stations. These predecessors are identified

by the global clock φ. For each entry in φ where it exists a predecessor sent to hj , we

search if it exists a triplet ( , Sk, SDk) ∈ LastRcvhj where idf ∈ SDk. If this condition

is verified then we are sure that all immediate predecessors of m have been received

and consequently m will be delivered to hj .

Otherwise, if a received message m can not be delivered then we say that the delivery

condition is not verified and consequently m is queued in a file, denoted AtFileSi . In

the example, at the reception of the message (m4, , 2, true, 0,




(1, h4)
0
0


) by the base

station S3 and when verifying φm4 , we find that m4 depends on the first message sent

by S1. Hence LastRcvh4 = {(h2, S2, {1, 1})} does not contain information about the

arrival of this message, then the delivery of m4 will be delayed and m4 will be queued

in AtFileS3 .

The delivery of a message m induces the delivery of all queued messages in AtFileSj

that are waiting for m. The delivery of these messages involves their deletion from

AtFileSj . In the example, the delivery of the message m1 to h3 involves the delivery

of the message m4 waiting for m1 and its deletion from the queue AtFileS3 . The

delivery of m4 involves also the deletion of tuple (1, h4) from φh4 because this message

is delivered and it is not necessary to transmit this information with the next messages.

Prakash, Raynal and Singhal Protocol

The algorithm (PRS ) proposed by Prakash et al. [150, 151] combines an improved

version of the RST causal order algorithm for static networks with that of Badrinath [3],

an algorithm for multicast with ”exactly-once delivery semantics” in mobile cellular

networks. PRS assumes all wire-line and wireless networks to be reliable.

To reduce the amount of the control information, PRS appends only direct depen-
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dency information to the messages. It is a refinement that observes that it is sufficient

if only the immediate causal predecessors are known, rather than the entire transitive

history. The algorithm is optimal in a broadcast environment. However, in a multicast

environment, it fails to eliminate indirect dependencies in some cases because message

delivery information propagates at most one message-hop away from the destination

process:
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Figure 3.4: The indirect dependencies elimination problem in PRS.

In this example, since the delivery of message m1 at process P2 is two message-hops

away from process P4, PRS fails to infer that m1 is no longer an immediate causal

predecessor of any future message that may be sent by P4 to P2 and thus is unable to

delete (1, 1), the signature of message m1 from CBP4 [2].

In their algorithm, each process Pi maintains a counter CntPi to keep track of the

sequence number of messages it has sent so far to all other processes. The matrix

DeliveredPi at each process stores the process’s knowledge of the latest messages de-

livered to other processes. DeliveredPi [l, k] = x, therefore, indicates that process Pi

knows that all the messages sent by process Pl to process Pk with message sequence

number less than or equal to x have already been delivered to process Pk. Each process

Pi also keeps a vector CBPi of length N (i.e., the number of processes in the system)

to capture information on its immediate causal predecessors. In particular, CBPi [k]

maintains the delivery constraints for the messages to be sent by process Pi to process

Pk. It is a set of tuples of the form (sender′spid, message sequence number). Every

message carries a sender’s message sequence number CntPi , a sender’s pid i, the set

of destinations of the message Dest(m), and sender’s causal barrier vector CBPi . The

newly sent message will become the immediate causal predecessor of any future mes-
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sage to be sent to the same destination. A process Pi can only deliver a message m

from a process Pj if all m’s causal predecessors have already been delivered to Pi.

The multicast message overhead and storage overhead of PRS is O(n2
h). In this

protocol, the message header to be used becomes smaller when it is applied to the

broadcast; the message overhead becomes O(nh). However, the message overhead of

this protocol depends on the total number of mobile hosts nh.

Li and Huang

This algorithm (LH ) [121] does a broadcast among MSSs, and then within each cell to

MHs. The protocol uses two levels of delivery: the first level corresponds to the MSS

level delivery and the second level corresponds to the MH level delivery. Each MSS

Si maintains a vector of length ns, called DELIVi, to track the delivery information

for Si. The vector records the number of messages initiated from other MSSs which

have been delivered to Si. Each MSS Si maintains also two vectors, DELIV MHi and

SENT MHi, of length ns for each of its local MH hi. DELIV MHi denotes the great-

est sequence number, on per-MSS basis, that has been delivered to hi. SENT MHi

denotes the knowledge of hi about the number of messages that have been initiated

from each MSS. The two vectors will be transferred to the new cell if the MH moves

to a new cell.

The control information consists of the initiator id, destination ids and SENT MHi

vector. Using this control information, the MSS level delivery condition ensures that Si

has delivered all the messages initiated by Sj that precede m and that Si has delivered

all those messages received by hi before hi makes the request. If the MSS level delivery

condition is not verified, the message will be buffered until its causal predecessors meant

for the MSS are delivered. However, if the message is delivered, it will be put in

MSS BUFERi to terminate the MSS level delivery of the protocol. The MH level

delivery of the protocol compares DELIV MHi with the timestamp of the message

for each local destination hi to determine if the message has been delivered to the

destination MH at other MSS or not. If not, the message will be put in a deliver

queue, DELIV Q MHi, for each hi. The wireless module then forwards the messages

in DELIV Q MHi one by one to hi.

The message overhead of the algorithm is O(ns). However, the protocol suffers from

the introduction of unnecessary inhibition delays problem.

Chi, Yen, Tseng and Huang Protocol

Another causal multicast protocol, (CY TH), is presented in [71] where only a part

of MSSs (called mobility agents) is involved in group computations. An MH always

initiates causal multicasts via its serving agent (i.e. MSS of cell where it has been

located for the first time) regardless of its current location. As consequence, MHs
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appear stationary and this simplifies the development of the protocol. However, if we

imagine the case where each MSS is a serving agent for at least one MH member of

the group, then all MSSs will be included in the multicast group even if there is no

member located in their cells.

The CY TH [71] protocol provides the best handoff complexity O(1) but its handoff

procedure involves three entities to achieve the migration of an MH (its last MSS, its

new MSS and its serving MSS). Each time a migration is done, the serving MSS must

be contacted to update the current location of an MH. Thus, a supplementary delay

is invoked in the execution of the handoff procedure and which can be considerable if

the serving MSS is so far.

Chandra and Kshemkalyani Protocol

The proposed protocol (CK ) [65] combines KS algorithm [113] and Badrinath’s algo-

rithm [3]. Every mobile host h has a log logh and an array RECDh[1..ns] associated

with it. The logh is used for maintaining causal order with respect to h, while the ar-

ray RECDh, initialized to all zeros, is used to guarantee that each message is delivered

once to h. An MSS also maintains a sequence number Mseq, which is incremented each

time after it forwards a message on behalf of any of the MHs in its cell.

Consider the sending of a message from hi to hj . hi sends the message to its MSS,

MSSinit, which updates logi for causal delivery, then appends Mid = (MSSinit,Mseq)

and logi to the message, and broadcasts the message to all MSSs. Once the message

is sent, MSSinit increments Mseq by one. When a MSS receives a message M destined

for hj from another MSS, it tests the following conditions: (1) destination hj is present

in the local cell, (2) RECDj [MSSinit] = Mseq and (3) the delivery condition [113] is

satisfied for M .

If these conditions are satisfied, the message is delivered to hj . For each hk that

is not a destination, RECDk[MSSinit] is incremented. The message is also buffered,

irrespective of the outcome of the tests. On receiving the message, hj sends an ack to its

MSS, which now increments RECDj [MSSinit], updates logj as per KS [113], deletes

the buffered message, and forwards the ack to MSSinit. MSSinit then broadcasts

message Delete(Mid) to all MSSs. When a MSS receives Delete(Mid), it clears any

information about message Mid from its buffer. Handoff for h is handled by passing

RECDh[1..ns] and logh from the old MSS to the new MSS. The transfer is delayed if

a message has been delivered to h but the update of RECDh[1..ns] and logh have not

taken place.

In spite of defining the necessary and sufficient conditions on the control informa-

tion, the message overhead of CK is, in the worst-case, O(n2
h).
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Badache Protocol

This protocol (BAD) [33, 34] is an adaptation of BM3 [35, 34] to a distributed system

with mobile hosts. The protocol assumes a static group of n processes which exclu-

sively communicate by broadcast of messages. The message overhead of the protocol

is comparable to the one already obtained in BM3 (See Page 33).

Ohori, Inoue, Masuzawa and Fujiwar Protocol

The authors [144] proposed a protocol (OIMF ) for realizing the causal broadcast

among MHs. It is an extension to the Birman’s protocol (BSS ) [165]. BSS was first

extended by reducing the message overhead by realizing the causal broadcast among

MSSs. Hence, The message overhead of OIMF is O(ns).

Authors claim that in the case where the handoff of an MH does not occur, the

causal broadcast between MHs can be realized by performing causal broadcasts among

MSSs. Thus, they attached a ns-th-order vector clock to each message to preserve

causality. However, this is not totally true because using a ns-th-order vector clock

involves a lost of the concurrency relation between messages sent by different MHs

in the same cell. They said that when two MHs h1, h2 are connected to MSSs S1,

S2, respectively, if cbcast1(m1) → cbcast2(m2) holds when the broadcast messages

m1, m2 are transmitted, respectively, then mss cbcast1(m1) → mss cbcast2(m2) also

holds. But even if cbcast1(m1)||cbcast2(m2) holds, if h1 and h2 are in the same cell,

then mss cbcast(m1) → mss cbcast2(m2) also holds, incurring a lost in concurrency

relationship between messages.

To avoid duplication and absence of delivery messages when an MH migrates be-

tween cells, each MSS manages the ns-th-order vector RECVj [hi] which expresses the

number of broadcast messages already delivered at each MH hi connected to Sj . Here,

RECVj [hi][Sk] expresses the number of broadcast messages already transmitted to hi

among the messages broadcast from MSS Sk. However, to avoid the absence of mes-

sages, the broadcast messages already delivered at each MSS Sj are preserved in the

queue DELIV MESj in order of delivery.

The header attached to the broadcast message in the static module expresses only

the causal relation in the broadcast between MSSs, and does not express the causal re-

lation between the broadcast messages transmitted by the same MH for different MSSs.

For this reason, m2 may be delivered ahead of m1 in the separate MSS if a receiving

MH be handed off between two cells. To avoid this problem, each MSS Sj keeps infor-

mation about the number of broadcast messages which precede the broadcast messages

to be transmitted next for every MSS and that by using a ns-th-order vector SENTj .

In order to preserve the causal relation of the broadcast messages transmitted by hi

before and after handoff, it is sufficient for each MSS Sl that the value of SENTk[Sl]

immediately after handoff of hi be greater than that of SENTj [Sl] immediately before
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handoff of hi. Accordingly, the value of SENTj is transmitted to Sk at the time of

handoff, Sk updates its SENTk vector by keeping the max between the local vector

and the received one.

Dominguez, Hernandez and Gomez Protocol

The proposed protocol (MOCAVI ) [80] achieves a causal broadcast among a static

group of MHs according to the causal view that MHs perceive during the system exe-

cution, avoiding unnecessary inhibition delays. To achieve this, the tracking of causal

dependency relationship in MOCAVI is inspired by our prior work [47, 43] where au-

thors have exploited our idea of differentiating between local and global dependency

information. Thus, MOCAVI distinguishes two communication levels, namely intra-

base and inter-base communication levels. The intra-base communication level provides

communication service between a base station and mobile hosts in its cell, while the

inter-base communication level provides communication between base stations.

In contrast to our proposal where the execution of protocol is completely supported

by the MSSs, MOCAVI involves the MHs in the causal ordering of messages. An MH

maintains a bit vector Φi, for each base station Si in the communication group. The

size of Φi is equal to the number of MHs that are within the cell of Si. These vectors

are the control information to be attached to a message sent over the wireless channel.

In addition to the message overhead induced over wired links which is O(nh), this

protocol incurs a significant message overhead over wireless links which is O(nh). Fur-

thermore, authors don’t say any things about how the handoff is handled in their

protocol.

3.3.2 Protocols with Environment Assumptions

Anastasi, Bartoli and Spadoni Protocol

The causal multicast algorithm (ABS) presented here [25] uses coordinators at a level

higher in a hierarchy that the MSSs. This algorithm is part of a larger suite of fault-

tolerant message ordering algorithm in mobile systems, and hence the need for the

coordinator nodes. The coordinators broadcast the messages to all the MSSs which

in turn broadcast them to all MHs. The wired network is assumed to be FIFO and

reliable, while the wireless network is assumed to be FIFO but messages can be lost.

The algorithm has a message space overhead of O(nc), where nc is the number of

coordinators in the system model, but the decision of causal ordering delivery takes

place at the MH level.

Coordinators are not involved in communication to obtain order, indeed they are a

system’s bottleneck.
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Bittner Protocol

In [60], author proposed a multicast protocol (BIT ) which ensures total order in a

mobile environment. It uses sequencers organized in a tree-structure to obtain this

total order.

Causal order in this protocol is a side effect from the tree-based overlay network

structure used and the assumption of FIFO message exchange between links. The causal

order can be obtained with the characteristic that messages in MSSs are handled in

order of their arrival, the assumption of FIFO and the fact that there is a unique path

in overlay network for messages of one MH to all other MHs. That also holds for

messages of different groups in all MHs that are members of both of these groups.

3.4 Discussion

Our goal in this chapter was to give an overview about the causal communication

protocols. In order to structure the classification more clearly, we subdivided it into

relevant work done in the field of static distributed systems and work relevant in the

context of mobile distributed systems. Our presentation of these protocols was mainly

focused on the principle used to capture causality between events, the communication

and computation costs induced, the type of communication paradigm supported (i.e.

unicast, multicast or broadcast), and in some cases, the way that protocols handle

failures.

As shown above, several algorithms have been developed to implement causal mes-

sage ordering in conventional distributed systems. These protocols mainly differ by

the size of control information carried by messages. In the following discussion, and

relating to the scope of our thesis, we do not consider these protocols. Instead, we

limit ourselves to protocols proposed for mobile systems. Here, we revisit and discuss

them in the light of the message cost of attaching additional information (i.e. control

information) to messages.

Many contributions, following various approaches, are proposed to implement causal

message ordering protocols for mobile computing systems. Some of these contributions

assume certain network topology. The main disadvantage of these protocols is that they

are usable in applications where the topology is relatively static or can be computed at

compile or configuration time. Protocols of this type are absolutely inappropriate to

applications where it is not possible to know in advance when, where, nor who (user,

process, agent, etc.) will participate, (e.g. all the cooperative internet applications and

mobile applications). For this reason, most contributions done in the context of mobile

environment, do not make any environment assumptions. To reduce computation and

communication loads on mobile hosts, most of them store data structures relevant to

causal ordering in MSSs, and the algorithm is executed by the MSSs on behalf of the
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MHs. Doing so, most of these algorithms are based on the timestamping by vector

clock with ns entries, where ns is the number of MSSs in the system. This yields to

different vision between MSSs and MHs on order of events, which creates an inhibition

delay in the delivery of messages. This inhibition is due to the fact that an MSS is

unable to maintain mutual concurrency information about events occurring at different

MHs in its cell when no causal dependency exists between them. To eliminate this

inhibition delay, we have proposed a new unicast protocol (Mobi Causal) to implement

the causal message ordering in a mobile environment [47]. Mobi Causal, compared with

previous proposals, is characterized by the elimination of unnecessary inhibition delay

in delivering messages while maintaining low message overhead. The protocol requires

minimal resources on mobile hosts and wireless links. Mobi Causal protocol is also

scalable and can easily handle dynamic change in the number of participating mobile

hosts in the system.

The other emerging trend is the increasing importance of multicast applications

for the purpose of multi-party conferencing, and mobile users will expect similar kinds

of multicast applications to be supported on their portable devices with wireless ca-

pability. As far as multicasting is concerned, the functionality of multicast thus can

be achieved only by means of multiple unicasts, which results in poor utilization of

the network bandwidth [3]. A multicast protocol with exactly-once delivery semantics

for a mobile environment is presented by [3]. However, this protocol does not enforce

causal ordering. Prakash et al. (PRS ) [150] presented an algorithm which combines

an improved version of the RST causal order algorithm [156] for static networks with

that in [3]. Its message overhead is O(n2
h) despite the use of direct dependency relation

in the construction of control information. The causal multicast algorithm presented

in [25] uses coordinators at a higher level in a hierarchy than the MSSs. Coordinators

broadcast the messages to all the MSSs which in turn broadcast them to all MHs. The

algorithm has a message space overhead of O(nc), where nc is the number of coordi-

nators, but the decision of causal ordering delivery takes place at the MH level. The

algorithm (LH) in [121] also performs a broadcast among MSSs, and then within each

cell to MHs. Another causal multicast protocol, (CY TH), is presented in [71] where

only a part of MSSs (called mobility agents) is involved in group computations. An

MH always initiates causal multicast via its serving agent (i.e. MSS of cell where it

has been located for the first time) regardless of its current location. As consequence,

MHs appear stationary and this simplifies the development of the protocol. However,

if we imagine the case where each MSS is a serving agent for at least one MH member

of the group, then all MSSs will be included in the multicast group even if there is no

member located in their cells. For both LH and CY TH protocols, the message over-

head is O(ns). In [65], Chandra et al. (CK ) adapt the KS optimal causal multicast

algorithm [?] to mobile networks. In spite of defining the necessary and sufficient con-
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ditions on the control information, the message overhead of CK is, in the worst-case,

O(n2
h). Concerning the protocol MOCAVI [80], the drawback is that this protocol in-

volve MHs in the causal ordering of messages, which results in O(nh) message overhead

over wireless links. Furthermore, authors don’t say any things about how the handoff

is handled in their protocol.

In summary, we can notice that some proposals offer a better message overhead

but incur an unnecessary inhibition delay in the delivery of messages, while some other

solutions overcome this problem but by incurring high message overhead which can

reaches O(n2
h). Moreover, most of them do not deal with group communication.

From this discussion it is apparent that a good algorithm designed for mobile net-

works will require minimal amount of communication, storage and computation either

over wired or wireless network-parts.

3.5 Conclusion

The main contribution of this chapter is the definition of a classification for causal

message ordering protocols, that makes it easier to understand the relationship between

them. It also provides a good basis for comparing the algorithms and understanding

some tradeoffs. Furthermore, the chapter has presented a vast survey of most of the

existing algorithms and discussed their respective characteristics.

From this brief survey, we may conclude that both the message and storage over-

heads are crucial as far as scalability is concerned and must be treated with the same

importance.



52 3. Causal Ordering Algorithms



Chapter 4

MMobi Causal: A Causal
Multicast Protocol

4.1 Introduction

In this chapter, we tray to get benefit from the advantages of our unicast protocol [47,

43], in order to propose a variant of it allowing multicast communication in mobile

groups and which can fill gaps of existing protocols, especially in terms of control

information’s size appended to each message.

The proposed protocol is optimal with respect to communication overhead because

the construction of control information relies on the immediate dependency relationship

between messages as well as the multicast of messages is limited to the MSSs where

the group members are located.

Here we assume no membership changes such as members joining or leaving a group.

These cases will be handled by the membership algorithm described in Chapter 7.

Part of the results presented in this chapter has been published in [45].

4.2 System Model

The considered mobile computing system model is a cellular network. It consists of two

kinds of entities: mobile support stations (MSS) and mobile hosts (MH). The MSS

nodes are fixed and connected among them via a wired network. An MSS support

the MH nodes in communicating among them and with the other MSSs. MSSs and

MHs communicate via a wireless network. Each MSS defines a connectivity area

(cell) where MHs can reliably communicate. At any given time, an MH is assumed

to be within the cell of at most one MSS, which is called its local MSS.

Our system model assumes that there are no host crash failures. This model is

a reasonable starting model for mobile systems, given current hardware and software

technology. Since we are exclusively concerned with techniques to enforce causal de-

livery, we assume that both wired and wireless channels are reliable, in the sense that
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messages sent are always received by all correct addressed participants. We also assume

that both wireless and wired channels take an arbitrary but finite amount of time to

deliver messages and that wireless channels are FIFO. Furthermore, the union of all

cells does not cover the entire area where MHs may be located. Whenever an MH

moves from one cell to another, a hand − off procedure is performed in which the

communication responsibilities of the MH are transferred to the new local MSS.

We assume that a message can be sent to an arbitrary set of MSSs in one send

event; that is, hardware multicast is used.

In our case, a group is a collection of MHs that cooperate towards a common goal.

We define the view of a group by the set of MHs that are currently members of the

group, denoted as MHV iew, and the set of MSSs where these members are located,

denoted as MSSV iew. Thus, the group’s view reflects not only the set of MHs that are

currently members of the group but also the set of their MSSs. Each group and each

process has a unique identifier.

4.3 Data structures

4.3.1 MSS’s data structures

Each MSS Si maintains the following data structures:

• IdSendSi : an integer counter that is incremented each time a message is multicast

by Si. The counter is set to zero at the beginning and will be incremented each

time a message is sent by Si.

• SendM : a set of tuples of the form (idm, nback) where nback is the number of

intended ack for the message having idm as identity. It’s kept information about

messages sent by Si but not yet delivered to all group members.

• UnstM : a set to keep a copy of each sending message till the delivery of this

message to all MHs members of the group. We keep these copies in order to

ensure the delivery of messages to MHs in movement. Each time a message is

deliver to a member (i.e. an MH), its MSS sends back (ack(idm)) to the sending

MSS. At the reception of this ack by the sending MSS, nback is decremented by

one. When nback becomes null, the sending MSS deletes information about this

message from its data structures and sends a delete(idm) message to other MSSs.

At the reception of this message, MSSs delete in their turn information about

this message from their data structures.

4.3.2 MH’s data structures

For each MH hi, the following data structures are maintained:
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• φ: a vector of length ns. One entry φm[k] = {(id,Dest), ...} in this vector cor-

responds to the set of predecessor messages’ identifiers of m sent by the MSS

Sk for which the delivery condition is not yet confirmed. We keep the message’s

identifier and for which MHs (i.e the set Dest) this message is sent. As soon as

the delivery of a message is confirmed for all hi ∈ Dest, the corresponding entry

is deleted from φ. It’s not necessary to keep information about messages that

their delivery is confirmed, thereby reducing the control information’s size.

• LastRcvhi
: a set that stores identifiers of messages delivered to hi. One compo-

nent of the set is denoted by (Sj , SDj), where Sj is the identity of the sending

MSS and SDj = id1, id2, id3, id4, ... is the set of message’s identifiers and corre-

sponds to a dependency sequences [152].

• AtFilehi : a queue that stores information about messages not yet delivered to hi

because the delivery condition is not satisfied; i.e. out-of-order messages.

We note that the data structures introduced above concern only the MSSs and

MHs belonging to the group and they are all maintained at the MSSs level.

4.4 Static module

4.4.1 Emission phase

The multicast of a message m starting from a group’s member MH, hi(Si), to a subset

of members Dest of the same group gi (i.e. Dest ⊆ MHV iewG) is done by sending the

message from hi to its MSS, Si, which increments IdSendSi by one, then piggybacks

φhi
and IdSendSi to the message and multicasts the message to MSSs, Sj , where group

members are located (i.e. Sj ∈ MSSV iewG).

Once the message m is sent, we update the global clock φ by setting, φhi [i] :=

φhi [i] ∪ (IdSendSi , Dest). We add also the couple (IdSendSi , |Dest|) to SendM where

|Dest| represents the number of expected Ack so that the message becomes stable (i.e.

delivered to all recipient members).

1 On receipt of (m,Dest) by Si from hi /* A multicast request of m from hi(Si) to
Dest ⊂ gi */
1. IdSendSi := IdSendSi + 1;
2. Multicast(m, IdSendSi , φhi , Dest) to all Sj ∈ gi;
3. φhi [i] := φhi [i] ∪ (IdSendSi , Dest);
4. Update(φhi [i]);
5. SendMSi

:= SendMSi
∪ (IdSendSi , |Dest|);

6. UnstMSi
:= UnstMSi

∪ (m, IdSendSi , φhi , Dest)
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2 Procedure Update(S) /*Eliminate the redundant couples by keeping the recent
one*/
1. for all hj ∈ Dest do
2. if ∃(Id1, Dest1), (Id2, Dest2) ∈ S such that hj ∈ Dest1 and hj ∈ Dest2 and

Id1 < Id2 then
3. Dest1 := Dest1 − {hj}
4. end if
5. end for

4.4.2 Reception phase

Upon the arrival of m to an MSS Sj belonging to the group gi, this message will be

delivered to a receiving MH hj located in the cell covered by this MSS only if the

delivery condition holds; i.e. this message has not yet been delivered to hj (to ensure

exactly once delivery property) and all messages which causally precede the message m

are received by Sj and delivered to hj :

If m is already delivered to hj (i.e. idm ∈ LastRcvhj ), then this message is ignored.

Otherwise:

1. If ∀k = 1, n, 6 ∃( , Dest) ∈ φm[k] such that hj ∈ Dest, then this message does not

depend on any other messages and its delivery is immediate.

2. If ∀k = 1, n, ∃(idf,Dest) ∈ φm[k] such that hj ∈ Dest, then we simply verify that

the message, having idf as an identifier, has been delivered to hj . The delivery

of a message to an MH is expressed by the existence of an entry (Sk, SDk) in the

set LastRcvhj
such as idf ∈ SDk. If so, the message m is delivered as well as

all messages in the queue AtFilehj that are awaiting m. The delivery of these

messages led to their removal from the queue and the emission of Ack(IdSendm)

to the sending MSS.

In the case where no one of the above two conditions is satisfied, then we say that

the delivery condition is not satisfied, and consequently the message m is queued in

AtFilehj .
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3 On Receipt of (m,IdSendm,φm,Destm) by Sj from Si

1. UnstMSj
:= UnstMSj

∪ (m, IdSendm, φm, Destm)
2. for all hj ∈ Destm located in Sj ’s cell do
3. if (IdSendm 6∈ LastRcvhj .SDi)and(∀k = 1, n, ∃(idf,Dest) ∈ φm[k] and hj ∈

Dest such that idf ∈ LastRcvhj .SDk) then
4. Deliver m to hj ;
5. else
6. if (IdSendm 6∈ LastRcvhj

.SDi) then
7. AtFilehj := AtFilehj ∪ (m, IdSendm, φm, Destm)
8. end if
9. end if

10. end for

4 On receipt of (m,(IdSendm, Si)) by hj from Sj

1. Send(Ack(IdSendm, Si)) to Sj ;

5 On receipt of (Ack(IdSendm, Si)) by Sj from hj

1. Send(Ack(IdSendm)) to Si;
2. φhj

:= φm;
3. LastRcvhj .SDi := LastRcvhj .SDi ∪ (IdSendm, IdSendm); {Manage the depen-

dency sequences as in [152]}
4. Build(φhj ); {garbage collection on φhj}
5. for all m′ ∈ AtFilehj do
6. if (∀k = 1, n, ∃(idf, Dest) ∈ φm′ [k] and hj ∈ Dest such that idf ∈

LastRcvhj .SDk) then
7. Deliver(m′) to hj

8. AtFilehj := AtFilehj − (m′, IdSendm′ , φm′ , Destm′)
9. end if

10. end for

6 On receipt of (Ack(IdSendm)) by Si from Sj

1. Let (IdSendm, nback) ∈ SendMSi

2. nback := nback − 1;
3. if nback = 0 then
4. SendMSi

:= SendMSi
− (IdSendm, nback)

5. UnstMSi
:= UnstMSi

− (m, IdSendm, φm, Destm)
6. for all hl in Si’s cell do
7. if ∃(IdSendm, Dest) ∈ φhl

[i] then
8. φhl

[i] := φhl
[i]− (IdSendm, Dest)

9. end if
10. end for
11. Multicast(Delete(IdSendm, Si)) to all Sj ∈ gi

12. end if
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7 On receipt of (Delete(IdSendm, Si)) by Sj from Si

1. UnstMSj
:= UnstMSj

− (m, IdSendm, φm, Destm)
2. for all hl in Sj ’s cell do
3. if ∃(IdSendm, Dest) ∈ φhl

[i] then
4. φhl

[i] := φhl
[i]− (IdSendm, Dest)

5. end if
6. end for

8 Procedure Build(φhj) /*due to the delivery of m sent by hi. Delete the useless
information, i.e. information about delivered messages*/
1. φhj [i] := φhj [i] ∪ (IdSendm, Destm − {hj})
2. Update(φhj [i])
3. for all hl in Sj ’s cell do
4. if ∃(IdSendm, Dest) ∈ φhl

[i] and hj ∈ Dest then
5. Delete(hj ,Dest)
6. end if
7. if ∀k = 1, n, ∃(idf,Dest) ∈ φhj [k] and hl ∈ Dest, such that idf ∈

LastRcvhl
.SDk then

8. Delete(hl,Dest)
9. end if

10. end for

4.4.3 Example

It is assumed that the view of the group gi is composed of (see Figure 4.1): MSSV iewgi
=

{S1, S2, S3} and MHV iewgi
= {h1, h2, h3, h4}.

It is also assumed that h1 is located in the cell covered by S1, that h2 is located in

the cell covered by S2 and that h3 and h4 are located in the cell covered by S3.

h1

h2

S1

S3

h3

h4

m1 m2 m3

m3

m2

m1 m2

m3

m3

S2

hi The message is queuedSi

hi The queued message is delivered

Figure 4.1: MMobi Causal: An illustrated example

• At the emission of m1 from h1 to {h2, h3}
IdSendS1 = 1
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Multicast(m1, 1,




0
0
0


 , {h2, h3})

φh1 =




(1, {h2, h3})
0
0


, SendMS1

= {(1, 2)}

• At the emission of m2 from h1 to {h3, h4}
IdSendS1 = 2

Multicast(m2, 2,




(1, {h2, h3})
0
0


 , {h3, h4})

φh1 =




(1, {h2, h3})(2, {h3, h4})
0
0


 −−−→

Update
φh1 =




(1, {h2})(2, {h3, h4})
0
0


,

SendMS1
= {(1, 2), (2, 2)}

• At the reception of (m2, 2,




(1, {h2, h3})
0
0


 , {h3, h4}) by (S3)

Checking φm2 , we find that the delivery of the message m2 to the host h3 depends

on the delivery of the first message (i.e. m1) sent by S1 to h3. But since the list

LastRcvh3 = {} does not contain information about its delivery, which means

that m1 has not yet been delivered to h3. Thus, the message m2 will be waiting

in the queue AtFileh3 until the delivery of m1.

Checking φm2 , we find that the delivery of the message m2 to the host h4 does

not depend on the delivery of any other messages. Consequently, the message m2

will be delivered to the host h4, and the following updates will be done:

φh4 =




(1, {h2, h3})
0
0


 −−→

Build
φh4 =




(1, {h2})(2, {h3})
0
0


,

LastRcvh4 = {(S1, {2, 2})}

• At the emission of m3 from h4 to {h1, h2, h3}
IdSendS3 = 1

Multicast(m3, 1,




(1, {h2})(2, {h3})
0
0


 , {h1, h2, h3})

φh4 =




(1, {h2})(2, {h3})
0

(1, {h1, h2, h3})


, SendMS3

= {(1, 3)}

• At the reception of (m3, 1,




(1, {h2})(2, {h3})
0
0


 , {h1, h2, h3}) by (S1)

Checking φm3 , we find that the delivery of the message m3 to the host h1 does
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not depend on the delivery of any other messages. Hence, the message m3 will

be delivered to the host h1, and the following updates will be done:

φh1 =




(1, {h2})(2, {h3})
0

(1, {h2, h3})


, LastRcvh1 = {(S3, {1, 1})}

• At the reception of (m3, 1,




(1, {h2})(2, {h3})
0
0


 , {h1, h2, h3}) by (S2)

Checking φm3 , we find that the delivery of the message m3 to the host h2 depends

on the delivery of the first message (i.e. m1) sent by S1 to h2. But since the list

LastRcvh2 = {} does not contain information about its delivery which means

that m1 has not yet been delivered to h2. Thus, the message m3 will be waiting

in the queue AtFileh2 until the delivery of m1.

• At the reception of (m3, 1,




(1, {h2})(2, {h3})
0
0


 , {h1, h2, h3}) by (S3)

Checking φm3 , we find that the delivery of the message m3 to the host h3 depends

on the delivery of the second message (i.e. m2) sent by S1 to h3. But since the

list LastRcvh3 = {} is empty which means that m2 has not yet been delivered to

h3. Thus, the message m3 will be waiting in the queue AtFileh3 until the delivery

of m2.

• At the reception of (m1, 1,




0
0
0


 , {h2, h3}) by (S2)

Checking φm1 , we find that the delivery of the message m1 to the host h2 does

not depend on the delivery of any other messages. Consequently, the message m1

will be delivered to the host h2, and the following updates will be done:

φh2 =




(1, {h3})
0
0


, LastRcvh2 = {(S1, {1, 1})}

Now, the message m3 can be delivered to h2. Consequently, the entry of this

message will be deleted from the queue AtFileh2 and the following updates will

be done:

φh2 =




(2, {h3})
0

(1, {h1, h3})


, LastRcvh2 = {(S1, {1, 1})(S3, {1, 1})}

• At the reception of (m1, 1,




0
0
0


 , {h2, h3}) by (S3)

Checking φm1 , we find that the delivery of the message m1 to the host h3 does

not depend on the delivery of any other messages. Consequently, the message m1

will be delivered to the host h3, and the following updates will be done:
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φh3 =




(1, {h2})
0
0


, LastRcvh3 = {(S1, {1, 1})}

Now, the delivery of the message m2 to h3 can be done. Hence, the entry of this

message will be deleted from the queue AtFileh3 and the following updates will

be done:

φh3 =




(1, {h2})
0
0


, φh4 =




(1, {h2})
0

(1, {h1, h2, h3})


, LastRcvh3 = {(S1, {1, 2})}

So, we can now deliver the message m3 to h3. Hence, the entry for this message

will be deleted from the queue AtFileh3 and the following updates will be done:

φh3 =




(1, {h2})
0

(1, {h1, h2})


, φh4 =




(1, {h2})
0

(1, {h1, h2})


, LastRcvh3 = {(S1, {1, 2})(S3, {1, 1})}

Delivering a message m, having idm as identifier, to all its recipients, involves the

send of an acknowledgement from their MSSs to the sending MSS. When all ac-

knowledgements, about the delivery of m, are received by the sending MSS Si, the

corresponding entries are removed from SendMSi
, UnstMSi

and φhi for all hi located

in the cell covered by Si. After that, the sending MSS send the deletion request to all

MSSs Sj belonging to the group in order that they delete information corresponding to

this message from their data structures. So, the corresponding entries will be removed

from UnstMSj
and φhj for all hj located in the cell covered by Sj . This permits to

reduce considerably the message overhead.

4.5 Handoff module

The handoff module presented here is similar to that presented in [47, 43] except that

we add the part concerning the update of the group view (especially the set MSSview)

caused by the migration of the MH.

The handoff for an MH hi is handled by passing φhi , LastRcvhi and AtFilehi from

the old MSS to the new MSS. Upon the reception of this information, the new MSS

verifies if there exist messages in UnstM destined to hi but not yet received by it; i.e.

for each message m ∈ UnstM |hi ∈ Destm if idm 6∈ LastRcvhi
then this message is

delivered to hi provided that its delivery condition is verified, otherwise the message is

added to the queue AtFilehi .

The handoff procedure ends when Sj receives all data transmitted by Si. The ending

of handoff procedure will be expressed by the emission of message handoff over(hi)

by Si to Sj , and ever since Sj takes care of maintaining the causal ordering of messages

destined to hi.

If hi migrates to another MSS, Sk, before the current handoff procedure is com-

pleted, the new handoff − begin message issued by Sk will not be handled until the
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current handoff procedure is completed.

If the migrated MH hi resident in the cell covered by the MSS Si is the last group

member in this cell then Si is deleted from the set MSSview. Moreover, if the migrated

MH hi is the first group member to be located in the cell covered by the MSS Sj then

Sj is added to the set MSSview.

9 On the receipt of (Register(Si)) by Sj from hi

1. Send(Handoff − begin(hi)) to Si

10 On the receipt of (Handoff − begin(hi)) by Si from Sj

1. Send(Data(φhi , LastRcvhi , AtF ilehi)) to Sj

11 On the receipt of (Data(φhi
, LastRcvhi

, AtF ilehi
)) by Sj from Si

1. Save(φhi , LastRcvhi , AtF ilehi)
2. Send(Handoff − over(hi)) to Si

3. for all ((m, IdSendm, φm, Destm) ∈ UnstMSj
| hi ∈ Destm

and IdSendm 6∈ LastRcvhi .SDl)
do

4. if (∀k = 1, n, ∃(idf,Dest) ∈ φm[k]
and hi ∈ Dest such that idf ∈ LastRcvhj

.SDk)
then

5. Deliver(m) to hi;
6. for all m′ ∈ AtFilehj do
7. if (∀k = 1, n, ∃(idf, Dest) ∈ φm[k] and hj ∈ Dest such that idf ∈

LastRcvhj .SDk) then
8. Deliver(m′) to hj

9. AtFilehj := AtFilehj − (m′, IdSendm′ , φm′ , Destm′)
10. end if
11. end for
12. else
13. AtFilehi

:= AtFilehi
∪ (m, IdSendm, φm, Destm)

14. end if
15. end for

12 On the receipt of (Handoff − over(hi)) by Si from Sj

1. Delete(φhi , LastRcvhi , AtF ilehi)

4.6 Correctness Proof

4.6.1 Safety property proof

Let two messages m1 and m2, and let Idm1 and Idm2 , the identities of emission events

of m1 and m2, respectively.
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We suppose that Send(m1) → Send(m2) and @m | Send(m1) → Send(m) →
Send(m2); which means that the emission of m1 precedes immediately the emission

of m2. Two cases are to be considered:

Case m1 and m2 are sent by the same MH hl(Sl):

Since the emission of m1 precedes immediately that of m2, then the emission of m1 is

certainly the last event occurred in hl(Sl) before the emission of m2. So, (idm1 , hj) ∈
φm2 . We suppose that the receiving MSS Sj , where hj is located, delivers m2 before m1.

This means that the delivery condition for m2, represented by ∃(Sl, SDl) ∈ LastRcvhj

where idm1 ∈ SDl, is held. This condition can be verified only if Sj has delivered m1

to hj before the delivery of m2. Which leads to a contradiction with the assumption

that m2 has been delivered before m1.

Case m1 and m2 are sent by two distinct MHs hk(Sk) and hl(Sl), respectively:

We suppose that m2 has been delivered before m1 to the receiving MH hj while we

tray to prove that this is impossible.

Since the emission of m1 precedes immediately that of m2 compared to hj , then

hl(Sl) has certainly received a message m so that (Idm1 , hj) ∈ φm before the emission

of m2. So, (hj , idm1) ∈ φm2 . The delivery of m2 by Sj(hj) is constrained by the

condition: ∃(Sl, SDl) ∈ LastRcvhj where idm1 ∈ SDl and this can be verified only if

Sj has delivered m1 before m2. This leads also to a contradiction.

4.6.2 Liveness property proof

The delivery of a message m to a destination MH hj can be delayed only by other

messages destined to hj that are not yet delivered to it. In order to proof that this

waiting delay is finite, we proceed as follow: we consider all messages which are not yet

delivered to hj(Sj). The happened before relationship can be used to define a partial

order on the emission events of these undelivered messages. Let m′ be one of these

messages in the partial order whose the emission does not have a predecessor. Hence

m′ has not been delivered to hj on being received, then the following condition must

be true: ∃k = 1, n, ∃(idf, Dest) ∈ φm′ [k] and hj ∈ Dest and this can be valid only if

m′ is causally related to another message (having idf as identifier) sent before it. This

violates the assumption that among the undelivered messages to hj(Sj), m′ does not

have a predecessor. Thus, our protocol never delays a message indefinitely.

4.6.3 Exactly once delivery property proof

Our protocol ensures that exactly once copy is delivered for each multicast message.

This can be inferred from the following observations:

The delivery of a message m to an MH hi is expressed by the addition of its identity

to the set LastRcvhi . Thus, the scan of this set either at the reception or handoff phase
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prevents the delivery of another copy of the same message. Therefore, at most-once

delivery of a message is ensured.

A multicast message m is buffered at every MSS till an explicit Delete(idm) mes-

sage is received. This Delete() message is sent by the sending MSS only after an

acknowledgement from each MH in Dest has been received. Which ensures at least-

once delivery of a message.

Exactly-once delivery is thus ensured by at least-once and at most-once delivery of

a message.

4.7 Complexity Analysis

The communication overhead of our protocol is O(
∑ns

i=1 li), where li is the number

of tuples in the entry φ[i]. li represents the number of messages sent by Si and for

which the delivery is not yet confirmed. In the worst case, this number can be equal

to |MHV iew|, where |MHV iew| is the number of MHs in the group. But since the

delivery of each message involves the update of this clock then we can assume that

this number remains low and
∑ns

i=1 li ¿ ns × |MHV iew| ¿ ns × nh. Comparing to

the related works, our protocol outperforms the CK and PRS protocols with respect

to message overhead. CY TH [71] and LH [121] protocols provide the best message

overhead but these protocols create an unnecessary inhibition delay in the delivery of

messages. In our protocol, each message sent by an MH is immediately delivered if the

delivery condition is verified. The control information piggybacked to each message

reflects the effective causality relation between messages, as perceived by their MHs.

So, the delivery of message is never inhibited as in these protocols.

A message is multicast only to MSSs containing the group members which per-

mits to reduce the number of messages sent over wired channels even if the hard-

ware multicast is not supported. So, the number of destinations of a given message is

O(|MSSV iew|).
In our protocol, a MSS ∈ MSSV iew maintains a list LastRcv to keep information

about delivered messages. Since the construction of this list relies on the dependency

sequences mechanism, then this can result in the non bounded evolution of LastRcv.

We compensate for this problem by removing the identifier of a message becoming

stable; i.e. a message delivered to all group’s members. We will show in chapter 7 how

we can offset this problem even more.

The defined data structures are independent from the number of MHs in the sys-

tem, which renders our protocol scalable relatively to the number of MHs and more

suitable for large groups. The execution of protocol is completely supported by the

MSSs when the role of MHs is restricted to the emission and reception of messages.

The messages transmitted over wireless links don’t transport any control information

which contribute to minimize the use of wireless bandwidth.
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Reliable delivery of a multicast message to MHs requires that each recipient ac-

knowledge receipt of the message. However, sending each ack separately to the MSS

initiator of the multicast, would lead to an ack implosion problem. This can be tack-

led in our multicast schemes by having the local MSS collect acks from all recipients

within its cell, before forwarding a list of such acks to the initiator.

4.8 Conclusion

Group communication systems need the support of causal multicast communication.

In our proposal, we have tried to get benefit of the important characteristics of our

unicast protocol Mobi Causal [47], such as elimination of unnecessary inhibition delay,

low message overhead and scalability, in order to adapt it to achieve causal requirement

for a multicast communication among a static group of MHs.

The proposed protocol retains all these interesting characteristics. It provides an

optimal communication overhead without causing inhibition effect in the delivery of

messages. This optimality is reached using the knowledge of immediate dependency

relationships between messages and transmitting each message with only the relevant

information to compliance with the causal order in the delivery of messages. The

protocol is proved to satisfy the safety, the liveness, and the exactly once delivery

properties.
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Chapter 5

BMobi Causal: A Causal
Broadcast Protocol

5.1 Introduction

Group communication is an abstraction which deals with multicasting a message from

a source process to more than one interested recipients within the group. Group

communication-based applications often require that the exchanged messages within

the group’s members to be addressed to all processes in the group and not only to

a subset of group’s members. We refer to this type of communication as broadcast

communication. Several solutions [25, 121, 65, 71, 144, 33, 80, 45] have been proposed

to ensure the causal consistency for a broadcast communication in mobile systems.

Most of these solutions [25, 121, 65, 71, 80, 45] deal with the broadcast as a particu-

lar case of multicast where the message is intended for all processes.This should make

the definition of data structures not optimal for applications using only the broadcast

communication. In the same way, these solutions broadcast messages to all MSSs even

those do not containing any recipient process and most of them does not consider the

group communication.

Therein, we expect that developing a protocol dedicated to causal broadcast is more

interesting than using a multicast protocol to ensure this broadcast, especially in terms

of control information’s size appended to each message.

In this chapter, we focus on achieving causal requirement for a broadcast commu-

nication in mobile groups. The proposed protocol outperforms its counterparts with

respect to communication overhead because the construction of Control Information re-

lies on the immediate dependency relationship between messages as well as the diffusion

of messages is limited to the MSSs where the group members are located.

The system model we consider in this chapter is identical to the model described in

Chapter 4 with the additional constrained that a sending message is always destined

to all group’s members. Throughout this chapter, as in Chapter 4, we assume no

membership changes such as members joining or leaving a group (i.e. we consider a
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static group). These cases will be handled by the membership algorithm described in

chapter 7.

The rest of this chapter is organized to give first an overview of our proposal while

discussing the motivation behind how we have proceeded to construct the control in-

formation (Section 5.2). In the following sections (Section 5.3, 5.4, 5.5), we present the

detail of our causal broadcast protocol. Section 5.6 presents the correctness proof of

the protocol. Finally, in Section 5.7, we analyze the complexity of our protocol and

compare it to more closely related works.

Part of the results presented in this chapter have been published in [44, 46].

5.2 Motivation and Protocol Overview

We present an efficient causal broadcast protocol, (BMobi Causal), that aims to ensure

a causal broadcast delivery in a mobile group while minimizing the control information

transmitted. In order to reduce the amount of control information, our broadcast causal

protocol is based on the immediate dependency relationship.

The originality of our proposal lies on showing how the rather well known behavior

of a process in a distributed application influences the control information’s size. In

fact, the original motivation behind the use of immediate dependency relationship in the

construction of control information stems from our observation of real world scenarios:

In real world, events known to be causally related are often attracted together

across time and space. So, they are often closer in time and in space then independent

ones [83]. Furthermore, observing the real world, we can show that a given behavior

or phenomenon is often the result of an instantaneous reaction to the last occurring

event. So we might say: the reaction is the direct effect of the last occurring event.

Thus, finding the cause of a given behavior or phenomenon is possible by only keeping

knowledge about the last occurring event.

At the time of this writing, we are not aware of any work that takes this approach

into account when constructing the control information.

Developing applications induced human-being interaction or simulation of real-

world applications should exhibit the similar behavior as in the real-world environment.

By viewing the behavior of the execution in the sense that the reaction to occurring

events is instantaneous, tracking the dependency between messages is possible by only

keeping information about the message’s immediate predecessor.

Definition 5.1. A message m′ is an immediate predecessor of a message m, iff

m′ → m according to the happened before relationship and there is no other message

m′′ such as m′ → m′′ → m.

Then, the send of a message by an MH is the effect of the last message sent by

or delivered to this MH. The message m′ is either the last message sent by the same
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MH (Figure 5.1.a), or the last message delivered to this MH (Figure 5.1.b), before

the emission of m.

hihi

m mm' m'

(a) (b)

Figure 5.1: A message’s immediate predecessor.

Therefore, the only causal information appended to each message m, by the sending

MSS, corresponds to the identity of its immediate predecessor. Consequently, our

protocol, by using the Immediate Dependency Relationship principle, is optimal in the

sense that it transmits the minimal and necessary amount of Control Information to

completely preserve the causal order.

The receiving MSS uses the dependency sequences mechanism [152] to keep the

history of messages delivered to its MHs. At the reception of a message, the receiving

MSS uses this history to determine, directly and without incurring additional compu-

tation, whether the message can be delivered to a given group member located in its

cell or if its delivery should be delayed until its immediate predecessor meant for the

member is delivered.

5.3 Data structures

5.3.1 MSS’s Data Structures

Each MSS Si maintains the following data structures:

• IdSendSi : an integer counter that is set to zero at the beginning and is incre-

mented each time a message is broadcast by Si.

• SendM : a set of tuples of the form (idm, nback) where nback is the number of

intended ack for the message having idm as identity. It’s kept information about

messages sent by Si but not yet delivered to all group members.

• UnstM : a set to keep a copy of each broadcast message till its delivery to all

MHs members of the group. We keep these copies in order to ensure the delivery

of messages to MHs in movement. Each time a message is deliver to a member

(i.e. an MH), its MSS sends back (ack(idm)) to the sending MSS. At the

reception of this ack by the sending MSS, nback is decremented by one. When

nback becomes null, the sending MSS deletes information about this message

from its data structures and sends a delete(idm) message to other MSSs. At

the reception of this message, MSSs delete in their turn information about this

message from their data structures.
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5.3.2 MH’s Data Structures

For each MH hi, the following data structures are maintained:

• idpredhi : a tuple that keep information about the message’s immediate predeces-

sor. The tuple is denoted by (id, S), where id is the identifier of the immediate

predecessor and Si is the identity of its sending MSS. This information is up-

dated each time a message is sent by or delivered to this MH.

• LastRcvhi : a set that stores identifiers of messages delivered to hi. ne component

of the set is denoted by (Sj , SDj), where Sj is the identity of the sending MSS

and SDj = {id1, id2, id3, id4, ...} is the set of message identifiers and corresponds

to a dependency sequences. Since all messages sent by an MSS are diffused to all

group members, this allows to reduce the size of dependency sequences, compared

with unicast and multicast communication, to one interval {idmin, idmax} for each

MSS where idmin and idmax denoted respectively the identity of the first and

the last messages sent from this MSS and delivered to the MH.

• AtFilehi : a queue that stores information about messages not yet delivered to hi

because the delivery condition is not satisfied; i.e. out-of-order messages.

We note that the data structures introduced above concern only the MSSs and

MHs belonging to the group and they are all maintained at the MSSs level.

5.4 Static module

5.4.1 Emission phase

The broadcast of a message m starting from an MH, hi, of the MSS, Si, to members

hj of the group G (i.e. hj ∈ MHV iewG) is done by sending the message from hi to its

MSS, Si, which increments IdSendSi by one, then piggybacks idpredhi and IdSendSi

to the message and broadcasts the message to MSSs, Sj , where group members are

located (i.e. Sj ∈ MSSV iewG).

Once the message m is sent, it will become the immediate causal predecessor of

any future message to be sent. This is done by setting idpredhi to (IdSendSi , Si). We

add also the couple (T (G), IdSendSi) to SendM where T (G) represents the number of

expected Ack and is equal to the number of MHs members of the group G.

13 On receipt of (m) by Si from hi

1. IdSendSi := IdSendSi + 1;
2. Boradcast(m, IdSendSi , idpredhi) to all Sj ∈ gi;
3. idpredhi := (IdSendSi , Si);
4. SendMSi

:= SendMSi
∪ (IdSendSi , |MHview|);

5. UnstMSi
:= UnstMSi

∪ (m, IdSendSi , idpredhi)
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5.4.2 Reception phase

When receiving a message m by an MSS belonging to the group G, this message will

be delivered to a receiving MH hj located in the cell covered by this MSS only if the

delivery condition is verified; that means this message has not yet been delivered to hj

(to ensure exactly once delivery property) and all messages which causally precede the

message m are received by Sj and delivered to hj :

If m is already delivered to hj (i.e. idm ∈ LastRcvh), then this message is ignored.

Otherwise:

1. If idpredm = (0, 0), then this message is independent from any other message and

its delivery is immediate. In the example depicted in Figure 5.2, this is the case

of the message m1.

2. If idpredm = (idpred, Spred), then it’s only necessary to verify that the message

having idpred as identity is received by hj . The reception of a message by an MH

is expressed by the existence of an entry (Spred, SDpred) in the set LastRcvhj

such as idpred ∈ SDpred. If this holds, the message m is delivered as well as

all messages in the queue AtFilehj which are waiting for the arrival of m. The

delivery of these messages involves their deletion from the queue and the emission

of Ack(IdSendm) to the sending MSS.

In the case, where no one of the two conditions is satisfied, we say that the delivery

condition is not verified, and consequently the message m is queued in AtFilehj
. As

shown in the Figure 5.2, the delivery of the message (m2, 2, (1, S1)) is constrained by

the delivery of the first message sent by S1 (i.e. m1). Hence LastRcvh3 = {} does

not contain information about the arrival of m1, then the delivery of m2 to h3 will be

delayed and m2 will be queued in AtFileh3 until the delivery of m1.

14 On Receipt of (m,IdSendm,idpredm) by Sj from Si

1. UnstMSj
:= UnstMSj

∪ (m, IdSendm, idpredm)
2. for all hj ∈ MHview located in Sj ’s cell do
3. if (IdSendm 6∈ LastRcvhj .SDi)and((idpredm = (0, 0)) or (idpredm 6= (0, 0) =

(idpred, Spred) and ∃(Spred, SDpred) ∈ LastRcvhj |idpred ∈ SDpred)) then
4. Deliver (m) to hj ;
5. else
6. if (IdSendm 6∈ LastRcvhj .SDi) then
7. AtFilehj := AtFilehj ∪ (m, IdSendm, idpredm)
8. end if
9. end if

10. end for

15 On receipt of (m,(IdSendm, Si)) by hj from Sj

1. Send(Ack(IdSendm, Si)) to Sj ;
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16 On receipt of (Ack(IdSendm, Si)) by Sj from hj

1. Send(Ack(IdSendm)) to Si;
2. idpredhj := (IdSendm, Si);
3. LastRcvhj .SDi := LastRcvhj .SDi ∪ (IdSendm, IdSendm); {Manage the depen-

dency sequences as in [152]}
4. for all m′ ∈ AtFilehj do
5. if (idpredm′ = (IdSendm, Si)) then
6. Deliver(m′) to hj

7. AtFilehj := AtFilehj − (m′, IdSendm′ , idpredm′ )
8. end if
9. end for

17 On receipt of (Ack(IdSendm)) by Si from Sj

1. Let (IdSendm, nback) ∈ SendMSi

2. nback := nback − 1;
3. if nback = 0 then
4. SendMSi

:= SendMSi
− (IdSendm, nback)

5. UnstMSi
:= UnstMSi

− (m, IdSendm, idpredm)
6. for all hl in Si’s cell do
7. if idpredhl

= (IdSendm, Si) then
8. idpredhl

:= (0, 0)
9. end if

10. end for
11. Broadcast(Delete(IdSendm, Si)) to all Sj ∈ gi

12. end if

18 On receipt of (Delete(IdSendm, Si)) by Sj from Si

1. UnstMSj
:= UnstMSj

− (m, IdSendm, idpredm)
2. for all hl in Sj ’s cell do
3. if idpredhl

= (IdSendm, Si) then
4. idpredhl

:= (0, 0)
5. end if
6. end for
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Figure 5.2: BMobi Causal: An illustrated example.

5.5 Handoff module

The handoff module presented here is similar to that presented in [47, 43].

The handoff for an MH hi is handled by passing idpredhi , LastRcvhi and AtFilehi

from the old MSS to the new MSS. Upon the reception of this information, the new MSS

verifies if there exist messages in UnstM not yet received by hi; i.e. for each message

m ∈ UnstM if idm 6∈ LastRcvhi then this message is delivered to hi provided that its

delivery condition is verified, otherwise the message is added to the queue AtFilehi .

If hi migrates to another MSS, Sk, before the current handoff procedure is com-

pleted, the new handoff − begin message issued by Sk will not be handled until the

current handoff procedure is completed.

19 On the receipt of (Register(Si)) by Sj from hi

1. Send(Handoff − begin(hi)) to Si

20 On the receipt of (Handoff − begin(hi)) by Si from Sj

1. Send(Data(idpredhi , LastRcvhi , AtF ilehi)) to Sj
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21 On the receipt of (Data(idpredhi
, LastRcvhi

, AtF ilehi
)) by Sj from Si

1. Save(idpredhi , LastRcvhi , AtF ilehi)
2. Send(Handoff − over(hi)) to Si

3. for all ((m, IdSendm, idpredm) ∈ UnstMSj
| IdSendm 6∈ LastRcvhi .SDl)

do
4. Let idpredm = (idpred, Spred);
5. if (idpred ∈ LastRcvhi .SDpred) then
6. Deliver(m) to hi;
7. for all m′ ∈ AtFilehi do
8. if (idpredm′ = (IdSendm, Sl)) then
9. Deliver(m′) to hi

10. AtFilehi := AtFilehi − (m′, IdSendm′ , idpredm′ )
11. end if
12. end for
13. else
14. AtFilehi := AtFilehi ∪ (m, IdSendm, idpredm)
15. end if
16. end for

22 On the receipt of (Handoff − over(hi)) by Si from Sj

1. Delete(idpredhi , LastRcvhi , AtF ilehi)

5.6 Correctness Proof

5.6.1 Safety property proof

Let two messages m1 and m2, and let Idm1 and Idm2 , the identities of emission events

of m1 and m2, respectively.

We suppose that Send(m1) → Send(m2) and @m | Send(m1) → Send(m) →
Send(m2); which means that the emission of m1 precedes immediately the emission of

m2. We show that if the delivery of messages respects the order of their diffusion for all

pairs of messages in immediate dependency relationship, then the delivery will respect

the causal delivery for all messages. Two cases are to be considered:

Case m1 and m2 are sent by the same MH hl(Sl):

Since the emission of m1 precedes immediately that of m2, then the emission of m1 is

certainly the last event occurred in hl(Sl) before the the emission of m2. So, idpredm2
=

(idm1 , Sl). We suppose that the receiving MSS Sj , where hj is located, delivers m2

before m1. This means that the delivery condition for m2, represented by ∃(Sl, SDl) ∈
LastRcvhj where idm1 ∈ SDl, is held. This condition can be verified only if Sj has

been delivered m1 to hj before the delivery of m2. Which leads to a contradiction with

the assumption that m2 has been delivered before m1.

Case m1 and m2 are sent by two distinct MHs hk(Sk) and hl(Sl), respectively:
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We suppose that m2 has been delivered before m1 to the receiving MH hj while we tray

to prove that this is impossible. Since the emission of m1 precedes immediately that of

m2, then the delivery of m1 is certainly the last event occurred in hl(Sl) before the the

emission of m2. So, idpredm2
= (idm1 , Sl). The delivery of m2 by Sj(hj) is constrained

by the condition: ∃(Sl, SDl) ∈ LastRcvhj
where idm1 ∈ SDl and this can be verified

only if Sj has delivered m1 before m2. This leads also to a contradiction.

5.6.2 Liveness property proof

The delivery of a message m to a destination MH hj can be delayed only by other

messages that are not yet delivered to hj . In order to proof that this waiting delay is

finite, we proceed as follow: we consider all messages which are not yet delivered to

hj(Sj). The happened before relationship can be used to define a partial order over the

emission events of these messages. Let m′ one of these messages in the partial order

of which the emission has no predecessor. Hence m′ has not been delivered to hj at

its reception, then the following condition must be true idpredm′ 6= (0, 0) and this can

be valid only if m′ is causally related to another message sent before it, which leads to

a contradiction with the hypothesis that m′ has no predecessor. This means that our

protocol never delays a message indefinitely.

5.6.3 Exactly once delivery property proof

Our protocol ensures that exactly once copy is delivered for each broadcasted message.

This is can be inferred from the following observations:

The delivery of a message m to an MH hi is expressed by the addition of its identity

to the set LastRcvhi . Thus, the scan of this set either at the reception or handoff phase

prevents the delivery of another copy of the same message. Therefore, at most-once

delivery of a message is ensured.

A broadcast message m is buffered at every MSS till an explicit Delete(idm) mes-

sage is received. This Delete() message is sent by the sending MSS only after an

acknowledgement from each MH in g has been received. Which ensures at least-once

delivery of a message.

Exactly-once delivery is thus ensured by at least-once and at most-once delivery of

a message.

5.7 Complexity Analysis

In this section, we will analyze our protocol (BMobi Causal) and compare it with

related works. Tables 5.1 and 5.2 show the complexity results of some existing causal

ordering protocols for mobile systems. We will discuss the communication overhead, the
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storage overhead, the handoff complexity and the possibility of unnecessary inhibition

delay.

Protocol Message overhead Number of Dest. sites Message overhead
(wired channels) (wireless channels)

PRS O(n2
h) O(nh) 0

LH O(ns) O(ns) 0
CY TH O(ns) O(ns) 0
CK O(n2

h) O(ns) 0
MOCAV I O(nh) O(ns ∈ g) O(nh)
MMobi Causal

∑ns
i=1 li O(|MSSV iew|) 0

¿ ns × |MHV iew|
BMobi Causal O(1) O(|MSSV iew|) 0

Table 5.1: Comparison between related works.

Protocol Storage overhead Handoff complexity
PRS O(n2

h) O(n2
h)

LH O(ns) O(ns)
CY TH O(ns) O(1)
CK O(n2

h + ns) O(n2
h + ns)

MMobi Causal O(ns) O(ns)
BMobi Causal O(ns) O(ns)

Table 5.2: Comparison between related works (Cont.)

In our protocol, we need to append only information about the immediate prede-

cessor to each message to maintain causal broadcast. This information is represented

by the tuple idpred. Thus, the message overhead of our protocol is O(1). A message is

broadcast only to MSSs containing the group members which permits to reduce the

number of messages sent over wired channels. So, the number of destinations of a given

message is O(|MSSV iew|). From Table 5.1, it can be seen that our protocol outperforms

the related works with respect to communication overhead. We can thus easily notice

the advantage of developing a causal protocol dedicated to a broadcast communication

instead of considering it as a particular case of a multicast communication.

The storage overhead refers to the size of the protocol related data structures main-

tained by a MSS for MHs. The amount of data needs to be as small as possible.

In our protocol, an MSS ∈ MSSV iew maintains a list LastRcv and a tuple idpred for

each local MH member of the group. Unlike our unicast and multicast protocols, this

protocol compensates for the problem of non-bounded evolution of LastRcv which re-

sults from the characteristics of dependency sequences mechanism. Thus, the storage

overhead for each MH is O(ns). The defined data structures are independent from the

number of MHs in the system, which renders our protocol scalable relatively to the

number of MHs and more suitable for large groups.

Handoff complexity indicates the amount of information exchanged between the
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base stations involved in the execution of the handoff procedure. To handle a handoff

in our protocol, one message containing several scalars and LastRcv list requires to

be transferred between the two MSSs. So, O(1) message of size O(ns) is needed.

Comparing to the related works (see Table 2), we show that the CY TH [71] protocol

provides the best handoff complexity but its handoff procedure involves three entities to

achieve the migration of an MH (its last MSS, its new MSS and its serving MSS).

Each time a migration is done, the serving MSS must be contacted to update the

current location of an MH. Thus, a supplementary delay is invoked in the execution

of the handoff procedure and which can be considerable if the serving MSS is so far.

One advantage of our broadcast protocol (BMobi Causal), like our unicast and

multicast protocols, is the elimination of unnecessary inhibition delays. In the protocol

PRS [150], causal ordering is explicitly maintained among MHs. Hence, inhibition

delay never occurs but, this protocol requires O(n2
h) message overhead.

5.8 Conclusion

In this chapter, we presented a solution that proves the advantage of developing a ded-

icated causal broadcast delivery protocol based on process behavior’s awareness. We

discussed how the rather well known behavior of a process can influences the control

information’s size. We showed that by viewing the behavior of the execution in the

sense that the reaction to occurring events is instantaneous, tracking the dependency

between messages is possible by only keeping information about the message’s imme-

diate predecessor. Hence, causal broadcast delivery of messages can be easily achieved

in a mobile group with a small message overhead.

The proposed protocol keeps all the interesting characteristics of [47, 43]. It out-

performs its counterparts in terms of communication overhead.
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Chapter 6

Group Communication Concept

6.1 Introduction

Multicasting and broadcasting mechanisms are intrinsically tied to group concept. In

real-world, a group is a set of people, organizations, or things which are considered to-

gether because they have something in common [73]. Obviously, people have a natural

tendency to gather around a common goal or interest, and form groups. Similarly, in

distributed computing systems, processes are often organized into groups for support-

ing various applications, such as dissemination applications, collaborative applications,

fault tolerant applications, conversational applications, etc. All these applications are

based on group communication paradigm. Group communication is an abstraction

which deals with multicasting messages from source(s) to members of a group.

The causal multicast and broadcast delivery protocols presented in Chapter 4 and

Chapter 5, respectively, assume the static group model; that is, a group in which group

composition is known at system initialization and does not change in time. However,

a static group has practical limitations. In practice, it is often desirable that processes

join and leave groups at runtime. Removing a crashed process from the group can also

be desirable. This requires the support of dynamic group communication. The key

component of a dynamic group is the group membership service, which is responsible

for adding and removing processes during the computation.

The aim of this chapter is to motivate our last contribution (see Chapter 7), which

consists on extending the two proposed protocols (MMobi Causal (see Chapter 4)

and BMobi Causal (see Chapter 5)) to support dynamic mobile groups. We give an

overview about various ideas and concepts behind group communication, with a focus

on group management solutions and causal consistency.

The chapter is organized as follow: The next sections (Section 6.2, 6.3, 6.4) give

preliminaries and important definitions for a good understanding of the subject. Sec-

tion 6.5 outlines the traditional group communication solutions, designed for wired

networks, while Section 6.6 deals with work undertaken in the context of mobile sys-

tems. In Section 6.7, we discuss how the existing group communication solutions and
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causal ordering protocols support each other. Finally, conclusion is given.

6.2 Definitions

The group communication paradigm [72] serves as building blocks, or middleware for

reliable and fault-tolerant distributed systems. Group communication provides an ab-

straction to many processes communicating on events so that processes which share a

common interest can receive events disseminated by other processes sharing the same

interest, while processes which do not share the same interest are not involved in the

communication process. Processes sharing a common interest are said to form a group.

Groups can be either static or dynamic. A static group is a group having a constant

membership; that is, the set of processes members of the group does not change over

time. A group whose membership changes over time is called a dynamic group.

With dynamic groups new problems need to be addressed. One problem is how to

add and how to remove processes from the group. This problem is called the group

membership problem. the successive memberships of the group are called the views

of the group [72]. A membership service allows processes to join and leave the group

dynamically and every group member is allowed to communicate with other processes

by using an event dissemination service.

One distinguishes among three different ways of how processes in a group commu-

nicate:

• unicast communication considers a peer-to-peer communication where a single

process informs another process about an event,

• multicast communication considers a single process informing a subset of group’s

processes about the same event,

• broadcast communication considers a single process to multicast an event to all

processes in a group.

Another problem is to adapt the definition of group communication primitives from

static groups to dynamic groups. With dynamic groups, the basic communication

abstraction is called view synchrony, which ensures that processes deliver the same set

of messages between two membership changes. It can be seen as the counterpart of

reliable broadcast in static systems [79]. Roughly speaking, view synchrony adopts a

similar definition, while relaxing the Agreement property. Causal order broadcast in a

system with dynamic groups can thus be specified as view synchrony, plus a property

of causal order.
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6.3 Typical Group Communication Services

A group communication system (GCS) (See Figure 6.1) usually integrates a group mem-

bership service with a reliable multicast service. The former deals with group composi-

tion and group dynamics where the latter handles data delivery among group members.

Furthermore, several GCSs offer semantic models such as the virtual synchrony [56],

and the extended virtual synchrony [139].

 

Application 

Group Membership Service 

Group Communication 

Service 

Send Deliver 

Multicast Receive 

Network Layer 

Transport Layer 

Figure 6.1: Architecture of a group communication system.

In GCSs, a group is a set of processes which are members of the group. Each group

is associated with a unique identifier representing its logical name. The GCS is in

charge of transmitting messages exchanged within the group to all concerned group

members. A process can join an existing group. It can also leave its group and be

eliminated from the group due to a failure, a disconnection, or a partitioning.

6.3.1 Group Membership Service

The task of a group membership service is to maintain a list of the currently alive

and connected group members (processes). In essence, this service tracks the dynamic

evolution of the list as it evolves over time, taking into account both voluntary requests

to join and leave the group as well as process failures and network partitions. This list is

called view. The membership service must handle such dynamics in a coherent way, i.e.,

all members of the group must have a consistent view of the group’s composition despite

failures [72]. Typically, a membership service does not distinguish when a member

voluntarily leaves the group or when it leaves the group due to system faults i.e., group

membership services equally respond to network failures (e.g., process crashes, link
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failures and recoveries) and to requests by processes to join or leave.

When communication links fail, the network can become partitioned; that is, some

of the nodes can no longer communicate, as all links between them are broken. When

this happens, a group can be split into several isolated subgroups (or partitions). There

are two main approaches to cope with such situation: (1) the primary component

membership, and (2) the partitionable membership.

A primary component membership service always runs only on one partition, which

is called primary partition. Processes in the parts of the network which are not con-

nected to the primary partition are considered faulty. This kind of service is appropriate

in small stable networks, e.g., in wired LANs. On the other hand, partitionable group

membership service allows multiple network partitions to run the service simultane-

ously. That is, if a group splits due to network partitions, all its parts continue working.

If the network becomes connected again, the parts of the group merge. Partitionable

group membership service should be used in WANs and mobile networks.

In a primary component membership service, views installed by all the processes in

the system are totally ordered. In a partitionable one, views are only partially ordered

(i.e., multiple disjoint views of the same group may exist concurrently in different

network partitions).

6.3.2 Group Communication Service

The group communication service multicasts messages to group’s members by ensuring

different properties like reliable, causal, atomic or agreement multicast. It is usually

constructed relying on the group membership service, although that exist some works

which propose to implement the multicast service directly over a non reliable failure

detector[5].

The classical group communication provides a one-to-many or many-to-many com-

munication model typically based on a reliable multicast protocol which permits to a

group’s member to send messages to all members of this group. Several message order-

ing criteria in addition to reliable multicast are provided by group communication [95].

Message ordering simplifies application programming by ensuring that each message is

handled in a predictable context resulting from previous messages.

Group communication mechanisms typically offer different delivery services, ranging

from best-effort unreliable delivery to reliable delivery, which ensures that messages sent

among non-faulty processes are not lost; from unordered services that deliver messages

in arbitrarily different orders to different group members, to totally ordered services

that deliver messages in the same order to all the group members passing by causally

ordered services that deliver messages accordingly to the cause and effect relationship.
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Unreliable Delivery According to this scheme, there is no guarantee on the delivery

and the order according to which events are notified to a given group communication

service. this in essence a best-effort service.

Simple Reliable Delivery According to this scheme, only the reliability property is

satisfied without any guarantee on the order of the delivery process. As a consequence,

a simple reliable delivery assures that each generated event will be eventually delivered

by all the correct processes.

FIFO Order messages are delivered in order as sent by the sender. If a process

multicast a message m before it multicast a message m′, then no correct process delivers

m′ unless it has previously delivered m.

Causal Order messages are delivered in order as happened before sent order. If the

multicast of a message m causally precedes the multicast of a message m′, then no

correct process delivers m′ unless it has previously delivered m.

Total Order messages are delivered in same order by all processes. If correct pro-

cesses p and q both deliver messages m and m′, then p delivers m before m′ if and only

if q delivers m before m′.

6.3.3 Virtual Synchrony Service

Most GCSs strive to present different members of the same group with mutually con-

sistent perceptions of the communication done in the group. This perception is known

as Virtual Synchrony semantics [56].

A key property of the virtual synchrony execution model is virtually synchronous

delivery [53, 72]; this property specifies that if the two views are delivered consecutively

to several processes, then exactly the same multicast messages are delivered to these

processes between these two views.

Virtual synchrony assumes message omission faults and fail-stop process faults; i.e.,

a process that fails can never (or is not allowed to) recover. When network partitioning

occurs, virtual synchrony ensures that processes in at most one connected component

of the network, the primary component, are able to make progress; processes in other

components become blocked.

To overcome the limitations of virtual synchrony to cope with network partitions

and re-merges, and with process recoveries, several variations on virtual synchrony

semantics for both primary component and partitionable membership have been sug-

gested, such as enriched view synchrony [29], weak virtual synchrony [92], extended

virtual synchrony [140] or optimistic virtual synchrony [173].
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Figure 6.2: Virtual synchrony model.

6.4 Specification

It is important for group communication services to maintain a well-defined semantics

of the service. A developer of an application can be based on these semantics in order

to design correct applications. The semantics must specify the considered hypothesis

and the provided guarantees.

Several studies present formal specifications for GCSs in distributed computing [95,

26, 96, 78, 87, 31, 72, 164]. These works discuss and formalize aspects related to group

communication services. The specification of static group communication primitives

can be found in [95]. Contrary to the specification of static group communication con-

cerned only with communication primitives, the specification of dynamic group commu-

nication has two parts: a communication primitives part, and another part dedicated

to group membership changes. Comprehensive surveys of group membership and view

synchrony properties are found in [96, 72]. Fekete et al. [87] and Babaoglu et al. [31]

present a formal specification for a partitionable group communication service. The

work done in [164] extends the specification in [95] to the case of dynamic groups.

The specifications capture a core set of properties that is commonly provided by

group communication systems and that have been shown useful for facilitating imple-

mentations of many distributed applications and other, stronger, group communication

properties (see [72]).

6.4.1 group membership safety properties

Property 6.1 (Self Inclusion). If process p installs view V , then p is a member of V .

Property 6.1 requires that a process always is member of its view, because a mem-

bership of a group reflects the ability to communicate with the processes in the group

and a process can always communicate with itself.
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Property 6.2 (Local Monotonicity). If a process p installs a view V after having

installed a view V ′ then the identifier of V must be greater than that of V ′.

Property 6.2 requires that view identifiers of the views that each process installs,

are monotonically increasing. This guarantees that each view is installed only once and

that views are installed in the same order.

Property 6.3 (Initial View Event). All events (for example emission and reception

events) must occur within some view.

Property 6.4 (Primary Component Membership). The set of installed views forms a

sequence such as the intersection of two consecutive views in this sequence is not empty.

While properties presented above are fulfilled by partitionable as well as primary-

component membership services, Property 6.4 concerns only primary-component ones.

This property enforces a total order on views. It implies that for every pair of consec-

utive views, there is a process that survives from the first view to the second.

6.4.2 Multicast Safety Properties

Property 6.5 (Delivery Integrity). For every receive event there is a preceding send

event of the same message.

Property 6.5 requires that there should be no spontaneously generated messages by

the GCS.

Property 6.6 (No Duplication). Two different receive events with the same content

cannot occur at the same process.

Property 6.6 states that messages are not duplicated by the GCS; that is, every

message is received at most once by each process.

Property 6.7 (Sending View Delivery). If a process receives message m in view V ,

and some process q (possibly p = q) sends m in view V ′, then V = V ′.

Property 6.7 guarantees that a message should be delivered in the same view as it

was sent.

Property 6.8 (Same View Delivery). If processes p and q both receive message m,

they receive m in the same view.

Property 6.9 (Virtual Synchrony). If processes p and q install the same view V in

the same previous view V ′, then any message received by p in V ′ is also received by q

in V ′.
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6.5 Group Communication Solutions in Static Environ-
ment

ISIS [57, 165, 56, 55, 59] is one of the first system to propose group communication.

It is a primary partition system based on the concepts of process group and virtual

synchrony. The main layers of the ISIS architecture include the group membership

layer and the multicast layer. The former handles group membership changes due to

processes voluntarily joining or leaving the group, or due to process failures. The latter

is responsible for multicasting messages to process groups. Two multicast primitives are

provided: The CBCAST primitive guaranteeing causally ordered message delivery and

the ABCAST primitive providing a totally ordered delivery. The ABCAST primitive

is constructed over the CBCAST primitive.

The V system [69] provides group communication services at the operating system

level. It was the first to utilize hardware multicast to implement process group commu-

nication. However, only non-reliable, best-effort, unordered delivery service is provided.

Similar services for wide area networks are provided by the IP-multicast protocol.

The TPM protocol [153] is not partitionable (it only supports primary partition

membership). The TPM main principle is to achieve totally ordered broadcast by

circulating a token around a logical ring imposed on the group members participating

in the current view. The token contains the next sequence number to be stamped

on new messages. TPM also provides a dynamic membership and token regeneration

algorithm.

Delta-4 system [148] addressed reliability, fault-tolerance, and real-time constraints,

specially oriented towards factory applications. Delta-4 is supports a primary compo-

nent group membership service [161]. Delta-4 didn’t use the concept of virtual syn-

chrony, but uses group protocols providing similar functionality. One of the more

protocols developed in this project is xAMp [160]. xAMp provides a reliable causal

multicast service. Delta-4 uses a special hardware for message ordering and failure

detection. This seems to be a strong limitation on the project’s usability.

The Amoeba [103] distributed operating system uses a reliable multicast proto-

col [102] to support high level services such as fault-tolerant directory service [101].

Amoeba is based on the use of a centralized-sequencer approach for totally ordering

multicasts and storing multicasts that have not been acknowledged yet. The Amoeba

system is resilient to any pre-defined number of failed processors, but its performance

degrades as the number of allowed failures is increased.

The Trans and Total protocols [131, 142, 132] provide reliable ordered broadcast

delivery in an asynchronous environment. Trans [132] uses an acknowledgement mech-

anism and exploits transitivity of acknowledgements to define a partial order on mes-

sages. The Total protocol, layered on top of the Trans protocol, extends the partial
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order of Trans into a total order. The Trans and Total protocols maintain causality

and ensure that operational processors continue to order messages even though other

processors have failed, provided that a resiliency constraint is met. A membership pro-

tocol [141] is implemented on top of Total. If a processor suspects another processor, it

sends a fault message for the suspected processor. When that message is ordered, the

membership is changed to exclude this processor. The limitation of that architecture

is that if Total cannot order the membership messages (e.g. because the resiliency

constraint is not met), the system is blocked.

In Psync [136, 146], processes dynamically build a causality graph of messages they

receive. Psync then delivers messages according to a total order that is an extension

of the causal order. Based on the causal order provided by Psync, a membership

algorithm is constructed. Using this algorithm, processors reach eventual agreement

on membership changes. The algorithm handles processor faults and allows a processor

to join a pre-existing group asymmetrically. Network partitions and re-merges are not

supported.

The Newtop protocol [126, 125] replaces the context graph of Psync [146] by the

notion of causal blocks. Each causal block defines a set of messages. All the messages

within a block are causally independent. The blocks are totally ordered. The messages

in a block are delivered together, in some deterministic order. Newtop is based on a

partitionable group membership service that handles processor crashes and network

partitions. However, process recoveries and network re-merges are not addressed. The

Newtop platform leaves it to applications to decide whether or not they should maintain

more than one subgroup in such a situation.

The Horus project [178, 179] implements group communication services, providing

unreliable or reliable FIFO, causal, or total multicast services. Horus is extensively

layered and highly configurable, allowing applications to only pay for the overhead of

services they use. The layers include the COM layer which provides basic non-reliable

multicast, the NAK layer which provides reliable FIFO multicast, the MBRSHIP layer

that provides membership maintenance, the STABLE layer which provides message

stability, the CAUSAL and TOTAL layers, the LWG layer which maintains process

groups, the EVS layer which maintains extended virtual synchrony, and many more.

Transis [127, 21, 20] provides group communication services using non-reliable hard-

ware multicast and tolerating network partitions and merges as well as processor crashes

and recoveries. Three multicast primitives are provided according to the extended vir-

tual synchrony semantics: causal multicast, agreed multicast for total order delivery,

and Safe multicast that provides even stronger guarantees. Two different reliable mul-

ticast protocols are implemented in Transis. Lansis [21], the earlier protocol, uses a

direct acyclic graph (DAG) representing the causal relation on messages to provide

reliable multicast. The causal order mechanism in Lansis is derived from the Trans
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protocol [132]. The second reliable multicast protocol in Transis is the Ring proto-

col [22]. The membership algorithm [20] of Transis is a symmetric protocol that was

the first to handle network partitions and re-merges. The basic idea of this membership

algorithm was adopted by Totem and Horus.

The Totem system [6, 22, 23] provides reliable multicast and membership services

across a collection of local-area networks. The Totem system is composed of a hierarchy

of two protocols. The bottom layer is the Ring protocol which provides reliable mul-

ticast and processor membership services within a broadcast domain. The upper layer

is the Multiple-Rings protocol [6] that provides reliable delivery and ordering across

the entire network. The membership layer, apart from detecting failures and defining

views, recovers token and messages that had not been received by some members when

failures occur. The recovery layer completes the membership layer, by ensuring the

extended view synchrony property.

RMP [183] is GCS directed towards embedded applications, specially in the space

industry (mainly, NASA). The RMP protocol has been influenced by Chang-Maxemchuks’s

atomic broadcast algorithm [66]. In RMP, the membership layer is split into two parts:

fault-free membership and fault-tolerant membership. The fault-free membership han-

dles joins and leaves in the absence of failures, using the underlying atomic broadcast

layer. The role of the fault-tolerant membership layer is to avoid blocking by exclud-

ing processes that suspected to have crashed. The fault-tolerant membership protocol

is based on a two-phase commit protocol [49] among the surviving processes. This

fault-tolerant has also the responsibility to ensure the view synchrony property.

JGroup [138, 137] is a group-enhanced extension of the Java RMI distributed objet

model. It is based on the formal specification for partitionable group membership and

its algorithms given by Babaoglu et al. [31]. Groups present a collection of server ob-

jects that cooperate to offer distributed services. The states of the objects in different

partitions are merged when the partitions remerge. Coordination among group mem-

bers is obtained through the facilities provided by the partitionable group membership

service, the reliable group communication service and the state merging service included

in Jgroup.

Relacs [30, 32] is a GCS which is designed to fit the wide area networks. To

reduce the cost of membership agreement, Relacs distinguishes the members to multiple

roles: core members, client members, and sink members. Core members manage the

group membership and message delivery. Client members send and receive messages

by means of communicating with core member, but do not involve the membership

change. Sink members only receive the message from core members. Relacs provides

view synchronous communication, which allow the partitionable group membership.

Spread [19] is a partitionable client/server based GCS for WANs. It is based on

an overlay network that provides a messaging service resilient to faults across local
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and wide-area networks. It provides several types of reliability (Unreliable, Reliable),

ordering (Unordered, FIFO, Causal, Agreed), and stability (Safe) services for messages.

The Spread system is based on a daemon-client model where daemons establish the

message dissemination network and provide membership and ordering services, while

clients can reside anywhere on the network and will connect to the closest daemon to

gain access to the group communication services. Secure Spread [24] is a variant of

Spread that integrates security services.

Keidar’s approach [27, 106, 107, 108] decouples two key components of GCSs Vir-

tual Synchrony and Membership. Such decoupling has been regarded as critical for

providing scalable and efficient group communication services in wide-area networks:

It allows for the utilization of a scalable architecture for group membership in which a

small set of membership servers maintains group membership of a large set of clients.

Keidar’s approach avoids the delivery of obsolete views and reaches agreement upon

the membership change in a single round.

Layered approach [112] is not a full GCS; it only provides a group membership ser-

vice. It is designed to improve the scalability using a hierarchical architecture of mem-

bership servers. Only the membership servers maintain the membership information

on the group view, and participate in the view change. These servers are configured

in multiple layers and achieve gradual agreement (See Figure 6.3). The grouping of

membership servers is base on geographical proximity.
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Figure 6.3: The layered approach architecture.

The InterGroup system [48] is designed specifically with the intention of scaling to

the Internet and to large numbers of participants. The system is divided into four major

components: a control information service, a reliability service, a delivery service, and

a membership service. A cornerstone of the InterGroup approach is the recognition
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that the message order and reliability constraints of a GCS can be met by keeping only

the processes currently sending messages in the group membership. The levels of the

message delivery service range from unreliable unordered to reliable group timestamp

ordered.

6.6 Group Communication Solutions in Mobile Environ-
ment

6.6.1 Issues in Mobile Environment

The design, development and deployment of group membership and communication

systems in mobile environments raise challenging issues. The major issues are outlined

below:

• GCS should handle a handoff situation. In handoff process, a mobile host may

be disconnected with the group temporally and reconnected, thus it may receive

multiple copies of the same message from different MSSs or not receive some

messages.

• The system must distinct a disconnected mode and an idle mode from failure.

Users could pass through areas where wireless communication is not possible,

either because of physical obstructions or because the area is not covered by

the wireless network. Moreover, since the mobile node has limited resources, the

mobile nodes may switch the idle mode or disconnected mode to reduce the power

consumption. However, these members do not leave the group intentionally, and

rejoin the member some time later.

• Technological limitations in the lifetime of batteries make power consumption a

major issue. The energy necessary of sending a message across a wireless link

may be much greater than the energy for receiving a message.

• Mobile hosts could be resource-poor devices (such as the so-called Personal Digital

Assistants) that have, in particular, limited storage and computing capabilities.

As a consequence it is necessary to re-think and re-design traditional group man-

agement solutions. Several efforts are done to construct the kind of group management

infrastructure required to support collaborative applications in environments charac-

terized by wireless connectivity and user/device mobility.

6.6.2 Acharya et al.’s Approach

Acharya and Badrinath [3] proposed a host-view membership protocol to support the

multicast communication in mobile Internet. Instead of separately tracking the location



6.6. Group Communication Solutions in Mobile Environment 91

of every MH in the group, it maintains a set of locations (MSSs) such that every

member of the group resides in some cell in this set (noted host− view). They manage

changes to a group’s host-view that are caused solely due to mobility of group members,

i.e. they assume membership of a multicast group does not change during the group’s

lifetime. The protocol followed the approach of using a central coordinator to serialize

changes to the set host−view. Handoff is enriched by the actions necessary for location

view management, in particular, when a group member moves to an empty cell or

when the last group member leaves a cell. However, the protocol does not guarantee

the semantics of group membership service and it does not manage the temporary

deconnexion/reconnexion of mobile hosts.

6.6.3 Bartoli’s Approach

Bartoli [41] presented a protocol for totally-ordered multicast communication within a

dynamic group of mobile recipients. Bartoli’s approach assumes the incomplete spatial

coverage of wireless links; that is, the union of all cells may not cover the entire area

where mobile hosts may be located. The group-based multicast protocol is composed

of MHs and gateways connected by wired network. One of gateways is defined as

coordinator, which maintains group view and supports the reliable order communica-

tion. An MH intending to join or leave a group sends a message having a join or

leave tag to coordinator. For a message transmission, messages are transmitted to the

coordinator, and the coordinator multicasts that message to the group with a sequence

number. Each gateway broadcasts a beacon message to know his group member peri-

odically. Received a beacon message, an MH sends a greeting message. Each gateway

maintains a set of mobile host identifiers called local and of a set of group member

identifiers called local −m. When a group member switches between cells, the related

gateways do not exchange any information, but they simply update autonomously the

respective local and local−m. The handoff can be handled without view change since

the group view is managed by coordinator. However, this protocol does not guarantee

group membership semantics like the virtual synchrony semantic.

6.6.4 MGCM

Mobile group communication model (MGCM) [84] is a GCS on networks with MHs

based on ISIS system [57]. MGCM is a layered model (Figure 6.4) where the main layer

is the mobile multicast protocol, MM-Cast. It provides exactly one delivery of multicast

messages to MHs irrespective of their location or mobility. In absence of failure,

the MM Cast protocol ensures atomicity. Causal ordering and total ordering provide

the main ordering requirements for the primitives of the model. The causal ordering

protocol is based on the use of vector clocks, while the total ordering is ensured by using

a centralized scheme which assigns one MSS as a coordinator. The case of an MH
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changing its group membership is handled by the topmost layer which supports dynamic

group membership changes. When the MSS receives group view change message, it

operates a flushing protocol. At first, MSS sends message reporting the start of a new

group view installation to all MSSs. On receiving the flush message, each MSS stores

requests from local MHs, installs the new group view, and sends a reply message to all

MSSs. On receiving the flush reply from all MSSs, a MSS deals with stored requests

from his MHs. This layer provides virtual synchrony execution during membership

changes. However, this approach has a drawback on the performance because the

whole systems should execute view change to preserve group communication semantics

in temporarily disconnected situations. Moreover, MGCM supports only smooth hand-

off, and does not handle long-term handoff.
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Figure 6.4: The MGCM architecture.

6.6.5 SGM for Mobile Internet

The authors in [110, 111] proposed a scalable group membership scheme to support an

Internet environment with MHs. The proposed scheme exploits a layered approach

(Figure 6.5) similar to that proposed in [112], but, to isolate mobility and temporary

disconnection from the group view, the hierarchical view management of the layered

approach has been extended. In the proposed scheme, each wireless cell becomes a

local group. The group membership service is supported by each MSS in the network.

To manage the group view, each MSS maintains three lists: global-view ; to maintain

a global view, i.e., a list of all members in the group. local-view, which represents the

list of group members located in its cell. And suspected-view, which represents the

list of the temporarily disconnected group members. Unlike the existing approaches,
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the proposed scheme localizes the temporary view inconsistency due to mobility and

disconnection without a view change. That is, in temporary disconnection of an MH,

MSS simply moves the entry corresponding to this MH from the local view to the

suspected view. When a handoff occurs, the update of local view is only done between

the two servers participating to the handoff procedure. Moreover, if handoff occurs

during the view installation, this last is blocked until completing handoff procedure to

avoid view changes. The handoff and the disconnection/reconnection of an MH are

detected by a failure detector using timeouts.
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Figure 6.5: The SGM for Mobile Internet architecture.

6.6.6 MaGMA

MaGMA [118] (Mobility and Group Management Architecture) is an architecture for

groupware support in mobile networks. MaGMA’s architecture consists of a collection

of Mobile Group Managers (MGMs), which manage group membership and also imple-

ment a multicast overlay for data delivery. Each MH interacts with an MGM proximate

to it. MaGMA supports a subscription model in which nodes can request to be notified

of other nodes’ mobility.

Authors proposed a number of group management protocols. The first two protocols

are based on existing mobility solutions, namely Mobile IP and DNS-based mobility. In

Mobile IP case, the responsibility for mobility management is delegated to Mobile IP,

and the MGMs only map group names to nodes’ home addresses. The main drawback

of this solution is the uncontrolled delay and QoS degradation resulting from Mobile

IP’s triangle routing. In DNS-based solution, similar to the Mobile IP based solution,

the mobility handling is delegated to the nodes’ home domain DNS servers, and the

MGMs map each group to its subscribed MHs in a domain name format. With this
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approach, a retrieve operation first gets from the MGM a list of MH names and then

employs DNS queries to translate the MH names to actual IP addresses. However, the

retrieve-translate procedure can take a substantial amount of time.

Two additional protocols were proposed by authors, in which mobility is explicitly

handled by the MGMs and not delegated to other services. In the first protocol,

MGMFlood, each MGM forwards (floods) to all other MGMs all control messages

(join/leave/move) received from MHs in its domain. When an MH crashes, its local

MGM detects the crash and sends an appropriate leave message to all other MGMs.

MGMFlood is simple and allows for seamless handoff due to its prompt reaction to

mobility updates. However, it entails high control message overhead, as all MGMs

keep views of all groups, including groups not residing in their domains. This solution

may not scale well, especially if there are many small groups and localized memberships.

The second solution, MGMLeader, reduces the overhead by propagating updates only

to those MGMs that have group members in their domains. When an MGM receives

an MH’s message regarding a group that is represented in its domain, it extracts the

MGMs that have members in the group from its local view, and forwards the message

only to those MGMs. If an MGM receives a control message (join or move) for a group

that does not yet exist in its domain, then it needs to discover the group’s up-to-date

view, and to forward the event to the appropriate MGMs. In order to minimize the

control overhead and ensure view consistency, only one of the participating MGMs sends

the view to the new MGM. To this end, one MGM is designated as the coordinator of

the group. MGMLeader is preferable for sparse groups, whereas MGMFlood is more

adequate for dense groups in which all or most MGMs participate.

6.6.7 Proximity Groups

An extension of classical process groups, called proximity groups, has been identified

as a useful communication paradigm for mobile applications [130]. Proximity groups

allow to potentially mobile components of an application to join a proximity group and

to interact consequently with its members when they are found in the same geographic

area.

In classical group communications, a group is defined by its functional aspect, e.g.

its name. The notion of proximity group involves both location and functional aspects;

i.e., to be able to apply for group membership, a node must firstly be located in the

geographical area corresponding to the group and secondly be interested in the group.

From functional point of view, the localization often makes sense to define a group in a

mobile application in terms of a geographical area. We can easily imagine many cases

where this would be interesting: in traffic management, for example, the area around a

traffic-light could be used to define a group with cars in that vicinity becoming members

of the group to receive notifications of changes to the state of the lights; in a similar
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way, we might want to define a group corresponding to the area around an ambulance in

order to inform nearby cars to yield the right of way. In geographical terms, we can use

location information to, for example, anticipate partitions and hence take preventive

measures to ensure consistent group views when these partitions happen.

Definition of proximity groups

The definition of a proximity group relies on the definition of the area that it covers.

This area is defined as a geometric shape with an associated reference point. The

reference point is either attached to a fixed point in space or to an identified node, its

so-called navel.

The figure below (Figure 6.6) illustrates this notion of an area. The first shape S

on the left is associated with a reference point R. This reference point is relative to

the shape. The definition of the area is not complete since R has not been attached to

a point (possibly moving) in space. For the second shape, R has been attached to the

point (0, 0), making the area absolute. The reference point of the third shape has been

attached to a node M which represents the navel of this relative proximity group.

S

R (0,0) M

Figure 6.6: Area definition.

Recall that in typical group communication, a group is defined by a topic (or a

name) and nodes can join this group if they are interested in its topic. This is also

necessary for proximity groups because a node in the area of the group may or may not

be interested in joining the group. So, a proximity group can be defined as follow [109]:

Definition 6.1. A proximity group G is completely defined by the shape, the reference

point, the navel and the name:

G = {Shape, ReferencePoint,Navel,Name}

Prakash and Baldoni’s Approach

Prakash and Baldoni [149] presented an architecture for group communication in the

context of mobility. Three different types of mobile networks are considered: (1) A

cellular and (2) a virtual cellular model in which base stations are mobile, too, and

(3) a fully mobile ad hoc network without base stations. The authors provided a first
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attempt to define a location-based group membership service. It is assumed that the

network stays connected and there are no failures. Only changes due to mobility are

considered. The architecture (Figure 6.7) proposed is composed of a proximity layer

between the group membership layer and the underlying mobile network.

Group Membership Layer 

Proximity Layer

Application Layer 

Underlying Mobile Network 

Figure 6.7: Prakash and Baldoni’s approach architecture.

The proximity layer links the group membership layer with the underlying medium

access control (MAC) sublayer. The MAC sublayer of the mobile network provides

point-to-point communication and periodic beacons within transmission range d. Then,

a D − proximity test tries to find all nodes within distance D from a given node p. If

D ≤ d then a node p determines its D− proximity set of nodes by just listening to the

location stamped beacon messages. For D > d, a multi-round synchronous algorithm is

executed. The algorithm relies on resource-consuming flooding of discovery messages.

The group membership layer works on top of the proximity layer. There, a process

p identifies all group members in D − proximity. The authors used a three round

protocol derived from [77] to solve the group construction task in virtual cellular and

ah-doc networks. First, p sends REQUEST messages to all nodes in its D−proximity.

This request may contain further constraints on the prospective group members, such

that not all nodes in D − proximity can join the group. In the second round a node

can acknowledge the join request, and in this case p sends to the node a confirmation

of its group membership.

Notice that the construction of groups takes into account only the physical proximity

of mobile nodes, thus, ignoring application specific needs.

AGAPE

AGAPE [61, 62, 63] is a location-aware group membership middleware, for collaborative

applications in pervasive computing, that bases group management decisions on the

location of users/devices. The underlying assumption is that users located in the same

network locality are likely to require reciprocal collaboration more frequently than

with members located in different physical network areas. So, instead of a global
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view on group membership, location-dependent local views are considered. If for some

application, the global group membership view is needed, it can be obtained by merging

the local views. Two mobile network models are considered: cell and virtual cell models.

The network consists of cells, each cell contains a base station which manages local

group membership views in its cell. In particular, it processes join and leave requests,

and detects network partitions.

AGAPE is centered around the domain abstraction. An AGAPE domain is mapped

over one single network locality (cell), but a single locality may contain different do-

mains. In addition, AGAPE domains are hierarchically organized implementing an

n−nary tree in order to achieve scalability (Figure 6.8). A group is defined by the set

of its constituent domains found on different localities.
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Figure 6.8: An example of an AGAPE group hierarchy.

Two class of entities can be distinguished in each domain (Figure 6.9): Domain

Management Entity (DME) which allows users to join/leave a group domain. The

DME maintains an updated list of group members currently active within a specific

domain. Coordination among DMEs is only required in the case where members of the

same logical group are located in other domains in different localities. Final Entity (FE)

which represents users/devices exploiting the group management support of AGAPE in

their current network locality. When entering a locality (cell), one FE has visibility of

which AGAPE group domains are locally available. To join a domain, FE must firstly

contact the DME of the group domain of FE interest. The FE is, then, authenticated

and authorized by the DME; if admitted into the group, the FE becomes a group

member. The status of the FE remains valid until it explicitly requests to leave the

group. In the moving of an FE, it can decide, when arriving at a new locality, either
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to become an active member by immediately connecting to the group domain of its

interest or a non active member by deferring the connection to the group domain until

expressly required. FE interoperation is enabled only for active group members.

Domain 1 

Domain 2 

Domain 3 

Cell 2 
Cell 1 

Cell 3 

DME
FE

AGAPE

Network

Support 

Figure 6.9: The AGAPE model in a wireless network scenario.

AGAPE provides a context-aware group communication service [63]. As key fea-

tures, this service allows co-located group members to communicate via the following

two basic communication patterns: (1) context-based any-cast communication pattern

that enables unreliable and asynchronous point-to-point communication between two

interoperating group members. When one group member has to communicate, one

and only one co-located member entity that matches a specified profile is selected;

(2) context-based multi-cast communication pattern that enables unreliable and asyn-

chronous point-to-multipoint communication among various interoperating group mem-

bers. In particular, the pattern permits to deliver the same message to all the co-located

entities matching a desired profile.

6.7 Causal Ordering Relying on Group Communication

Several causal ordering protocols, supporting group communication, have been pro-

posed. We distinguish those proposed as a communication primitive of a GCS and

those providing primitives to deal with dynamic membership. In the first category,

the CBCAST primitive of Isis [57] was perhaps the first implementation of (Reliable)

Causal multicast. Other GCSs that provide this service level include: Transis, Ensem-

ble, Horus, Newtop, and xAMp. As we have pointed out in Section 6.6, several efforts

are done to re-think and re-design traditional group communication solutions in en-

vironments characterized by wireless connectivity and user/device mobility. However,

none of these proposals, except for MGCM [84], provides a full GCS or supports causal
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Figure 6.10: The AGAPE architecture.

ordering. Most of them focus on extending the group membership service to manage

mobility-induced changes in group composition.

In the second category, several protocols have been devised either for static or

mobile distributed systems. Some of these protocols include [35, 147, 170, 5, 37] for

static distributed systems and [33, 80, 121, 60] for mobile systems. In [35, 34], authors

considered a static group. ACP [147] is based on static group model with a partial

remove of mute processes. That is, a mute process is no longer permitted to participate

in the communication; it simply become listener. Authors force mute processes to

rejoin the group in order to be allowed to participate again in the communication, but

without explaining how this should be done. SHT [170] supports the fault-tolerant

group communication, by replicating each process into a collection of multiple replicas,

which is named a cluster. However, authors do not consider dynamic changes in group

composition. Processes in AN [5] are organized into a logical, multilevel hierarchy:

nodes are grouped into clusters, and clusters are organized into a tree, such that each

cluster is assigned a father node in its parent cluster. Authors have discussed methods

to deal with failures and network partitions. In BFVR [37], the participating processes

are split into local groups, with use of causal servers to disseminate messages across

these groups in the presence of processes faults. All causal servers are also members

of causal servers group. The protocol rely on services provided by an existing GCS,

like Horus [179], ISIS [56], etc. These services are failure detection and automatic

reconfiguration in the event of a failure or a join of a new member, reliable fifo point-

to-point delivery, stability detection, and automatic reissuing of messages from failed

members that were received by only some members (but not by all of them). If a non-

server member of the group fails, then the GCS takes care of resending all messages that

originated by that member and were received by only part of the members of the same
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local group. When a causal server fails, the local group it belongs to is reconfigured and

another member is elected to be the causal server for that group. However, this server

must be updated regarding the messages that were delivered in the servers group, but

have not made it to the local group when the previous causal server crashed. Thus,

whenever a causal server fails, all messages that were still not reported by it as stable

in its local group are recorded. When the new causal server joins the servers group,

a state update message is sent to it, which includes copies of all such messages. The

new causal server can then forward these messages in its local group. Overlapping

groups are addressed in [165, 143, 100]. The protocol proposed in [143] deals with

static overlapping groups. While, [100] presented three causal ordering protocols for

overlapping dynamic groups which use mechanisms proposed in [125] to cope with

dynamic changes in group membership.

In the context of mobile environments, we find BAD [33, 34] and MOCAVI [80]

protocols which assume a static group model. The LH [121] protocol proposes a cen-

tralized solution to deal with group changes where all join and leave requests must be

treated by an administrator site. We know that the drawback of a centralized solution

is the overloading of this administrator site which can become a bottleneck and also its

crash which can cause the failure of the system. In [60], authors proposed an algorithm

for dealing with dynamic group changes due to an MH changing its multicast groups

or going offline/online.

6.8 Conclusion

In this Chapter, we have touched upon some aspects in group communication to mo-

tivate our remaining contribution (See the next Chapter). We specifically focused on

group management solutions and the respect of causal consistency in the presence of

dynamic group changes.

After giving the basic backgroud on group communication paradigm, we reviewed

existing proposals devised for both static and mobile celullar networks; we also ex-

plained the challenges that arise in mobile environments. We also discussed how the

existing group communication solutions and causal ordering protocols support each

other.



Chapter 7

Group View Management

7.1 Introduction

In Chapter 4 and Chapter 5, we discussed the design of a causal multicast and broadcast

protocols within a static group. However, as we have stated in Chapter 6, it is desir-

able to a group-based application to support the dynamic group membership changes.

Changes occur when hosts voluntarily join or leave the group or when they crash.

Thus, this chapter is devoted to the extension of the proposed protocols to support

dynamic groups while guaranteeing causal consistency. By our failure assumption, the

membership management only processes the voluntary requests to join and leave the

group.

In this chapter, we provide a detailed description of the algorithm required for

the join and leave requests. The novelty of our contribution is that our group view

management procedure is based on the idea of considering the leave and join requests

as data messages. Then, a control information is appended to these messages and they

will be ordered with data messages. This approach has the great benefit of rendering

the installation of a new view fully decentralized. The membership algorithm presented

here is used in conjunction with the message ordering algorithm.

Part of the results presented in this chapter have been published in [45, 44, 46].

7.2 Group’s view construction

As said earlier, the group’s view is defined by two components:

• MHV iew: The set of MHs that are currently members of the group, and

• MSSV iew, the set of MSSs such that at least one MH from MHV iew is local to

every MSS in this set.

An MH is added to the view of a group (i.e. to the MHV iew list) if it has explicitly

expressed a request to join the group, and its MSS is added to MSSV iew list if it

does not yet exist. In the same way, an MH is removed from the view of a group (i.e.
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from the MHV iew list) if it has explicitly expressed a request to leave the group, and

its MSS is deleted from the MSSV iew list if this MH is the latest member localized

in this MSS’s cell. We assume that only voluntary disconnections (i.e. expressed by

group members) can occur, in other words, the failures are not considered.

Furthermore, MSSV iew may also change due to mobility of individual members

although MHV iew remains invariant. So, an MSS is added to the MSSV iew list when

a group member (an MH) moves to its cell such that no other MH in MHV iew is local

to this cell, and it must be removed from this list if the last member located in its cell

migrates to another cell.

For simplicity and without lost of generality, we consider the existence of only one

group.

7.3 Join/Leave message

This message (i.e. join or leave message) is considered as a data message and it will

be ordered with them. If each host receives all data messages which precede the join

or leave message, then this host installs the new view else, the installation of the

view must be delayed until the delivery of these messages. So, the virtual synchrony

semantics [57, 72] are ensured.

7.4 Join procedure

A mobile host hi, wishing to join the group, sends a request join(hi) to its MSS Si.

At the reception of this request, Si broadcasts a Collect() request to all MSSs within

the group in order to collect information about messages not yet delivered to all group

members. These messages are called unstable messages. This collection of information

about unstable messages ensures that a message sent in the old view must be delivered

in the old view.

23 On the receipt of join(hi) by Si from hi

1. Boradcast(Collect()) to all Sj ∈ MSSview;
2. nbReply := |MSSview|;

Upon the reception of this request, each MSS responds by a message Reply(UnstMess)

which contains the list of unstable messages’ identifiers sent by this MSS.

Case MMobi Causal:
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24 On the receipt of Collect() by Sj ∈ MSSview from Si

1. UnstMess := ∅;
2. for all (IdSendm, nback) ∈ SendMSi

do
3. UnstMess := UnstMess ∪ {(IdSendm, Destm)};
4. end for
5. Send(Reply(UnstMess)) to Si;

Case BMobi Causal:

25 On the receipt of Collect() by Sj ∈ MSSview from Si

1. UnstMess := ∅;
2. for all (IdSendm, nback) ∈ SendMSi

do
3. UnstMess := UnstMess ∪ {IdSendm};
4. end for
5. Send(Reply(UnstMess)) to Si;

From this information, Si calculates the control information to be attached to the

Install request and broadcasts this last to all group members. The control information

is represented by a global clock φ.

26 On the receipt of Reply(UnstMessSj ) by Si from Sj ∈ MSSview

1. φInstall[j] := [UnstMessSj ];
2. nbReply := nbReply − 1;
3. if (nbReply = 0) then
4. IdSendSi := IdSendSi + 1;
5. Broadcast(Install, IdSendSi , φInstall) to all Sj ∈ MSSview;
6. idpredhi := (IdSendSi , Si);
7. Install(Vx, hi, (J, hi, Si))
8. end if

Case MMobi Causal:

One entry φ[i] = [(idMUnst1 , Dest1)(idMUnst2 , Dest2), ...] corresponds to the set of

unstable messages’ identifiers and their destinations, sent by the MSS i. Upon receipt

of the message (Install, idInstall, φInstall) by an MSS Sj , it verifies for each group’s

member hj located in its cell, its delivery condition: ∀(idMUnst, Dest) ∈ φInstall[k] and

hj ∈ Dest,∃(Sk, SDk) ∈ LastRcvhj such as idMUnst ∈ SDk.
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27 On the receipt of (Install,idInstall,φInstall) by Sj from Si

1. for all hj ∈ MHview located in Sj ’s cell do
2. if ∀k = 1, n: ∀(idMUnst, Dest) ∈ φInstall[k] | hj ∈ Dest, ∃(Sk, SDk) ∈

LastRcvhj such that idMUnst ∈ SDk then
3. Install(Vx, hj , (J, hi, Si);
4. φhj [i] := (idInstall,MHview)
5. ∀l = 1, n | l 6= i, φhj [l] := 0;
6. else
7. AtFilehj := AtFilehj ∪ {(Install, idInstall, φInstall)};
8. end if
9. end for

Case BMobi Causal:

One entry φ[k] = [idMUnst1, idMUnst2, ...] corresponds to the set of unstable mes-

sage’s identifiers sent by the MSS Sk. At the reception of the message (Install, idInstall, φInstall)

by an MSS Sj , it verifies for each group member hj located in its cell, the follow-

ing delivery condition: forall idMUnst ∈ φInstall[k], ∃(Sk, SDk) ∈ LastRcvhj such as

idMUnst ∈ SDk.

28 On the receipt of (Install,idInstall,φInstall) by Sj from Si

1. for all hj ∈ MHview located in Sj ’s cell do
2. if ∀k = 1, n: ∀idMUnst ∈ φInstall[k], ∃(Sk, SDk) ∈ LastRcvhj

such that
idMUnst ∈ SDk then

3. Install(Vx, hj , (J, hi, Si);
4. idpredhj := (idInstall, Si);
5. else
6. AtFilehj := AtFilehj ∪ {(Install, idInstall, φInstall)};
7. end if
8. end for

We can easily notice that the control information attached to an Install mes-

sage differs from that attached to a Data message. Thus, the entry ”On receipt of

(Ack(IdSendm, Si)) by Sj from hj”, of BMobi Causal protocol, has to be extended

to handle these messages:
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29 On receipt of (Ack(IdSendm, Si)) by Sj from hj

1. Send(Ack(IdSendm)) to Si;
2. idpredhj := (IdSendm, Si);
3. LastRcvhj .SDi := LastRcvhj .SDi ∪ (IdSendm, IdSendm); {Manage the depen-

dency sequences as in [152]}
4. for all m′ ∈ AtFilehj do
5. if m′ is an install message then
6. if (∀k = 1, n : ∀ idfl ∈ φm′ [k], idfl ∈ LastRcvhj .SDk) then
7. Deliver(m′) to hj

8. AtFilehj := AtFilehj − (m′, IdSendm′ , φm′)
9. end if

10. else
11. {m′ is a data message}
12. if (idpredm′ = (IdSendm, Si)) then
13. Deliver(m′) to hj

14. AtFilehj := AtFilehj − (m′, IdSendm′ , idpredm′ )
15. end if
16. end if
17. end for

30 Procedure Install(Vx, hj , (Type, hi, Si))
1. Vhj

:= Vx;
2. if (Type = J) then
3. MHviewhj

:= MHviewhj
∪ {hi};

4. if (Si 6∈ MSSviewhj
) then

5. MSSviewhj
:= MSSviewhj

∪ {Si};
6. end if
7. else
8. if (Type = L) then
9. MHviewhj

:= MHviewhj
− {hi};

10. if (hi is the last member located in the Si’s cell) then
11. MSSviewhj

:= MSSviewhj
− {Si};

12. end if
13. end if
14. end if

If the delivery condition is verified which means that all unstable messages are

delivered to this MH, hj installs the new view Vx (where x represents the number of

the installed view) and idInstall is added to LastRcvhj .SDi. Otherwise, the installation

of the view for this member will be delayed until the delivery of all unstable messages

destined to this member.

Installing the view is expressed by the addition of the identity of hi to the set

MHV iew. On the other hand, if the delivery condition does not hold, which means

that hj has not received all unstable messages, then the installation of the view for

this member will be delayed until the reception of all these unstable messages and the
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message Install() will be queued in AtFilehj
.

The first message sent by the member hj after the installation of the new view will

be stamped by φhj [i] := (idInstall,MHview) and φhj [l] := 0,∀ l = 1, n | l 6= i in the case

of MMobi Causal and (idInstall, Si) in the case of BMobi Causal. This ensures that

future messages; i.e. sent within the new view, will not be delivered in an older view.

When hi joins the group, if no other MH in MHview is local to Si’s cell, then Si is

added to MSSview.

7.5 Leave procedure

The member hi, wishing to leave the group, sends a request Leave(hi) to its MSS Si.

Upon receiving this request, Si sends a request Collect(LastRcvhi) to all MSSs within

the group in order to collect information about unstable messages.

Contrary to the join procedure, we have added the LastRcvhi
set to the collection

request in order to update information about intended acknowledgements from hi:

Since hi will leave the group, than there is no need to await its acknowledgements of

messages which has not yet received.

In this case, at the reception of the message Collect(LastRcvhi) by an MSS Sj ,it

verifies for each couple (idm,nbackm)∈ SendMSj

Case MMobi Causal:

If hi ∈ idm.Dest and idm 6∈ LastRcvhi .SDj holds, then nbackm will be decremented

by 1. If nbackm becomes null, the couple (idm, nbackm) will be deleted from SendMSj

and the tuple (idm, hi) will be deleted from the entry φ[j].

Case BMobi Causal:

If idm 6∈ LastRcvhi
.SDj , then nbackm is decremented by 1. If the nbackm becomes

null, the tuple will be removed from SendMSj
.

Thereafter, we shall proceed in the same way as in the case of the join procedure.

The installation of the view is expressed by the deletion of the hi’s identity from

the set MHV iew. If hi is the last member located in the cell, then the MSS of this cell

is removed from MSSview.

7.6 Dynamic Mobile Group Specification

Let V j
i to denote the ith view of the group g installed by an MH hj . The view V j

i is

defined by two components: MH
V j

i
and MSS

V j
i

which are respectively the set of MHs

that are currently members of g and the set of MSSs where these MHs are located.
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7.6.1 View properties

Property 7.1. If an MH hj ∈ g and located in a cell covered by Sj, installs a view

V j
i (g) then hj ∈ MH

V j
i
(g) and Sj ∈ MSS

V j
i
(g).

Proof. Modifications to the group membership (by modifying the two sets MHV iew

and MSSV iew) are carried out only under the condition that both MH and its MSS

which installs the new view on behalf of the MH belong to the new view.

Property 7.2. If an MH hj ∈ (MHV k
i
(g)−MHV k

i−1
(g)), i > 1, then hj asked to join

g.

Proof. If hj ∈ MHV k
i
(g) − MHV k

i−1
(g), i > 1, is because hj was added to the group

membership when the view V k
i (g) was installed. By definition, a new view is formed

by modifying the two sets MHV iew and MSSV iew. At the installation of a new view,

the set MHV iew maintains identities of all MHs of the current view plus identities of

those which have explicitly expressed a request to join the group. Therefore, if hj is in

V k
i (g), then hj has necessarily expressed a request to join the group.

Property 7.3. If an MH hj ∈ (MHV k
i−1

(g)−MHV k
i
(g)), i > 1, then hj asked to leave

g.

Proof. If hj ∈ MHV k
i−1

(g) − MHV k
i
(g), i > 1, this means that hj was removed from

the group membership when the view V k
i (g) was installed. By definition, a new view is

formed by modifying the two sets MHV iew and MSSV iew. At the installation of a new

view, the set MHV iew maintains identities of all MHs of the current view except iden-

tities of those which have explicitly expressed a request to leave the group. Therefore,

if hj is not in V k
i (g), then hj has necessarily expressed a request to leave the group.

Property 7.4. If an MSS Sj ∈ (MSSV k
i
(g) −MSSV k

i−1
(g)), i > 1, then either some

MH asked to join g from cell or to migrate to cell covered by Sj.

Proof. If Sj ∈ MSSV k
i
(g) −MSSV k

i−1
(g), i > 1, this means that Sj was added to the

group membership when the view V k
i (g) was installed. By definition, a new view is

formed by modifying the two sets MHV iew and MSSV iew. The identity of an MSS

is added to the set MSSV iew if there is at least one member of the group (i.e. an

MH) located in its cell. At the installation of a new view, the set MSSV iew maintains

identities of all MSSs of the current view plus identities of those from which a new

member is added to the group by expressing a join request or an existing member has

migrated to their cells. So, if Sj is in the new view V k
i (g) then this is the fact that

a new member has expressed a request to join the group from its cell or an existing

member has migrated to its cell.
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Property 7.5. If an MSS Sj ∈ (MSSV k
i−1

(g)−MSSV k
i
(g)), i > 1, then the last member

in the cell covered by Sj asked to leave the group or migrated to another cell.

Proof. If Sj ∈ MSSV k
i−1

(g)−MSSV k
i
(g), i > 1, this means that Sj was removed from

the group membership when the view V k
i (g) was installed. By definition, a new view

is formed by modifying the two sets MHV iew and MSSV iew. The identity of an MSS

is deleted from the set MSSV iew if the latest member located in its cell has leaved the

cell. At the installation of a new view, the set MSSV iew maintains identities of all

MSSs of the current view except identities of those where the latest member has leaved

their cells. A member leaves a cell either because it has expressed a request to leave

the group or because it has migrated from this cell to another cell. So, if Sj is not

in V k
i (g) then this is the fact that the latest member located in its cell has leaved the

group or migrated to another cell.

Property 7.1 states that only the members of the group view install the corre-

sponding view. Property 7.2, Property 7.3, Property 7.4 and Property 7.5 state that

modifications of the two components of the group view are justified only by the join,

leave and migration actions.

7.6.2 Multicast service properties

Lets Dest to denote the recipient members of the multicast message m.

Property 7.6 (Sending View Delivery). If a message m is delivered to an MH hj ∈
Dest in a view V , and some MH hi multicasts m in a view V ′, then V = V ′.

Proof. We suppose that a message m is delivered to hj ∈ Dest in a view V and its

emission is accomplished in a different view V ′. Since the emission of a message m

precedes causally its delivery, then V is a new view installed in a previous view V ′;

which means that m is delivered to hj after the installation of V . This is possible only

if m is not an unstable message (i.e. m 6∈ ListMUnst)⇒ m is delivered to all recipient

members of V ′ before the installation of V . If m is delivered to hj , this means that hj

was one group member when the message was sent (i.e. hj ∈ MHV ′)⇒ m is delivered

to hj in the same view of its emission.

Property 7.7 (Same View Delivery). If a message m is delivered to both MHs hi and

hj, m is delivered to them in the same view.

Proof. The Property 7.6 ensures that a message is delivered to an MH in the same view

of its emission (1). If a message is delivered to two MHs hi and hj , this means that hi

and hj belong to the group membership when the message is sent (2). From (1) and

(2), it follows that m is delivered to both MHs hi and hj in the same view.
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7.6.3 Broadcast service properties

Property 7.8 (Sending View Delivery). If a message m is delivered to an MH hj in

a view V , and some MH hi broadcasts m in a view V ′, then V = V ′.

Proof. We suppose that a message m is delivered to hj in a view V and its emission

is accomplished in a different view V ′. Since the emission of a message m precedes

causally its delivery, then V is a new view installed in a previous view V ′; which means

that hj has delivered m after the installation of V . This is possible only if m is not an

unstable message (i.e. m 6∈ ListMUnst)⇒ m is delivered to all members of V ′ before

the installation of V . If m is delivered to hj , this means that hj was one group member

when the message was sent (i.e. hj ∈ MHV ′)⇒ m is delivered to hj in the same view

of its emission.

Property 7.9 (Same View Delivery). If a message m is delivered to both MHs hi and

hj, m is delivered to them in the same view.

Proof. The Property 7.8 ensures that a message is delivered to an MH in the same view

of its emission (1). If a message is delivered to two MHs hi and hj , this means that hi

and hj belong to the group membership when the message is sent (2). From (1) and

(2), it follows that m is delivered to both MHs hi and hj in the same view.

Property 7.10 (Virtual Synchrony). If two MHs hi and hj install the same view V

in the same previous view V ′, then any message delivered to hi in V ′ is also delivered

to hj in V ′.

Proof. Let hi and hj two members of a view V ′ (i.e. {hi, hj} ∈ MHV ′). We suppose

that a message m is delivered to hi in a view V ′ and that hj has installed the new

view V without delivering m. This is possible only if m is not an unstable message (i.e.

m 6∈ ListMUnst)), which means that m has been delivered to all group members (i.e.

to all members in MHV ′) before the installation of V ⇒ m is delivered to hj . Which

leads to a contradiction with assumption: hj has installed the new view V without

delivering m.

7.7 Discussion

The particularity of our group view management procedure resides in the considera-

tion of the join and leave requests as data messages, and consequently will be ordered

with them. This makes the installation of a view by a member constrained only by

the delivery of all messages preceding the join or leave requests and has no need to a

coordination phase. Thus, our solution is completely distributed unlike the LH [121]

protocol which proposed a centralized solution to deal with group membership changes;

that is, all join and leave requests are treated by an administrator site. Although a
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centralized solution is easy to implement because all management functions are con-

centrated in the administrator site, this site constitutes the network bottleneck and a

single point of failure which may prevent an application to scale to many users.

One important property guaranteed by our view management procedure is the vir-

tual synchrony semantic. This semantic allows group members, that survive the same

group changes, to know for certain that they have delivered exactly the same set of

messages. By ensuring that processes deliver the same set of messages in each view, this

allows them to maintain consistency across membership changes. However, achieving

such a guarantee comes at the cost of the overhead of membership management and the

number of messages exchanged to complete the view installation. As we have shown

above, the installation procedure is composed of three phases: The Collect Request, in

which the Collect() message is diffused to all MSSs members of the group, the Collect

Reply, in which information about unstable messages are collected from these MSSs,

and the Install Request, in which the Install() message is diffused to these MSSs af-

ter gathering information about unstable messages. So, the procedure results in the

exchange of O(3 ∗ (|MSSview| − 1)) messages over the wired channels, if the hardware

multicast is not supported. But, as we have assumed the support of hardware multicast

capability, the communication complexity can be reduced to O(2 + (|MSSview| − 1)).

Notice that the communication overhead for realizing the view installation does

not depend on the number of MHs members of the group, but rather on the number

of MSSs within the group. Thus, we plausibly argue that our solution is scalable

relatively to the number of MHs and thereby suitable for large groups. Moreover, the

execution of the installation procedure is completely supported by the MSSs when

the unique role of MHs consists in sending the join/leave requests by the MH wanting

to join or leave the group. This contributes to minimize the amount of computation

performed by MHs and the communication overhead in wireless channels and makes

the solution adequate for mobile environment.

In addition to consistency, another advantage of guaranteeing the virtual synchrony

semantic is the possibility to purge data structures of the member installing the new

view. This makes it possible to deal with the non bounded evolution of LastRcv in

the case of MMobi Causal protocol. We compensate for this problem by resetting

LastRcv each time a new view is installed; upon the installation of a new view, keeping

information about the delivery of messages sent in the old view (i.e. stable messages)

is no longer required. We keep in this list only information about the delivery of view

installation’s message (i.e. Install message).

7.8 Conclusion

The idea of ordering the join/leave requests with regular messages guarantees a causal

consistence property that is of a great importance of applications do not needing strong



7.8. Conclusion 111

ordering (like total order) requirements for messages. Moreover, it makes the installa-

tion of a view fully decentralized and without need to a coordination phase which is a

very important advantage, even more in mobile environments.
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Chapter 8

Conclusion

Causal ordering concept has proven to be of a considerable interest for the design of

distributed systems. This ordering property is attractive also in the context of mobile

systems. In a mobile computing environment, causal ordering is especially important

for applications that involve human interactions from several locations. Some of the

major applications of distributed mobile systems in which causal ordering is useful

are teleconferencing, stock trading, collaborative applications, etc. Nevertheless, this

environment comes with new challenges: First, distributed processes in mobile hosts

have mobility. Second, mobile hosts are inherently weaker in computing, storage and

energy capabilities than fixed hosts. Third, wireless communication has less bandwidth

and higher error rate compared to wired communication. Therefore, causal message

ordering in this environment requires algorithms that take these factors into account.

The objective of this work has been to study the impact of mobile environment

characteristics on the design of causal ordering protocols as well as the cost for causal

delivery will typically pay off. In this thesis, we have examined the issues surrounding

the design of an efficient causal ordering protocol for mobile environments with support

of group concept.

8.1 Summary of Contributions

We have first examined the related literature. The main result was the identification of

a set of criteria according to which causal ordering protocols can be classified, like the

underlying network model, the mechanism used to construct the control information,

the consideration of environment assumptions, the communication approach, applica-

tion domain, support of group communication, support of faults, etc. We provide,

to the best of our knowledge, the first taxonomy for causal ordering algorithms. We

have also identified a number of key requirements that must be considered when de-

signing causal ordering protocols, especially for cellular mobile environments. These

requirements, like reduction of control information size, support for mobility, minimal

participation by MHs in terms of computation, and communication over the wireless
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link, and scalability serve as the basis for the design of an efficient causal ordering

protocol for these environments.

By studying the related work, we have noticed that some proposals offer a better

message overhead but incur an unnecessary inhibition delay in the delivery of mes-

sages, while some other solutions overcome this problem but by incurring high message

overhead which can reaches O(n2
h). Moreover, most of them do not deal with group

communication.

The emerging trend towards multicast applications in which there is a need to com-

municate with several other hosts simultaneously, drove us to make our first contribu-

tion. In this proposal, we tried to get benefit from the important characteristics of our

unicast protocol [47, 43], such as elimination of unnecessary inhibition delay, low mes-

sage overhead and scalability, in order to extend it to allow multicast communication

among a static group of MHs and which can fill gaps of existing protocols, especially in

terms of control information’s size appended to each message. The proposed protocol

(MMobi Causal) retains all these interesting characteristics. It provides an optimal

communication overhead without causing inhibition effect in the delivery of messages.

This optimality is reached using the knowledge of immediate dependency relationships

between messages and transmitting each message with only the relevant information to

compliance with the causal order in the delivery of messages. The protocol is proved

to satisfy the safety, the liveness, and the exactly once delivery properties.

Moreover, group-based applications often require that the exchanged messages within

the group to be addressed to all processes in the group and not only to a subset of

group’s members. We refer to this type of communication as broadcast communication.

So, our second contribution was based on our intuition that developing a protocol dedi-

cated to causal broadcast should be more interesting than using a multicast protocol to

ensure this broadcast, especially in terms of control information’s size appended to each

message. The proposed solution (BMobi Causal) proves the advantage of developing

a dedicated causal broadcast delivery protocol based on process behavior’s awareness.

The originality of our proposal lies on showing how the rather well known behavior

of a process can influence the control information’s size. We showed that by view-

ing the behavior of the execution in the sense that the reaction to occurring events

is instantaneous, tracking the dependency between messages is possible by only keep-

ing information about the message’s immediate predecessor. Hence, causal broadcast

delivery of messages can be easily achieved in a mobile group with a small message

overhead. The proposed protocol keeps all the interesting characteristics of our unicast

protocol (Mobi Causal). It outperforms its counterparts with respect to communica-

tion overhead (its message overhead is O(1)). The protocol is also proved to satisfy the

safety, the liveness, and the exactly once delivery properties.

The two proposed protocols (MMobi Causal and BMobi Causal) assume a static
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group model; that is, a group in which group composition is known at system initial-

ization and does not change in time. However, a static group has practical limitations.

In practice, it is often desirable that processes join and leave groups at runtime. Remov-

ing a crashed process from the group can also be desirable. This requires the support

of dynamic group communication. The key component of a dynamic group is the group

membership service, which is responsible for adding and removing processes during the

computation. Thus, our last contribution was devoted to the extension of these pro-

tocols to support dynamic groups while guaranteeing causal consistency. The novelty

of our contribution lies in considering the leave and join requests as data messages.

Then, a control information is appended to these messages and they will be ordered

with data messages. The idea of ordering the join/leave requests with regular messages

guarantees a causal consistence property that is of a great importance of applications

do not needing strong ordering (like total order) requirements for messages. Moreover,

it makes the installation of a view fully decentralized and without need to a coordi-

nation phase which is a very important advantage, even more in mobile environments.

One important property guaranteed by our view management procedure is the virtual

synchrony semantic. This semantic allows group members, that survive the same group

changes, to know for certain that they have delivered exactly the same set of messages.

By ensuring that processes deliver the same set of messages in each view, this allows

them to maintain consistency across membership changes.

8.2 Extensions of the work

Possible extensions of this work are as follows:

• Although the complexity analysis and the theoretical proof of the proposed so-

lutions have been done, a simulation about the quantitative improvements they

offer over the related works is desirable to reinforce the formal evaluation. A

simulation comparing these solutions with some related works is underway.

• Adapting the proposed protocols to suit to specific application needs. For in-

stance, designing a causal ordering protocol for a real-time system should take

into account the constraints imposed by the deadline on the data. Another adap-

tation consists in building Building other ordering properties (e.g. total ordering)

by using the causal ordering protocols.

• Extending the proposed protocols to support other group communication aspects,

namely overlapping groups, partition and merge events, proximity groups which

involve the location aspect in the formation of groups.

• The proposed solutions assume that hosts and the communication network are

reliable. So, the proposed solutions require extension to cope with failures.
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• Although infrastructured mobile networks represent a major portion of current

mobile systems architectures, it is now clear that a new trend favoring ad hoc

mobile networks is rapidly emerging. Moreover, a new wave of sensor networks is

just around the corner. Extending the proposed protocols to these environments

must deal with the absence of base stations.
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bile. Thèse de Doctorat, Institut d’Informatique, USTHB, 1998.

[35] N. Badache and A. Maddi. Gradual design of a causal broadcast protocol. Parallel

Processing Letters, 7(3):309–320, 1997.

[36] R. Baldoni. A positive acknowledgement protocol for causal broadcasting. IEEE

Transactions on Computers, 47(12):1341–1350, 1998.

[37] R. Baldoni, R. Friedman, and R. Van Renesse. The hierarchical daisy architecture

for causal delivery. In Proc. of the 17th Intl. Conf. on Distrib. Compt. Syst.

(ICDCS’97), page 570, May 1997.

[38] R. Baldoni, M. Malek, A. Milani, and S.Tucci Piergiovanni. Weaklypersistent

causal object in dynamic distributed systems. In Proc. of the 25th IEEE Sympo-

sium On Reliable Distributed Systems (SRDS), Oct. 2006.

[39] R. Baldoni, A. Mostefaoui, and M. Raynal. Causal delivery of messages with real-

time data in unreliable networks. IJournal of Real-Time Systems, 10(3):245–262,

1996.

[40] R. Baldoni, R. Prakash, M. Raynal, and M. Singhal. Efficient δ−causal broadcast-

ing. Intl. Journal of Computer Systems Science and Engineering, 13(5):263–269,

Sep. 1998.

[41] A. Bartoli. Group-based multicast and dynamic membership in wireless networks

with incomplete spatial coverage. ACM/Baltzer Mobile Networking and Applica-

tions, 3(2):175–188, Jun. 1998.

[42] A. Benslimane and A. Abouaissa. Dynamical grouping model for distributed real

time causal ordering. Computer Communications, 25:288–302, 2002.

[43] C. Benzaid. A new protocol for causal message ordering in mobile computing

systems with no inhibition delays. In Proc. of the 7th Int. Symp. on Programming

and Systems (ISPS’05), pages 59–68, May 2005.

[44] C. Benzaid and N. Badache. Bmobi causal: A causal broadcast protocol in mobile

dynamic groups. In Proc. Of the 27th Annual ACM SIGACT-SIGOPS Symp. on

Principles of Distrib. Comput. (PODC 2008), page 421, Aug. 2008.

[45] C. Benzaid and N. Badache. A causal multicast protocol for dynamic groups

in cellular networks. In Proc. of Euro American Conference on Telematics and

Information Systems (EATIS 2008), Sep. 2008.



BIBLIOGRAPHY 121

[46] C. Benzaid and N. Badache. An optimal causal broadcast protocol in mobile

dynamic groups. In Proc. Of IEEE Intl. Symp. on Parallel and Distributed Pro-

cessing with Applications (ISPA’08), pages 477–484, Dec. 2008.

[47] Chafika Benzaid and Nadjib Badache. Mobi causal: a protocol for causal message

ordering in mobile computing systems. SIGMOBILE Mobile Comput. Commun.

Rev., 9(2):19–28, Apr. 2005.

[48] K. Berket, D. A. Agarwal, and O. Chevassut. A practical to the intergroup

protocols. Future Generation Computer Systems, 18(5):709–719, Apr. 2002.

[49] P. A. Bernstein, V. Hadzilacos, and N. Goodman. Concurrency Control and

Recovery in Distributed Database Systems. Addison-Wesley, 1987.

[50] B. Bhargava and S. R. Lian. Independent checkpointing and concurrent roll-

back for recoveryan optimistic approach. In Proc. of the Symposium on Reliable

Distributed Systems, page 312, 1988.

[51] K. Bhatia, K. Marzullo, and L. Alvisi. Scalable causal message logging for wide-

area environments. 2002.

[52] K. Birman. A response to cheriton and skeen’s criticism of causal and totally

ordered communication. SIGOPS Oper. Syst. Rev., 28(1):11–21, Jan. 1994.

[53] K. Birman. Building secure and reliable network applications. Manning Publish-

ing and Prentice Hall, 1997.

[54] K. Birman. Reliable Distributed Systems: Technologies, Web Services, and Ap-

plications. Springer, 2005.

[55] K. Birman, R. Cooper, T. Joseph, K. Marzullo, M. Makpangou, K. Kane,

F. Schmuck, and M. Wood. The isis system manual. Depart. of Computer Science,

Cornell University, Sept. 1990.

[56] K. Birman and T. Joseph. Exploiting virtual synchrony in distributed systems.

In the Proc. of the ACM Symposium on Operating Systems Principles, pages

123–138, Nov. 1987.

[57] K. Birman and T. Joseph. Reliable communication in the presence of failures.

ACM Trans. on Comput. Syst., 5(1):47–76, Feb. 1987.

[58] K. Birman and T. Joseph. Exploiting replication in distributed systems. Dis-

tributed Syst., pages 319–367, Jan. 1990.

[59] K. Birman and R. van Renesse. Reliable Distributed Computing with the ISIS

Toolkit. IEEE Computer Society Press, 1994.



122 BIBLIOGRAPHY

[60] S. Bittner. Ordering in mobile networks using integrated sequencers. In Proc.

of the 3rd Intl. Workshop on Wireless Information Systems (WIS 2004), pages

73–80, Apr. 2004.

[61] D. Bottazzi, A. Corradi, and R. Montanari. Agape : a location-aware group mem-

bership middleware for pervasive computing environments. In Proc. of the 8th

IEEE Intl. Symp. on Computers and Communications, pages 1185–1192, 2003.

[62] D. Bottazzi, A. Corradi, and R. Montanari. Context-aware group communi-

cation in mobile ad-hoc networks. In Proc. of the 2nd International Conf. on

Wired/Wireless Internet Communications (WWIC’04), LNCS 2957, pages 38–

47, Jan. 2004.

[63] D. Bottazzi, A. Corradi, and R. Montanari. Context-awareness for impromptu

collaboration in manets. In Proc. of the 2nd IEEE Annual Conf. on Wireless

On-demand Network Systems and Services (WONS’05), pages 16–25, Jan. 2005.

[64] W. Cai, B.S. Lee, and J. Zhou. Causal order delivery in a multicast environ-

ment: An improved algorithm. Journal of Parallel and Distributed Computing,

62(1):111–131, 2002.

[65] P. Chandra and A. D. Kshemkalyani. Causal multicast in mobile networks. In

Proc. of the the IEEE Comput. Soc.’s 12th Annu. intl. Symp. on Modeling, Anal.,

and Simulation of Comput. and Telecommun. Syst. (Mascots’04), pages 213–220,

Oct. 2004.

[66] J. M. Chang and N. Maxemchuck. Reliable broadcast protocols. ACM Trans. on

Computer Systems, 2(3):251–273, Aug. 1984.

[67] B. Charron-Bost. Concerning the size of logical clocks in distributed systems.

Information Processing Letters, 39:1116, 1991.

[68] B. Charron-Bost, F. Mattern, and G. Tel. Synchronous, asynchronous, and

causally ordered communications. Distributed Computing, 9(4):173–191, 1996.

[69] D. Cheriton and V. Zwaenepoe. Distributed process groups in the vkernel. ACM

Trans. on Computer Syst., 3(2):77–107, 1985.

[70] D. R. Cheriton and D. Skeen. Understanding the limitations of causally and to-

tally ordered communication. In Proc. of the 14th ACM Symposium on Operating

Systems Principles (SoSP-14), page 4457, 1993.

[71] K. Chi, L. Yen, C. Tseng, and T. Huang. A causal multicast protocol for mobile

distributed systems. IEICE TRANS. INF. & SYST., E83-D(12):2065–2074, Dec.

2000.



BIBLIOGRAPHY 123

[72] G. V. Chockler, I. Keidar, and R. Vitenberg. Group communication specifications:

A comprehensive study. ACM Computing Surveys (CSUR), 33(4), Dec. 2001.

[73] Collins Cobuild. Advanced Learner’s English Dictionary. Collins CoBUILD, 5th

edition, 2006.

[74] J. Collins, N. Hall, and L. A. Paul. Causation and Counterfactuals. MIT Press,

Cambridge, MA, 2004.

[75] R. Cooper. Experience with causally andtotally ordered group communication

support-a cautionary tale. ACM Operating Systems Review, 28(1):2832, Jan.

1994.

[76] F. Cristian. Probabilistic clock synchronization. Distributed Computing,

3(3):146158, 1989.

[77] F. Cristian and F. Schmuck. Agreeing on processor group membership in timed

asynchronous distributed systems. Tech. Rep. CSE95-428, University of Califor-

nia, San Diego, 1995.

[78] R. De Prisco, A. Fekete, N. Lynch, and A. Shavartsman. A dynamic view-oriented

group communication service. In Proc. of the 17th ACM Symposium on Principles

of Distributed Computing (PODC), pages 227–236, Jun. 1998.
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