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Abstract—Mutation has been recognized to be an effective software testing technique. It is based on the insertion of artificial faults in

the system under test (SUT) by means of a set of mutation operators. Different operators can mutate each program statement in

several ways, which may produce a huge number of mutants. This leads to very high costs for test case execution and result analysis.

Several works have approached techniques for cost reduction in mutation testing, like n-order mutation where each mutant contains

n artificial faults instead of one. There are two approaches to n-order mutation: increasing the effectiveness of mutation by searching

for good n-order mutants, and decreasing the costs of mutation testing by reducing the mutants set through the combination of the first-

order mutants into n-order mutants. This paper is focused on the second approach. However, this second use entails a risk: the

possibility of leaving undiscovered faults in the SUT, which may distort the perception of the test suite quality. This paper describes an

empirical study of different combination strategies to compose second-order mutants at system level as well as a cost-risk analysis of

n-order mutation at system level.

Index Terms—Empirical evaluation, high-order mutation, mutation testing

Ç

1 INTRODUCTION

TESTING tasks are essential for software developers in
order to assure quality of their products and systems.

The goal of testing is to identify errors in the systems to fix
them. Simplifying, testers design tests that exercise
functionalities of the system under test (SUT) and check
whether the obtained results are equal to the expected
ones. Therefore, a test suite (a set of tests) is better when is
able to find more errors.

However, testing tasks are usually expensive in time and

resources. Thus, effective testing techniques and methodol-

ogies are required in order to reduce costs.
In the literature, several authors have proposed so many

techniques over the years to improve testing tasks, to reduce

their costs, or to improve their effectiveness: white-box

techniques use coverage criteria to know the areas of the

code which are executed by test cases, many criteria exist to

this end. On the other side, black-box techniques are based on

the observation of the outputs that the system gives to the

inputs, with no regard for what pieces of code are executed.
There are several levels for doing testing: unit (which is

focused on finding faults on small parts of the system, such as

classes or methods), integration testing (checks the interac-

tion between units), or system testing (which tests the

behavior of the system with its environment).

This paper is focused on functional testing at the system
level, which is focused on finding errors in the system
functionalities. The paper is about a concrete testing
technique, mutation testing. With mutation testing, small
syntactic changes are introduced in copies of the system
under test in order to create tests that are able to find those
syntactic changes. Recently, Jia and Harman have published
a complete and comprehensive survey about mutation
testing [1].

The paper analyzes their application at system level and
the goodness of n-order mutation (a variation of mutation
testing) in multiclass systems.

The paper is organized as follows: Since the technique is
applied, illustrated, and validated for multiclass systems,
Section 2 describes some background related to mutation at
system level. Section 3 provides an overview of other works
analyzing higher order mutation (HOM) testing. Sections 4
and 5, respectively, describe the research methodology and
the experimental results obtained. Finally, we draw our
conclusions and present possible lines of future work.

2 BACKGROUND ON MUTATION TESTING

Mutation is a technique for software testing based on
discovering the faults artificially introduced in copies of the
system under test, which are called “mutants” [2]. Mutants
result from the application of “mutation operators” to the
original program, which introduce syntactic changes in its
code that, in most cases, can be interpreted as faults (there
are also “functionally equivalent mutants,” whose behavior
cannot be distinguished from that of the original system).
Suppose the piece of code shown in the Original row in
Table 1 is the code of a small program to be tested: The
application of the Arithmetic Operator Replacement mutation
operator produces mutants 1, 2, and 3, whereas the Unary
Operator Insertion operator produces mutant 4.
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In the case of mutants 1, 2, and 3, the change introduced
by the operator is actually a fault with respect to the original
implementation of the program: In fact, a test case made up
of the pair (1, 1) discovers the three faults since the original
program returns 2, and these mutants, respectively, return
0, 1, and 1. The change introduced in mutant 4, however,
executes a post-increment of b after having returned the
sum of a and b, which prevents observation of any different
behavior. Thus, the change can be considered a code de-
optimization instead of a fault, and leads to this mutant
being marked as equivalent.

Taking into account that the number of equivalent
mutants may be quite high (Polo et al. report 18.66 percent
in some benchmark programs [3]), that their detection is
usually performed by hand (although there are several
studies related to automated detection [4], [5]), and that, in
some cases, a mean time of 15 minutes can be required to
uncover their equivalence [6], equivalent mutants can be
considered as “noise,” which hampers the stage of result
analysis. Furthermore, a test suite is “mutation-adequate”
when its “Mutation Score” (Fig. 1. Mutation score) is 1, and
reaching this value can be considered as the stopping
condition for the mutation testing process: Thus, the
reduction in the number of equivalent mutants is important
to alleviate the costs of mutation testing.

The mutation process in Fig. 2 was proposed by Amman
and Offutt [2], and requires automated tools to be success-
fully carried out: Bold boxes represent automatic steps in the
process. Although Step 3 (Remove equivalent mutants) is
theoretical and computationally an undecidable problem (to
take a decision means executing the program with the full
range of values), in practice some techniques exist to detect
them: By annotating the code with constraints, Offutt and
Pan detect almost 50 percent [4]; Schuler and Zeller use a
statistical method to determine the probability of a mutant
being equivalent [5]. Ideally, the process requires the
automated generation of test cases to kill mutants. Then,
the ineffective tests are eliminated (a test t 2 T is considered
ineffective when MSðP; T Þ ¼MSðP; T � ftgÞ, i.e., when it
does not kill any additional mutants). The costs of this

process involve computational costs (mutant creation and
execution, and calculation of the mutation score) and human
costs (tool configuration and result analysis, which involves
the detection of equivalent mutants).

2.1 High-Order Mutation

Several techniques have been developed to reduce the costs
of mutation and to improve its effectiveness (a very recent
and complete survey is shown in [7]). One of them is a
recently proposed and explored technique, high-order
mutation [3], [8], which consists of the insertion of n faults
in the mutant instead of 1. With M ¼ fm1;m2; . . . ;mpg
being a set of first-order mutants, a generation of second-
order mutants can be built combining m1 and m2 into m1;2

(which holds the faults of m1 and m2), m3 and m4 into m3;4,
etc. Two approaches of high-order mutation have recently
been studied.

The first approach, studied by Polo et al. [3] and Papadakis
et al. [9], tries to reduce the costs of mutation testing by
reducing the number of mutants through the combination of
first-order mutants into second-order (or higher) mutants.
This way, the number of mutants is reduced to half and, since
the mean number of first-order equivalent mutants is around
18-20 percent, the presence of second-order equivalent
mutants is also significantly decreased (the probability of
randomly combining two functional equivalent mutants is
approximately 1=5 � 1=5 ¼ 1=25 ¼ 4%).

The goal of the second approach, studied by Harman et al.
[10], is the improvement of the effectiveness of mutation
testing through the creation of higher order mutants that
simulate better errors than first-order mutants. Thanks to this
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TABLE 1
A Fragment of a Supposed System under Test

and Four of Its Mutants

Fig. 1. Mutation score.

Fig. 2. Mutation process.



kind of high-order mutation, it is possible to design better
tests that will allow finding more real errors.

This paper is focused on the first approach: using high-
order mutation in order to reduce costs of mutation
analysis. Since several authors have analyzed the proneness
of different combination algorithms to generate equivalent
mutants [3], [11], this paper evaluates and discusses several
strategies to combine first-order mutants into second-order
mutants. The underlying idea of the high-order mutation
approach studied in this paper is to reduce the costs of
mutation testing through smaller mutant sets; however, this
practice involves a risk that must be adequately measured:
A second-order mutant m may be killed by a test case t, but
it may happen that t has only discovered one of the two
faults inserted in m. Thus, in a very bad case, a Mutation
Score of 1 in a second-order mutant suite could even
correspond to 0.5 in the original first-order suite if only half
of the faults are discovered.

Historically, mutation has been applied at the unit level,
that is, faults are inserted in a concrete unit (i.e., a class). At
the unit level, a tester is focused on design test cases to test
concrete units; thus the mutation score is calculated taking
into account only the mutants of that unit. However, at the
system level, a tester is focused on designing tests to check
other features, like interactions between components, with
other systems or users and complete functionalities. There-
fore, if we apply mutation at the unit level, there are
features that can be difficult to test, such as concrete
interactions among units, configurations, or interactions
between systems.

This study analyzes n-order mutation in multiclass
systems, where faults can be inserted in different classes of
a system thanks to our supporting tool, Bacterio, which has a
specific module for generating mutant versions of the whole
application, and not only of a single class (like other tools).

3 MUTATION AT MULTICLASS AND SYSTEM LEVELS

Suppose S is a system made up of four classes fA;B;C;Dg.
Applying mutation at unit level, the tester will generate
mutants for one of these classes (for example, A) and will
focus on writing a test suite TA to reach a prefixed value of
the mutation score on A: Supposing this prefixed value is 1,
the tester will stop when

MSðA; TAÞ ¼ 1:

When this happens, s/he continues with the remaining
classes generating mutants for B;C;D and writing test cases
to obtain an MS of 1 with test suites TB, TC , and TD.

Assuming that the artificial faults are good enough, a
process like this produces enough tested units. However,
since the tester’s attention is focused on units, testing the
behavior of other system characteristics, such as the

sequence of interactions among units or whole functional-

ities, is beyond the scope of the process.
Suppose the mutation tool produces the set ofP ,Q,R, and

S mutants for the four classes in the system shown in Fig. 3.
We define a system mutant or a mutant version as a copy of

the SUT which contains at least one faulty class or module.
To kill a mutant version, the tester must now focus on

getting the execution of a given functionality to lead the

mutant version into a state different to the original version.

That is, the executed scenario must reach the mutated

statement, which may be relatively far from the interface

directly exercised by the test suite.
This type of mutation, proposed by Reales et al. [12], has

an important benefit and perfectly complements other kinds

of mutation such as traditional mutation and integration

mutation. While in traditional mutation the tester focuses on
finding errors in classes or modules, in system level

mutation the tester is focused on finding errors in complete

functionalities or in the complete system, which is usually

made up of multiple elements which interact with each

other. This new point of view helps the tester to find other

kinds of errors that can go unnoticed (Fig. 4).
Since mutation at the system level complements other

kinds of mutation, it is important to perform experiments to

see if the technique used with traditional mutation is also
effective, which is the focus of the study presented in this

paper.

3.1 First-Order System-Level Mutation

In the example, a first-order mutated version of the system

consists of three original classes and one mutant class, for

example: M1 ¼ fA1; B; C;Dg, M2 ¼ fA;B1; C;Dg, etc. In

this way, there are up to P þQþRþ S mutant versions of

the system.
Now, a test case may not directly interact with a simple

class mutant (i.e., there is no specific test suite TA for testingA

or TB for testing B), but it interacts with the whole

application, perhaps dealing with B mutated instances from
messages sent from the test suite to A (Fig. 5). Thus, the

observability of test case results is different, and the tester’s

perspective in designing test cases also differs: The goal, now,

is to observe state differences between the behavior of the

complete original system and the complete mutant version.
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Fig. 3. Class mutants of the supposed system.

Fig. 4. Mutation at the system level.



3.2 Second-Order System Level Mutation

At system level, a second-order mutant version is a system
version containing two faults. There are two different types
of mutant versions: interclass and intraclass.

Interclass mutants. A second-order mutant can be
generated with the introduction of two mutant classes in a
mutant version. Continuing with the example, a possible
mutant version could include a mutant fromA and a mutant
fromB; another could contain a mutant fromA and a mutant
from C, etc. (Fig. 6).

Since the faults are inserted in two different classes, we
call these versions “interclass mutants.”

Intraclass mutants. Another way to produce second-
order mutants is with the inclusion of a second-order class
mutant in each mutant version: Supposing A1;2 is a mutant
proceeding from the combination of the faults introduced in
A1 and A2; a second-order mutant version of the system
could be made up of A1;2, B, C, and D (Fig. 7).

The main difference of high-order mutation at system
level with respect to unit level is that the faults introduced in
an interclass high-order mutant can be very far apart (i.e., in
different classes relatively far one from the other, from the
path length execution point of view). This introduces a higher
risk of missing faults because this distance (and, maybe, the
complete independence of execution paths separating the
two faults) increases the probability of finding only one fault.
At unit level, the separation between the two faults is much
more reduced, making it easier to kill these mutants.

3.3 Equivalent Versions

If the change introduced in the mutated class is not a fault
(i.e., it is an equivalent mutant), then the mutated version will
also be functionally equivalent to the original system and it
will not be possible to kill it.

Several authors have proposed different techniques to
identify equivalent mutants, all of them being manual or
semi-automatic. From an algorithmic point of view, the
detection of equivalent mutants is an undecidable
problem [13].

In 1979, Baldwin and Sayward [14] proposed the use of
compiler optimization techniques to detect equivalent
mutants since an equivalent mutant can be consider a
optimization or deoptimization of the original program (the
code optimizer substitutes, for example, a ¼ b � 1 by a ¼ b).

Another technique proposed by Offutt and Pan [15] is
based in constraint solving. The tester must define con-
straints for the input data. Then, a constraint solving system
determines whether a mutant is equivalent. In their studies,
Offutt and Pan automatically found 45 percent of the
equivalent mutants from 11 systems.

Program slicing was proposed by Hierons et al. [16] to
assist in the detection of equivalent mutants. This technique
is able to show only those parts of the code that can be
affected by a previous statement. This is very useful for a
tester to identify equivalent mutants.

The most recent technique was proposed by Schuler and
Zeller [5] and it is based on the impact of mutants (how a
mutation impacts the values of the variables). This
technique is able to automatically determine the probability
that a mutant is equivalent, but the tester finally has to
decide which mutants are or not equivalent.

All these techniques were proposed and experimented
with at unit level. Only the last one is perfectly suitable to
work at system level because it is based on executions
through several methods and classes. But, with small
adaptations, some of the other techniques could be used
at system level.

At system level, test cases check complex interactions
among classes; therefore, the detection of equivalence can
be more difficult and costly than at unit-level mutation.

Thus, mutation at system level is an especially suitable
context for applying high-order mutation to reduce the
number of mutants and thus the number of equivalent
mutants [3], [11] or, in the context of this paper, the number
of equivalent versions.

When two mutations are combined into one mutant (a
second-order mutant) there are two possibilities:

1. The resulting second-order mutant is a nonequivalent
mutant that can be killed. This is due to the fact that
the combined effect of the two mutations will show
unexpected results. This normally happens when two
nonequivalent mutants are combined or when a
nonequivalent mutant is combined with an equiva-
lent mutant. It is also possible to create a second-order
nonequivalent mutant by combining two equivalent
mutants, but the probability is very small.

2. The resulting second-order mutant is an equivalent
mutant. This is due to the fact that the combined
effect of the two mutations will not show unexpected
results. This normally happens when two equivalent
mutations are combined. It is also possible to create a
second-order equivalent mutant by combining two
mutations so that the effect of the first one is
cancelled by the second, although, here too, the
probability is very small.

4 WORKING AT MULTICLASS AND SYSTEM LEVELS

Working at system level requires appropriated technologies
and tools. To perform the experiments presented in this
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Fig. 6. Two second-order interclass mutant versions.

Fig. 7. A second-order intraclass mutant version.

Fig. 5. Indirect use of a mutant from the test suite.



paper, we used flexible weak mutation (FWM), which is
specially designed to work at system level [12], as well as
the Bacterio mutation tool, which implements flexible weak
mutation and allows testers to perform mutation analyses
at multiclass and system levels. Both are described in the
next sections.

4.1 Flexible Weak Mutation

In order to decide whether a mutant version is killed or
alive, the test case must be capable of observing the whole
version state during its corresponding execution scenario.

At system level, this can be achieved by means of Flexible
Weak Mutation [12], a recently proposed technique which
almost continuously inspects the states of all the objects
involved in the execution scenario; in its current implemen-
tation (in the Bacterio tool), both the code of the original and
of the mutants is instrumented to leave a trace of each object
state in a log file. An execution engine looks for differences
between the traces of the SUT and of the mutant. Each object
leaves its trace according to the tester’s preferences:

1. invoking its toStringðÞ method, if it is implemented
in the self class,

2. inspecting its field values,
3. with a specific implementation of a hashCode func-

tion, which is calculated from the field values,
4. invoking toStringðÞ if it is implemented and using

field inspection otherwise,
5. invoking toStringðÞ if it is implemented and using

the hashCode function otherwise.

4.2 Bacterio: A Tool for Mutation at System Level

One of the most important elements to perform a mutation
analysis is the mutation tool. A mutation tool can automate
the mutant generation, mutant execution, and result
analyses tasks to a greater or lesser extent.

Bacterio [12] is a recently developed Java mutation tool
that implements several mutation techniques to reduce
mutation costs and increase the automation of these tasks.
This is the first tool that implements Flexible Weak
Mutation, making it possible to perform mutation analyses
at system level. Also, this tool implements Strong mutation
and two variants of Weak mutation, so it can be used to
perform traditional mutation analyses as well.

Bacterio also implements several cost reduction techni-
ques: Selective mutation [17], [18], [19], Mutant Sampling
[20], [21], [22], Mutant Schemata [23], and Bytecode transla-
tion [24]. Likewise, a recent extension of Bacterio includes an
advanced mutant execution architecture that supports
remote parallel executions. This architecture distributes the
working load among different heterogeneous hosts in a
network to execute test cases in parallel.

An important feature of Bacterio, for the experiment
presented, is that this tool implements high-order mutation.
This tool is able to create mutants with 1; 2; 3; . . . or n errors
automatically. To make these high-order mutants, Bacterio
has a set of combination algorithms (Each Choice [25],
FirstToLast [3], Random Each Choice [3], and Pairwise [26],
some of which are described in Section 4.4.1) and a set of
restrictions which can be selected along with the algorithms
(combine mutants only between operators, do not combine

errors in the same class and do not combine errors in the
same method).

Due to the features presented in Bacterio, this tool has
been selected to perform the mutation analyses included in
the experiment presented in this work.

5 OTHER STUDIES ON HIGHER ORDER MUTATION

A small number of studies have conducted research on
the application of different strategies to produce higher
order mutations.

The first study related to higher order mutation
investigated the mutant coupling effect [27]. This study
determined that, in structured languages, test cases pro-
duced for first-order mutants were sufficiently capable of
killing most of the higher order mutants. It would be
interesting to check the validity of this result with new
paradigms such as object-oriented programming.

After Offutt’s work, no research about high-order
mutation was performed until 2008. That year [8], and later
in 2009 [1], Jia and Harman advocated the use of search-
based optimization techniques as a means of efficiently
exploring the space of Higher Order Mutants, guided by a
fitness function that seeks to capture mutant “quality.”
These authors proposed a new high-order mutation
technique based on the following concept: “A high-order
mutant only is killed if all the introduced faults are found,”
and presented an experiment where the authors found
high-order mutants that were more difficult to kill than the
first-order mutants used to compose the higher order
mutant. These mutations (combined mutations are more
difficult to kill) are named subsuming higher order mutation.

In the experiment presented, the authors used 10 C
benchmark programs, 23 C mutation operators according
to the five effective operator categories proposed by Offutt
et al. [18], and the tool Milu [28], specially designed to
study higher order mutations in C. To find subsuming
high-order mutations, four algorithms were used: a greedy
algorithm, a genetic algorithm, a hill climbing algorithm,
and a random algorithm. The relevant findings were:
1) The subsuming higher order mutations are generally
numerous (between 47.0 and 89.5 percent in the programs
studied), 2) there is a tendency toward larger decoupling as
the order of higher order mutations increases (for all
programs studied), and 3) the rate of strongly subsuming
higher order mutations was low (between 0.01 and
0.4 percent in the programs studied).

In another recent work, Polo et al. [3] studied the
influence of the number of high-order mutants on the costs
of mutation at unit level. The authors presented three
algorithms to combine first-order mutants in order to make
higher order mutants: LastToFirst, DifferentOperators, and
RandomMix. Two experiments were conducted to evaluate
the influence of the combining algorithm on the number of
higher order equivalent mutants.

In the experiments, nine Java programs were used: six
research benchmark applications and three industrial
systems. The tools used were Mujava [24] to create the
first-order mutants using traditional mutation operators
and testooj [29] to generate higher order mutants using the
three combination algorithms and executing them to per-
form the experiment. The results of the experiment showed
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that the number of equivalent mutants can be significantly
reduced by using second-order mutation (from 18 to 5
percent). Since each mutation operator has a different
proneness to produce equivalent mutants, the best reduc-
tion was found with the DifferentOperators combination
algorithm. However, this algorithm generated a larger
number of second-order mutants (60 percent) than the
two others (50 percent). In the further cost and risk analysis,
the authors show that high-order mutation may be effective
even with six faults inserted per mutant.

Papadakis and Malevris [11] presented a study to
evaluate second-order mutation at unit level. In this work,
the authors conducted an experiment to evaluate the
effectiveness and the efficiency of second-order mutation.
The experiment involved eight industrial programs written
in the C programming language: seven programs from the
Siemens suite and the Space program [30] (all of these are
available with faults and a large number of test cases). To
perform the experiment, Delamaro et al. used 44 mutation
operators for C and the Proteum mutation tool [31]. Due to
the high number of obtained mutants, only 10 percent of the
generated mutants were selected for the experiment.

In the experiment, six different sets of mutants were
made using the mutant sampling technique [20] (the sets
contained 10, 20, 30, 40, 50, and 60 percent of the selected
mutants). Then, the mutants from each set were combined to
make six sets of second-order mutants. Seven combining
strategies were applied obtaining a total of 42 sets of second-
order mutants: two combination strategies, RandMix and
DiffOp, adopted as proposed in [3], and five new strategies,
First2Last, SameNode, SameUnit, SU_F2Last, and SU_DiffOp.

The findings of this study revealed that first-order
mutation is more effective at detecting faults than second-
order mutation. However, second-order mutation is more
efficient than first-order mutation. Second-order mutation
was less costly during the test design and execution phases
since the number of produced mutants and required test
cases decreased. Regarding equivalent mutants, their
number was drastically reduced, depending on the combi-
nation strategy used to make second-order mutants
(between 80 and 90 percent). As a result of the experiment,
the authors concluded that techniques that demand more
resources might detect more faults than techniques that
demand fewer resources.

Kintis et al. introduce a set of four second-order strategies
[32]: Relaxed Dominator strategy (RDomF), Strict Dominator
strategy (SDomF), and two Hybrid Strategies, which try to
jointly combine second- and first-order mutation ap-
proaches. These strategies were chosen from previous
research [11]. The proposed strategies make use of the
dominance relation between program nodes in order to
construct mutant pairs with a high chance of coupling [33].
Three experiments were performed using the MuJava
mutation testing tool [24] and a set of 15 Java program test
units. First-order mutants were created using all the MuJava
method-level operators, while second-order and weak
mutation mutants were generated based on the strategies
proposed. The experimental results suggested that both the
second-order mutation testing strategies and weak mutation
are quite effective as they result in a relatively high strong
mutation coverage score (between 96 and 98 percent).
Furthermore, this experimental study found evidence that

weak mutation is, in general, not comparable with strong as
both achieve a 97 percent collateral coverage on each other

Langdon et al. [34], [35], [36] present a new technique to
make higher order mutants, called multi-objective-order
mutation testing. This technique is based on a genetic
algorithm that explores the syntactic and semantic distance
of mutants with respect to a given test suite.

Syntactic distance is calculated by adding the number of
changes weighted by the actual difference. Semantic
distance is obtained by measuring the number of test cases
that show different behaviors between the original program
and a concrete mutant. A search-based approach with a
genetic algorithm was used to find complex faults in the
space of higher order mutants.

An experiment was conducted to evaluate the proposed
genetic algorithm. Three applications were used: two real-
world programs, the schedule and tcas benchmarks [37], and
a simplified version of the well-known triangle program
[38]. The study focused on the ROR mutation operator. The
experiment confirmed that adding faults to a faulty
program makes it more error-prone due to the fact that
complex mutants are coupled to simple mutants (Mutation
Testing Coupling Hypothesis [38]). However, in the tcas
program, the algorithm was able to find higher order
mutants that were harder to kill than any of the first-order
mutants, thus partially refuting this hypothesis. The authors
claim that the strategy used makes the approach scalable,
thus mitigating the computational cost problem, while the
identification of complex faults addresses the problem of
fault realism. The study was recently completed by
including the gzip benchmark in the experiment [34].

Kaminski et al. [39] studied subsuming higher order
logic mutation as an approach to selective mutation for
programs and queries. These authors explored the use of
subsuming higher order logic mutants to address the
selection of appropriate logic mutation operators, the
reduction of the number of mutants, and the number of
equivalent mutants. Both Java and SQL were employed as
the source code to be tested. Their experiment showed that
tests killing all the subsuming higher order mutants killed a
high percentage of general mutants while reducing both the
number of mutants and the number of equivalent mutants.

Kaminski et al. [40] reformulate the classic definition of
the ROR operator [22], showing that, for any given clause,
only three mutants are necessary, thus eliminating genera-
tion of 57 percent of the ROR mutants. The concept of
higher order mutation operator is used to define Relational
Operator Replacement Global (RORG), a mutation operator,
with the aim of successfully integrating a syntactic criterion
like ROR mutation with the semantic criterion of Multiple
Condition-Decision Coverage (MCDC). Kaminski and
Ammann [41] introduce a new logic criterion based on
component criterion feasibility to reduce the number of test
inputs needed while still guaranteeing that double faults
(second-order mutants) are detected.

Just et al. [42] present a compiler-integrated approach
called conditional mutation to reduce the time overhead
for generating and executing the mutants. It is based on
transforming the Abstract Syntax Tree (AST) to collect all
mutants in conjunction with the original program within
the resulting assembled code. The authors describe how
to extend conditional mutation to support higher order
mutation.
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To the best of our knowledge, this is the first paper
studying the adequacy of second-order mutation at system
level by using the Java language. An empirical study by
Purushothaman and Perry [43] found that 90 percent of
postrelease faults are complex faults. Therefore, our study
contributes to the software testing body of knowledge by
providing evidence to understand the impact of second-
order mutation on the effectiveness of testing mutation,
consequently benefiting testers in terms of providing
suggestions to construct test suites effectively.

6 RESEARCH METHODOLOGY

In this section, detailed information is provided on the
procedure followed to design and conduct our experiment
in order to evaluate the suitability of high-order mutation as
opposed to first-order mutation.

6.1 Research Goals

The research goals were outlined using the Goal/Question
Metric (GQM) framework [44]. The GQM template [45] of
the experiment is shown in Table 2.

6.2 Hypothesis

In order to investigate the adequacy of n-order mutation at
system level, we have to evaluate the quality of the tests
developed with this technique. For the sake of simplicity,
this experiment only focuses on second-order mutation. To
evaluate the quality of the tests designed for a second-
order analysis, we need to compare them with tests
designed for a first-order analysis. Thus, the following
null hypothesis is proposed:

. H0: Tests designed for second-order analysis have a
quality similar to tests designed for first-order
analysis.

This contrasts with the following alternative hypothesis:

. H1: Tests designed with second-order analysis have
lower quality than tests designed for first-order
analysis.

There is also another alternative hypothesis: “Tests
designed with second-order analysis have higher quality
than tests designed for first-order analysis.” This is due to the
fact that there can be some mutations which are more difficult
to find by second-order mutants [8] due to masking.

However, this alternative hypothesis was directly re-
jected because the probability of creating those second-
order mutants is very low. Moreover, high-order mutation
is used in the experiments to reduce the mutants set (the
first of the approaches described in Section 2.1), which
reduces the probability even more. Thus, in case of any
differences, the tests designed with the smaller mutants set
will have a lower quality.

6.3 Variable Description

Measuring the adequacy of n-order mutation can be
achieved using several metrics (e.g., mutation scores [2],
fitness of mutants [8], missed errors [3], etc.). Since our
study is aimed at investigating the quality of test suites
designed using first-order mutation and second-order
mutation, the metric selected was Mutation Score. Hence,
the dependent variable of the presented experiment is the
quality of the designed test suites measured in terms of the
Mutation Scores (Fig. 1), which will be calculated with first-
order mutants. Thus, the test suites designed with second-
order mutation must be executed for first-order mutants to
calculate the score, which will be compared to the score
achieved by the tests designed for first-order mutants.

Our independent variables are related to the techniques
used to perform the mutation analysis (first-order mutation
and second-order mutation). Since we can use different
combination algorithms, combination restrictions, and re-
duction algorithms to perform second-order mutation
analyses, our independent variables are: 1) Combination
algorithm used to create second-order mutants (one value is
“no algorithm,” which corresponds to first-order mutation),
2) Combination restriction (that is, interclass), which can be or
not be applied, and 3) Reduction algorithm to obtain a
mutation adequate test suite.

6.4 Instrumentation

This section describes the instruments used to perform the
experiment.

6.4.1 Combination Algorithms and Restrictions

To perform this experiment, we used four combination

algorithms to combine faults in order to obtain second-
order mutants. The four algorithms start with a list of faults
of first-order mutants, which will be combined. The
procedure for each algorithm is presented in the following
paragraphs. All of these assume the prior existence of a list
of mutants.

FirstToLast:

1. Takes the first nonused mutant from the top of the
list.

2. Takes the first nonused mutant from the end of the
list. If there are no more nonused elements, it selects
an element next to the element selected in Step 1.

3. Combines the two selected elements to create a new
second-order mutant.
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4. Marks the two elements as used.
5. This process is repeated until all the elements in the

list are used.

Between-Operators:

1. Takes the first nonused mutant from the top of the
list and determines the mutation operator used to
make the fault.

2. Takes the first nonused mutant from the top of the list
that has been generated with a different mutation
operator than the previous selected element. If there
are no unused elements with a different operator,
selects the less used element with a different operator.

3. Combines the two selected elements to create a new
second-order mutant.

4. Marks the two elements as used (if an element has
been used before, increases the number of uses).

5. This process is repeated until all the elements in the
list are used.

Random:

1. Randomly selects a nonused element from the list.
2. Randomly selects another nonused element from the

list. If there are no more nonused elements, selects a
used element randomly.

3. Combines the two selected elements to create a new
second-order mutant.

4. Marks the two elements as used.
5. This process is repeated until all the elements in the

list are used.

Each Choice:

1. Takes the first nonused mutant from the top of the list.
2. Takes another nonused mutant from the top of the

list. If there are no more nonused elements, selects
the element before the element selected in Step 1.

3. Combines the two selected elements to create a new
second-order mutant.

4. Marks the two elements as used.
5. This process is repeated until all the elements in the

list are used.

Since this experiment was performed at system level, we
introduced a combination restriction to all the algorithms
in order to disperse the faults throughout the system. This
restriction means that the combined errors must be inserted
into different classes. Under this restriction, situations where
it is necessary to combine an unused with an already used
fault can occur, so the algorithms were modified to support
this. In the experiment, we made second-order mutants
with each algorithm using the restriction and without using
it, obtaining eight different sets of second-order mutants
for each application.

6.4.2 Applications under Test

The experiment was performed with seven relatively large
applications (Table 3).

. The first application (Chess) is a system implemented
by software engineering students in their fifth year
at the University of Castilla-La Mancha. This system
implements a chess server which includes a chess
engine that encodes all the chess rules, a database to

store game information, a graphical user interface to
manage the server, and a communication layer
allowing clients to connect and play with each other.

. The next application (Cine) is a complete cinema
management system with a facility to reserve
locations. This system was developed by researchers
in the Alarcos research group at the University of
Castilla-La Mancha for the purposes of software
engineering experimentation.

. Another application (Monopoly) implements the
widely known board game. It was implemented
by software engineering professors (fifth year
computer science studies at the University of
Castilla-La Mancha). The students use this system
to check their skills in test writing after several
classes on software testing.

. The fourth application (ECal) is a lightweight, web-
based event information tracking application avail-
able at www.sourceforge.com.

. The fifth application (CitasMed) is a management
system for medical appointments. It was implemen-
ted by a freelance software engineer and it is
currently used at the internal medicine consultation
service of Gutiérrez Ortega Hospital.

6.4.3 Test Suite Description

For the five applications, the test cases were implemented
by third parties and written in JUnit. All of them show a
pass verdict (that is, they highlight the JUnit green bar).

Although they contain redundant test cases, test suites of
Cine, Monopoly, Chess, and CitasMed achieve a 100 percent
of first-order mutation score, so the first-order mutants alive
after the execution are equivalent mutants. The application
downloaded from the Internet (ECal) is also distributed with
test cases. Since it is publicly available, we believe that its
developers considered this test suite as complete and
adequate, which led to the release of this software.

To perform the experiment, we needed mutation-ade-
quate test suites for first- and second-order mutation. In
order to obtain them, we performed the mutation process
described in Fig. 2, with some differences. First, we did not
remove any equivalent mutant (Step 3 of the process) due to
the fact that we did not have any tools that implement
automatic techniques to identify them and we were working
with more than 67,000 mutants (Table 5). Second, in Step 4,
we selected all the already designed test cases instead of
generating them automatically. Third, the threshold (Step 8)
was determined as the mutation score achieved by the total
set of existing test cases.
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In the process, in Fig. 2, Step 7 had a strong impact on the
results of the experiment in this paper: A second-order
mutant may be killed by two different test cases (t1; t2),
each finding a different error. In this situation, either t1 or t2
is considered ineffective and is removed from the test suite,
losing the effectiveness of the mutation process.

In order to study second-order mutation in different
situations and establish good practices to use with it, we
implemented three greedy algorithms to reduce a test suite
based on the mutants killed by the set.

These algorithms were inspired by the greedy test suite
reduction algorithms from Gupta et al. [46], [47], [48], which
obtain reduced test suites that preserve the test requirement
(in our case, the mutation score) of the original suite: T
being a test suite and TR � T , MSðP; T Þ ¼MSðP; TRÞ. In
our case, since the systems’ developers consider T as
adequate and since TR obtains the same Mutation Score as
T , TR is also adequate: Consider, for example, the killing
matrix in Table 4, which shows a program with seven
mutants and five test cases. The Mutation Score of this T is
1. A greedy algorithm can be applied to this matrix to
obtain a reduced suite reaching the same Mutation Score. In
fact, if we add tc1 and tc5 to TR, we obtain a test suite with
just two test cases, which is as adequate as T .

The three algorithms used in the experiment are as follows:
MAX algorithm:

1. Select the test case t that kills the highest number of
mutants, remove t from the killing matrix, and add t
to TR.

2. Remove the mutants killed by t from the killing
matrix.

3. Remove the test cases that do not kill any mutant
from the killing matrix.

4. If the matrix contains tests, go to 1.

MIN algorithm:

1. Select the test case t that kills the lowest number of
mutants, remove t from the killing matrix, and add t
to TR.

2. Remove the mutants killed by t from the killing
matrix.

3. Remove the test cases that do not kill any mutant
from the killing matrix.

4. If the matrix contains tests, go to 1.

RDM algorithm:

1. Select a test case t randomly, remove t from the
killing matrix, and add to TR.

2. Remove the mutants killed by t from the killing
matrix.

3. Remove the test cases that do not kill any mutant
from the killing matrix.

4. If the matrix contains tests, go to 1.

Due to the nature of the algorithms, it is expected that the
MAX algorithm will reduce the set of test cases more than
MIN since more mutants are killed with each test. And also, it
is expected that the RDM algorithm will reduce the set of test
cases more than MIN but less than MAX. These expectations
are corroborated by the results of Tables 7, 9, and 11.

The nature of the killing matrix has a decisive influence
on the reduced test suite obtained, and the matrix, in turn,
depends on the mutation techniques used. For example, a
matrix proceeding from the execution of a first-order
mutant suite is probably different than another proceeding
from second-order mutants. Furthermore, a matrix proceed-
ing from the execution of second-order mutants created
with a given combination algorithm is probably different
from another proceeding from second-order mutants cre-
ated with another combination algorithm.

Therefore, for each combination of application, order,
combination algorithm, restriction, and reduction algorithm, we
have to perform the mutation process as described in this
section to obtain the mutation adequate test suite.

6.4.4 Tools

Due to the nature of this experiment and the applications
used, we needed a set of tools for Java technology to
perform the experiment. To manage the source code of the
applications and the test cases, we selected the Eclipse
platform [49].

To analyze the applications and obtain information about
their metrics (LOC, number of classes, etc.) we used the
Metrics plug-in for Eclipse [50]. Metrics shows descriptive
information such as number of packages, classes, and
methods; LOC; cyclomatic complexity, Weighted Method
per Class (WMC), etc.

To perform mutation analyses, we used the Bacterio
application [12] described in Section 2.5. This application
implements Flexible Weak Mutation and can execute
mutation analyses at system level, which is a prerequisite
of the experiment. Also, this tool implements the combina-
tion algorithms to make the second-order mutants described
in this section and supports high-order mutation.

Finally, to perform the statistics analysis and collect the
data, we used SPSS [51]. This is a statistics application
which supports the statistics necessary for our experiment.

6.5 Mutation Operators

The mutation operators used in the experiments were the
operators supported by the Bacterio mutation tool: five
interface mutation operators defined by Ghosh and Mathur
[52] to mutate interactions between elements (SWAP, which
swaps parameters; TEX, which forces the throwing of
exceptions; INC and DEC, which increment and decrement
numeric parameters; and NUF, which substitutes parameter
objects by null), and five traditional mutation operators
selected by Offutt in [18] (AOR: Aritmetic operator replace-
ment; ROR, Relational operator replacement; UOI, unary
operator insertion; LCR, logic connector replacement; and
ABS, absolute value insertion).
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6.6 Experimental Procedure

The following paragraphs present the experimental proce-
dure carried out for this experiment. The procedure has five
steps.

1. We took the applications and generated first-order
mutants.

2. These first-order mutants were combined into
second-order with each combination algorithm
twice: The first time we applied the combination
restriction (interclass) and the second time we did not
(intraclass).

3. For each application, we applied the MAX algorithm
(Section 4.4.3) to the second-order killing matrix.
Thus, from here we obtained new test suites as
adequate as the original ones from a second-order
point of view. Since there are four algorithms and
two restrictions, for each application A we obtained
eight reduced test suites for second-order mutants
(TS2-order;A;MAX) and one reduced test suite for first-
order mutants (TS1-order;A;MAX).

4. For each application A, we executed all the
TS2-order;A;MAX against the first-order mutant sets.
The mutation scores obtained can be compared with
the scores achieved with the TS1-order;A;MAX.

5. We performed Steps 1-4 with the MIN and the
RDM algorithms (thus obtaining: TS2-order;A;MIN,
TS2-order;A;MIN, TS2-order;A;RDM, and TS1-order;A;RDM).
In the case of RDM, since it depends on chance,
we repeated the execution three times and con-
sidered the mean of the mutation scores.

6. We compared the mutation score values and
performed statistical tests in order to evaluate our
hypothesis.

At this point we can consider that if the Mutation Score
reached by TS2-order;A on first-order mutants is similar to the
Mutation Score reached by TS1-order;A on the same mutant
set, then designing test cases for second-order mutants is
effective enough for testing applications (Fig. 8).

The Mutation Score that any test suite reaches on a
second-order mutant set is always greater than the Mutation

Score reached on the original first-order set since a second-
order mutant dies when one of its two faults is found
(actually, there is a very low probability of combining two
nonequivalent mutants into an equivalent second-order
mutant; the chances of combining two equivalent mutants
into a nonequivalent second-order mutant are equally low).
Thus, if a tester uses second-order mutation, her/his
mutation scores should be significantly higher than with
the first-order. This is due to the fact that:

1. There are fewer second-order equivalent mutants,
because the probability of combining two first-order
equivalent mutants is low.

2. Discovering one of the two faults inserted is usually
enough to consider the mutant as killed.

3. The probability of combining two nonequivalent
mutants into an equivalent second-order mutant is
very low.

Since the reduction in the number of equivalent mutants
can decrease down to 5 percent (with the first-order it is
around 20 percent), the mutation score achieved with
second-order mutation should be around 0.95, which is
considered adequate if the equivalent mutants are not
identified, which is the common practice.

6.7 Analysis Procedure

Since the aim of this study is to measure the effect of
second-order and first-order mutation on mutation scores,
we used the nonparametric Mann-Whitney test, which
determines whether the means of two groups are signifi-
cantly different. The signification level established in this
test to reject H0 was 0.05. If the result of the test had a
signification level lower than 0.05, H0 would be rejected.

In order to compare each combination algorithm and the
interclass restrictions, we applied the Wilcoxon signed-rank
test, which was designed to compare two related samples
and determine if there are any significant differences
between them. This is also a nonparametric test.

7 RESULTS

This section shows the results obtained in the execution of the
experiment. Table 5 shows the number of mutants obtained
from each application (we handled 67,694 mutant versions
in total). Note that BO = “Between Operators,” EC = “Each
Choice,” FL = “First-Last,” and Rm = “Random.”
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As seen here, the number of second-order mutants is
nearly half of the mutants obtained with first-order
mutation, but it is different depending on the combination
algorithm used to create the second-order mutants. Equiva-
lent mutants have not been identified. Table 6 shows the
mutation scores reached by the original test suites of each
application and, therefore, by the mutation adequate
reduced test suites (reduced with any reduction algorithm).

The Mutation Score of the first-order mutant execution
has scores around 80 percent (excepting the ECal applica-
tion, with 75 percent), while the second-order mutation
analysis has scores around 95 percent. This information is
important in a real testing process: If equivalent mutants are
not counted, a mutation score of 80 percent may be
considered as adequate in first-order, while the score
should be around 95 percent in second.

After obtaining this information, we executed the
experimental procedure described in Section 4.6. The results
are presented in three groups, one for each algorithm used
to remove the inefficient tests: MAX, MIN, and RDM.

7.1 Results Using the MAX Algorithm

Table 7 shows the number of tests of each mutation
adequate test suite using the MAX algorithm for first- and
second-order mutation. MAX is the most efficient algorithm
(from the point of view of the size of the reduced suite) of
the three proposed reduction algorithms: For example, the
original test suite of the Chess application was reduced from

913 test cases to 303 test cases and preserves the same
mutation score for first-order mutants, which is common for
the remaining applications. This is a first indicator that
second-order is less rigorous than first-order mutation.

Regarding the first-order mutants, Table 8 makes it
possible to compare the scores reached: 1) the test suites
reduced with the first-order killing matrixes, and 2) the test
suites reduced with the second-order killing matrixes. As
seen in this table, the second-order reduced test suites obtain
lower scores than the reduced test suites for first-order
mutants (around 6 percent lower): This means that, in fact,
second-order mutation has implications for the possible loss
of quality of test suites. The idea is therefore to evaluate
whether this loss is acceptable or not.

Note, however, the penultimate row in Table 8: It shows
the means of the mutation scores achieved by each reduced
test suite. As can be seen, the differences between the means
of the second-order scores range from 71.81 to 74.90 percent,
quite similar to the 79.96 percent obtained by first-order
score means.

In order to determine the existence of a statistical
difference between the scores obtained with test suites
adequate for first-order mutants and test suites adequate for
second-order mutants, we applied the Mann-Whitney test
(Section 4.7) to compare the scores shown in Table 8.

The second column in Table 13 shows the results of the
test: The signification level is 0.005, which is lower than 0.05;
thus, we can reject H0. This indicates that, in this experiment,
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TABLE 7
Number of Tests Included in Each Test Suite Reduced with the MAX Algorithm



there is empirical evidence to assert that there are statistical
differences in the scores obtained with first-order and
second-order mutation using the MAX algorithm in Step 7
of the mutation process; this suggests that second-order
mutation loses effectiveness.

7.2 Results Using the MIN Algorithm

This section shows the results of the experiment using the
MIN algorithm in Step 7 of the mutation process. Table 9
shows the number of test cases of each mutation adequate test
suite for first and second-order mutants. As the MIN
algorithm is less efficient than the MAX algorithm, the test
suites obtained using the MIN algorithm are bigger than the
test suites obtained using the MAX algorithm, although they

are smaller than the original ones: For the Chess application,

for example, the original test suite is reduced to 460 test cases

(over the 303 test cases obtained with MAX, but under the

original 913).
Table 10 shows the mutation scores obtained by the test

suites in Table 9 with the first-order mutants. In general, we

can see that the scores obtained by the adequate test suites

for second-order mutants are lower than the scores obtained

by the adequate test suites for first-order mutants, but these

differences are very small, around 2.5 percent. This

information demonstrates that using the MIN algorithm in

the mutation process, second-order mutation becomes more

effective than MAX.
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Mutation Scores Achieved by the Tests Obtained with the MAX Algorithm When Executed on First-Order Mutants
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Mutation Scores Achieved by the Tests Obtained with the MIN Algorithm When Executed on First-Order Mutants



The penultimate row in Table 10 shows the means of the

mutation scores. The differences between the means of the

second-order scores range from 76.54 to 77.97 percent, which

are very similar to the 79.96 percent obtained by the first-

order score means.
Once more, we applied the Mann-Whitney test with the

scores from Table 10, comparing the scores obtained with

adequate test suites for first-order and the scores obtained

with adequate test suites for second-order mutants. Table 13

(third column) shows the results of the test. Now, the

significance level is 0.028, which is lower than 0.05. Therefore,

in this case there is empirical evidence to reject our H0 when

using the MIN algorithm in Step 7 of the mutation process;

this also suggests that the second-order loses effectiveness.

7.3 Results Using the RDM Algorithm

The RDM algorithm is a random algorithm, so the experi-

ments using this algorithm were repeated three times and

the final data was calculated as the mean of the three

repetitions in order to mitigate results from chance, as the

experimental procedure shows (Section 4.6). Thus, all the
data shown in this section (number of test cases and scores)
is the mean of three values.

The data from the reduced test suites appear in Table 11.
The test suite sizes are between those obtained with MAX
and with MIN.

The scores achieved by the second-order test suites with
the first-order mutants are shown in Table 12. These scores
are close to the scores achieved with the MIN algorithm,
thus indicating that using the RDM algorithm in Step 7 of
the mutation process is more rigorous than using the MAX
algorithm. The table shows that, in general, the scores are
also lower than the scores achieved with adequate test
suites for first-order mutants, but, as with the MIN
algorithm, the differences are small, around 3 percent.

The results of applying the Mann-Whitney test to the
scores in Table 12 appear in the fourth column in Table 13.
The signification level of the tests is now 0.014, which is
lower than 0.05; therefore, there is empirical evidence to
reject our H0 with the RDM algorithm. This also suggests
that second-order mutation loses effectiveness.
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TABLE 11
Number of Tests Included in Each Test Suite Reduced with the RDM Algorithm

TABLE 12
Mutation Scores Achieved by the Tests Obtained with the RDM Algorithm When Executed on First-Order Mutants

TABLE 13
Mann-Whitney U Results for the MAX, MIN, and RDM Algorithms



7.4 Additional Studies: Comparison of the
Combinations Algorithms and Restrictions
Used in the Experiment

Up to this point, we have analyzed the differences between
first-order and second-order mutation and the effect of
using the second-order in the scores, using several
combinations of elements, with each producing similar
but different results. In order to establish good practices to
create second-order mutants, this section analyzes and
compares the combination algorithms and the restrictions to
determine the best way to create second-order mutants.

In the first part of the analysis in this section, we
compared the scores obtained both when the interclass
restriction was and was not used (respectively, columns
“Yes” and “No” in Tables 8, 10, and 12). To compare the
scores we applied the Wilcoxon signed-rank tests for paired
samples (see Section 4.7). The established hypotheses to
apply these tests were:

. H0: The two samples have a similar mean. In other
words, the scores obtained with and without the
restriction are similar.

. H1: The mean of the two samples differs. In other
words, the scores obtained with the restriction and
without it are different.

Table 14 (second column) shows the results of the test.
The significant level is 0.685, which means that there is no
empirical evidence to reject the H0, and thus applying the
restriction has no effect on the results.

In the second analysis in this section, we compared the
scores obtained with each combination algorithm (columns
BO, EC, FL, and R in Table 8, 10, and 12). To compare the
scores obtained with each algorithm we applied the
Wilcoxon signed rank test (see Section 4.7) comparing them
two by two. The established hypotheses for each pair were:

. H0: The distributions are the same with the different
treatments. In other words, the scores obtained with
each combination algorithm are similar.

. H1: The distributions are not the same with the
different treatments. In other words, the scores

obtained with each combination algorithm are
different.

Table 14 (columns 3 to 8) shows the results of the

Wilcoxon signed-rank test for the six pairs (BO-EC, BO-FL,

BO-R, EC-FL, EC-R, and FL-R). The signification level is

always higher than 0.05 except when the FL combination

algorithm is compared with another one. This means that

only the FL algorithm obtains significantly different results

in the scores. For purposes of illustration, Table 15 shows

the mean, maximum, and minimum values in the scores:

Note that they are always lower with the FL algorithm.
Therefore, we can conclude that the interclass/intraclass

restriction has no influence on quality. As for the combina-

tion algorithms, the worst option is using FL (FirstToLast) to

create second-order mutants.

7.5 Risk Analysis of Higher Order Mutation

Even if data from the experiments presented in Section 5

show small differences between first-order and second-order

mutation (second-order mutation loses between 2.5 and

6 percent of mutants), the statistical analysis demonstrated

significant differences. Therefore, using higher mutation

always involves the possibility of losing some errors

introduced by the mutation operators, which may imply a

lower effectiveness in mutation testing.
However, in some situations, the cost savings of second-

order mutation [3] may justify the risk of leaving undiscov-

ered faults. In this section we analyze the probabilistic risk

of second-order mutation compared to its cost savings. For

this, we have designed a mathematical formula (Fig. 14)

based on the probability of estimating the percentage of

faults that can remain undiscovered by test cases using

higher order mutation.
Let us suppose that we use some mutation operators to

create n mutations (or syntactic changes), and with these

n mutations we create a set of k-order mutants kMs, each

with k mutations.

. ms ¼ fm1;m2;m3; . . . ;mng.

. kMs ¼ fM1...k;Mkþ1...2k;M2kþ1...3k; . . . ;Mn�ðk�1Þ...ng.
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Wilcoxon Test Results Comparing the Combination Algorithm and Restrictions
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Descriptive Statistical Values of the Combination Algorithms



We also have a set of t-test cases that kill some of those

mutants.

. ts ¼ ft1; t2; t3; . . . ; ttg.
Let tðmiÞ be the set of test cases that discover the fault in

mi. The probability, PKðMi...iþkÞ, of killing the mutant

Mi...iþk is the probability of selecting a test case that finds

any of the faults in mi;miþ1; . . . or miþk. That is:

. PKðMi...iþk�1Þ ¼ Probability of selecting t 2 ftðmiÞg
[ � � � [ ftðmiþk�1Þg.

And the probability of selecting t 2 ðtðmiÞ [ � � � [
tðmiþk�1ÞÞ is the number of tests in the set tðmiÞ [ � � � [
tðmiþk�1Þ divided by the total number of tests.

Fig. 9 determines the probability of killing a mutant, but

does not ensure that all the mutations in the mutant will be

discovered. To discover all the mutations inside the mutant,

we have to select a test case that discovers all the mutations.

Fig. 10 shows the probability of discovering all the

mutations when a mutant is killed. Therefore, the prob-

ability of killing a mutant without detecting all the

mutations is PKkðMi...iþk�1 � PKðMi...iþk�1) (Fig. 11).
We now know how to determine the probability of not

finding all the mutations in a higher order mutant when it is

killed. Thus, the probability of not finding errors in a

complete set of k-order mutants is the mean of the

probability of each mutant since these probabilities are

exclusive. The formula for a complete set of k-order mutants

is described in Fig. 12.

The next step is to determine how many mutations are
lost based on this probability. The number of lost mutations
is the number of total mutations minus the number of
higher order mutants. This is due to the fact that at least one
mutation must be discovered to kill a mutant. Also, an
equivalent mutant can be created from no equivalent first-
order mutants or a decoupled high-order mutant can be
created (the two faults must be found to kill it). However,
the probability of creating them is very low; thus, to
simplify, these kinds of mutants were not taken into
account. The percent of possible undiscovered mutations
is represented by the formula in Fig. 13.

Therefore, the formula that determines the percent of
mutations that cannot be detected using high-order muta-
tion is the formula described in Fig. 14.

To apply the formula in Fig. 14 we need the set of k-order
mutants to know the mutations contained by each k-order
mutant and the first-order killing matrix to know all the
tðmj). The Bacterio tool is able to determine these two
elements and calculate the PUm formula for any order.

Fig. 15 shows five tables (one for each application used in
this paper). Each table shows the percent of mutations that
can be lost with an order from 1 to 10 for each combination
algorithm (Section 4.4.1). Also, each graph shows a curve
with the cost of higher order mutation calculated as 1/order.

The tables show that when the order increases, fewer
mutations will be discovered and the cost savings is lower.
The cut point between the cost savings and the percent of
undiscovered mutation is between the third- and fifth-order.
However, using third-order mutation can sometimes be very
risky, as for example with the Monopoly application, where
we can lose more than 20 percent of the mutations.

8 DISCUSSION

At first glance, the effectiveness of second-order mutation at
system level is quite similar to that of first-order mutation
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Fig. 11. Probability of killing a mutant without detecting all the mutations.

Fig. 12. Probability of not detecting all the mutations of a complete set of
k-order mutants.

Fig. 9. Probability of killing a mutant.

Fig. 13. Percentage of possible lost mutations.
Fig. 10. Probability of discovering all mutations.

Fig. 14. Risk analysis formula.



(second-order mutation loses 3.8 percent of mutants).
However, even if the difference is small, as shown in
Table 13, there is empirical evidence to accept the alternative
hypothesis: Second-order mutation has lower quality than
first-order mutation. Thus, second-order mutation gives
slightly lower mutation scores than first-order mutation,
irrespective of the reduction algorithm (MAX, MIN, and
RDM) used (although some algorithms lose more effective-
ness than others).

Although the results from first order and second order
algorithms are not apparently very different (Table 15),
there is significant evidence of the loss of effectiveness in
the last ones. However, the risk analysis shows that second-
order mutation may be adequate when using the algorithms
presented in this paper at system level with no critical
applications. This is due to the fact that the costs of
mutation testing are reduced more than a half [3] (in terms
of number of mutants and equivalent mutants) and the
effectiveness is only slightly decreased.

The results of applying the probabilistic system to the
applications of the experiments show that, up to third-order
mutation, it will be worthwhile (in terms of “lost effective-
ness/costs reduction”) for all the applications, even fourth
or fifth-order mutation being worthwhile for some of them
(always taking into account that, with higher orders, a
greater lost of effectiveness is conveyed).

One important condition which was taken into account
during this experiment is the score achieved by the test
cases with second-order mutants (around 95 percent),
which must be higher than the score achieved by test cases
with first-order mutants (around 80 percent). The difference
between the scores of first-order and second-order mutation
is due to the fact that the number of equivalent mutants
decreases using second-order mutation [3], [11], and one of
the two errors inserted in each version is uncovered.

This study confirms the results shown in previous
studies applied at unit level [3]. Taking into account the
high cost savings of second-order mutation as well as the
novel test design strategy supported by mutation at system
level and Flexible Weak Mutation, second-order mutation is
sufficiently effective and requires fewer resources.

After conducting the experiments, we can conclude that
second order mutation reduces costs significantly without
losing much effectiveness. Thus, whenever system testing is
performed for big, noncritical applications, we would
recommend using high-order mutation, since the costs are
reduced. However, for small or critical applications, we
would recommend using first-order mutation since high-
order mutation loses some effectiveness.

9 THREATS TO VALIDITY

This section discusses several issues that could threaten the
validity of the experiments and how they have been
alleviated.

9.1 Threats to Construct Validity

Construct validity is the “degree to which the independent
and the dependent variables are accurately measured by the
measurement instruments used in the experiment” [53].

In this experiment, the dependent variable is the quality
of the test suite, and it is objectively measured as the
mutation score reached in a set of mutants. Independent
variables are also deterministic: the number of faults in each
mutant, combination algorithm, and combination restriction.

9.2 Threats to Internal Validity

Internal validity is the degree of confidence in a cause-effect
relationship between factors of interest and the observed
results [53].
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Fig. 15. Risk analysis graphs.



Due to the nature of both experiments (automatic and
deterministic generation of mutants, execution of test cases,
and result analysis), all variables have been controlled and,
therefore, threats to internal validity are minimized. How-
ever, the quality of the test cases can threaten the internal
validity since we have not removed the equivalent mutants,
but, given the usual percentages of equivalent mutants, we
can consider that working with scores around 74-75 percent
is adequate, taking into account that the developers have
considered their test suites to be complete enough.

9.3 Threats to External Validity

External validity is the “degree to which the research results
can be generalized to the population under study and other
research settings” [53]. The greater the external validity, the
more the results of an empirical study can be generalized to
actual software engineering practice.

Obviously, the nature and the size of the sample
influence the generalization of the results, which makes it
impossible for us to affirm that our conclusions are
completely conclusive.

In order to mitigate this threat, we left all the experi-
mental information and the tool available for download at
http://mutationandcombinatorialtesting.blogspot.com.

10 CONCLUSIONS AND FUTURE WORK

This paper has presented a study about second-order
mutation at system level. An experiment with five
programs was performed in order to compare the quality
of second-order and first-order mutation techniques on the
basis of the mutation scores achieved.

The result of the experiment shows small differences in
the effectiveness of the two techniques (the quality of the
test cases designed for second-order is slightly lower in
terms of the mutation score). Cost savings from second-
order (lower number of mutants and equivalent mutants
and fewer executions resulting in a cheaper mutation
process) may, though, validate this technique for testing
noncritical applications.

In order to increase the validation of the study, we plan
to perform more replications of the experiment presented
here using other kinds of applications. Additionally, we
intend to extend the study to more combination algorithms
to create second-order mutants.

Finally, we plan to repeat these experiments with higher
orders such as third, fourth, etc., in order to determine up to
what order the mutation process is sufficiently safe.
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