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Résumé

Les progres des technologies de I'information et de la communication (TIC) conjugués a
la prolifération des dispositifs de détection sans fil et des objets IoT (Internet of Things)
ouvrent progressivement la voie a 1’émergence des domaines d’application variés, no-
tamment, les villes intelligentes. Ainsi, un grand nombre d’objets IoT ont été déployés
le long des routes des villes pour une pléthore d’applications. Les exemples incluent:
I’éclairage intelligent, le stationnement intelligent, les notifications d’obstruction des
égouts, etc. L’un des principaux défis dans la réalisation de ces applications est la
conception des mécanismes efficaces permettant la collecte et la livraison des données

des objets IoT aux centres de données pour traitement et/ou stockage.

L’approche de collecte de données basée sur les réseaux de véhicules est a la fois
rentable et économe en énergie car elle repose sur une infrastructure préétablie. En effet,
les véhicules peuvent incidemment traverser la zone de couverture des capteurs actifs,
et peuvent donc échanger des données. Cependant, cette approche offre une latence
élevée, qui peut atteindre 24 heures, en raison des restrictions de la mobilité urbaine:
tracés des routes, conditions de circulation, situations de congestion, et le manque de
controle de la trajectoire des véhicules en raison de leur obéissance a la volonté de
leurs conducteurs, Cela limite cette approche a la classe d’applications tolérentes aux
retards. Etant donné que dans certains scénarios de villes intelligentes les applications
doivent répondre dans un délai relativement court, nous jugeons primordial de réduire
le délais de collecte induit par cette approche. Par exemple, un égout pluvial bouché
doit étre signalé dans un délai court; sinon, il pourrait étre trop tard pour réagir. Un
ATMS (Advanced Traffic Management System) nécessite des mises a jour fréquentes
des données des capteurs, pour annoncer aux conducteurs des informations utiles sur:
les conditions de circulation, la pollution de ’air , et le bruit environnemental. A cet
égard, nous nous sommes intéressés a la problématique de réduction de la latence du

processus de collecte de donneés a base de véhicules dans les environments urbains.

En fait, en analysant les travaux précédents, nous avons constaté qu’en plus des
contraintes inévitables liées a la mobilité urbaine, la longueur des trajectoirs assignées
aux véhicules agissants en tant que mules de données ou puits mobiles, contribue de
maniere significative a I’augmentation de la latence du processus de collecte. En effet,

dans ces travaux, des trajectoires de plusieurs segments de route sont attribuées a un



seul élément mobile. Ainsi, les données collectées par ce dernier ne seront transmis au
centre de données qu’apres avoir parcouru tous les trongons de route de sa trajectoire,
ce qui ne fait que ralentir le processus de collecte. Alors que les véhicules sont abon-
dants en milieu urbain et peuvent communiquer entre eux et/ou avec des élements de
I'infrastructure, nous estimons que les capacités de mobilité et de connectivité étaient
souvent sous-exploitées dans ces travaux, ce qui s’est traduit par des solutions sous-
optimales entrainant une latence importante.

Pour remédier a ce probleme, nous proposons dans cette these de tirer parti d’une
caractéristique importante de I’environnement urbain, a savoir sa richesse en éléments
mobiles (véhicules). Nous suggérons d’exploiter la présence opportuniste des véhicules
par 'implication du plus grand nombre de ces derniers dans le processus de collecte.
Cela permettra d’alléger les taches des éléments mobiles en leur attribuant des tra-
jectoires plus courtes, ainsi que d’augmenter le degré de la répartition du processus
de collecte, par consequent réduire sa latence. La réduction de la latence d’une telle
approche, qui permet d’une part d’économiser les cotlits de déploiement et 1’énergie et
de l'autre part, d’assurer une plus grande ouverture aux applications qui ne tolerent
pas les retards, ce qui s’aligne avec le concept de la ville intelligente.

Dans cette these, nous examinons d’abord 'approche de collecte de données basée
sur les réseaux de véhicules a travers une étude détaillée des solutions proposées dans
la littérature. Ensuite, nous proposons une taxonomie des solutions de collecte de
données urbaines basées sur cette approche. Enfin, nous proposons deux principales
contributions. Il s’agit de deux stratégies de collecte de données urbaines rentables et
économiques.

La premiere stratégie, appelée OMS (Opportunistic Mules for Short Delay Appli-
cations in Smart City), offre une latence de collecte de données réduite en tirant parti
des communications véhiculaires opportunistes pour augmenter la distribution du pro-
cessus de collecte de données. Précisément, il allege la tache de collecte de données en
attribuant un seul segment de route aux véhicules désignés comme mules de données.
Ceci est réalisé grace a la conception de deux processus qui operént simultanément : i)
la dissemination d’une demande de mules de données et ii) I’élection opportuniste des
mules de données.

La seconde stratégie traite le probleme de la collecte de données urbaines avec des
puits mobiles en situations de congestion. Dans ce systeme, nous proposons de tirer
profit de la forte densité de véhicules dans les situations de congestion pour soutenir
les puits mobiles avec des puits temporaires, désignés a partir des vehicules de citoyens,
afin de collecter les données des routes encombrées. Enfin, des simulations dans des con-
ditions de mobilité réalistes démontrent que les deux mécanismes de collecte proposés
parviennent a fournir de fagon opportuniste a une grande partie de la zone d’intérét,

des véhicules pour collaborer au processus de collecte de données en un temps réduit.
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Abstract

Advances in information and communication technologies combined to the proliferation
of wireless sensing devices and IoT (Internet of Things) objects are gradually paving
path for the emergence of smart cities. Consequently, plethora of IoT objects have been
deployed along cities’ roads for wide variety of applications. Examples include smart
lighting, smart parking, storm drain obstruction notification, etc. A critical challenge
for the success of a smart city application is to provide efficient mechanisms for data

delivery from IoT objects to data centers for processing.

On the other hand, Vehicular Adhoc Networks are playing an important role in the
design of smart city applications. Actually, in many works, vehicles are suggested to be
used as data mules or mobile sinks to gather data from IoT sensors and to deliver it to
the cloud or to data centers. Indeed, vehicles may incidentally cross the coverage area
of active sensors. Therefore, they can exchange data. The benefits of this approach are
multiple. First, it provides an alternative cost effective solution for data collection, as
it leverages an already deployed cost-free infrastructure. Second, it is energy-efficient
as data offloading of IoT sensors is performed using only one hop communication.
However, it is difficult to control the movement of vehicles, since the latter only move
according to the the drivers’ will and according to trajectories that are not necessarily
adapted to data transport. Moreover, the high dynamism of urban environment, in
addition to the urban mobility constraints: road layouts, traffic conditions, congestion

situations, lead to high delays for vehicular networks-based data gathering.

The high latency of the vehicle-based approach limits it to only one class of appli-
cations, namely: delay-tolerant applications. Given that, in some smart city scenarios,
applications are required to respond in a relatively short delay, reducing the latency
of such a promising approach to meet the requirements of short delay applications is
paramount. For instance, a clogged storm drain should be reported within a limited de-
lay; otherwise, it might be too late to react. An ATMS (Advanced Traffic Management
System) requires frequent updates of sensor data to advertise useful information about
traffic conditions, air pollution, and environmental noise to drivers. In this respect,
we are interested in the problem of reducing the latency of the vehicles’-based data

collection process in urban areas.

In fact, by analyzing previous works, we found that, in addition to the unavoidable

vii



constraints related to urban mobility, the length of the trajectories assigned to vehicles
acting as data mules or mobile sinks, significantly contributes to the increase in latency
of the collection process. Indeed, in these works, trajectories of several road segments
are assigned to a single vehicle. Thus, the data collected by the latter will be transmit-
ted to the data center only after having covered all the road segments of the assigned
trajectory, which slows down the collection process. While vehicles are abundant in
the urban environment and can communicate with each other and with infrastructure
elements, we find that mobility and connectivity capabilities were underutilized in these
works, resulting in sub-optimal solutions with significant latency.

To overcome the high latency issue, we propose in this thesis to take benefit from
an important characteristic of the urban environment, namely its richness in mobile
elements (vehicles). We suggest leveraging the opportunistic presence of vehicles by
involving as many vehicles as possible in the collection process. We argue that increas-
ing the distribution degree of the collection process will reduce its latency. Reducing
the latency of such a promising approach, will allow greater openness to short delay
applications which is in line with the smart city concept.

In this thesis, we first, investigate the vehicular networks-based data collection
approach and propose a taxonomy for vehicles-based urban data collection solutions.
This investigation culminated in proposing two cost-effective and energy-efficient urban
data collection schemes.

The first scheme, called OMS (Opportunistic Mules for Short Delay Applications
in Smart City) provides a reduced data collection latency by leveraging opportunistic
vehicular communications to increase the distribution of the data collection process.
Precisely, it alleviates the data collection task by charging the vehicles that are des-
ignated as data mules, to collect data only on one road segment. This is achieved
through two simultaneous processes of: i) a request for data mules propagation and ii)
an opportunistic data mules election.

The second scheme deals with mobile sinks-based urban data collection in congestion
situations. In this scheme, we propose to take benefit from the high vehicular density
of congestion situations to support mobile sinks with temporary sinks, designated from
citizen cars, to collect data from congested roads.

Finally, Simulations in realistic mobility settings demonstrate that the proposed
schemes manage to provide a large portion of the area of interest with opportunistic

vehicles to collaborate in the data collection process in a relatively short delay.
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Chapter 1

Introduction

1.1 Problem Statement and Motivations

Nowadays, cities are facing new challenges that are characteristics of modern society,
including an aging population, reduced energy consumption and carbon emissions, the
struggle for greater sustainability, and economic growth. In addition, the size of cities
is increasing rapidly due to migratory movements. Indeed, it is expected that by 2050,
about 70% of the world’s population will live in cities [85].

To meet these challenges, smart city initiatives have emerged, suggesting a new ap-
proach of thinking about the development and management of cities. Actually, several
definitions of smart cities exist. However, since late 2014, a definition of ”smart cities”
has been approved by international standards bodies. In fact, on January 2015, The
ISO/TMB SAG (International Standards Organization Technical Management Board,
Strategy Advisory Group) has launched the following definition of “smart city” which is
being automatically adopted by the other international, more specific standardization
bodies (International Electrotechnical Commission IEC, International Telecommunica-
tions Union ITU, Comite Européen de Normalisation CEN)[78]: A smart city is one
that
... dramatically increases the pace at which it improves its soctal economic and en-
vironmental (sustainability) outcomes, responding to challenges such as climate
change, rapid population growth, and political and economic instability. .. by funda-
mentally improving how it engages society, how it applies collaborative leadership
methods, how it works across disciplines and city systems, and how it uses data in-
formation and modern technologies. ..

Accordingly, smart cities are heterogeneous systems that merge technological and
social aspects while fostering the citizen participation. Nevertheless, efficiently running
these systems at an urban metropolitan scale raises new challenges that range from
urban-scale social and physical sensing to cloud-based urban data management, going
through energy-efficient wireless communication protocols, privacy by design, hetero-

geneous distributed data collection, visual analysis, and urban system software engi-
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neering [83]. Actually, infrastructure management is transformed towards a data-driven
approach following four basic building blocks: data, analysis, feedback and adaptability
[87]. This is done by deploying information systems which are fuelled using elements
of the Internet of things (IoT) as data sources, such as Smartphones, radio-frequency
identification (RFID) cards and wireless sensor networks (WSNs).

WSNs are core components for data acquisition in smart city applications. Indeed,
due to their low cost and small size, sensing devices can be easily deployed at a large
variety of locations allowing coupling the physical infrastructure to information and
communication technologies. This has caused a significant and rapid increase in the
number of IoT objects deployed on streets, which has resulted in massive amount of
data to be delivered to data centers. In fact, the issue of collecting the data from
the huge number of sensors and actuators spread across streets is still considered as
the main challenge for smart city realization. As a matter of fact, the complexity
of the urban environment can cause network fragmentation due to forcefully sparse
node deployments or unpredictable dynamics in wireless link availability [19]. Even
if cellular communications have been suggested as an alternative solution, it could be
very expensive because of the need of a permanent infrastructure to be built to cover
all the nodes. Moreover, it is difficult from economic and administrative points of view
to equip each sensor device with a SIM card [18]. Furthermore, the energy consumed
for the data collection process could be critical and highly dependent on the quality of

the required communication.

One effective, economical and suitable way to deliver sensor data to the central
controller is to exploit Mobile Elements (MEs) that may be robots or vehicles. In fact,
while moving, MEs can download sensors data once they are within their communi-
cation range [19, 18, 105, 43, 91, 47, 97]. This approach, well known as MEs-based
data collection approach, is proved to be effective in energy economy as well as energy
consumption balancing which are considered as the main issues in traditional WSN

multi-hop forwarding strategies.

On the other hand, vehicles could contribute to efficient operation of the city by
serving as IoT mobile nodes. Indeed, the proliferation of vehicles and the maturity of
ad hoc network technologies (VANETS), make today vehicles capable of retrieving data
and transmitting them to collection gateways [23, 5]. Several works deal with urban
data collection using vehicles as MEs. In [19], the data mule concept is adapted to urban
mobility by handing over the mule role to a better candidate, when the trajectory of the
vehicle acting as data mule does not fit the planned trajectory. The data mule concept
is then extended to a more realistic entity called “oblivious data mules” [18] where
taxicabs are used to deliver the data of a smart city to the urban monitoring center.
Vehicles are also proposed to act as mobile sinks to collect the data from stationary

sensors in smart cities [91, 60].



1.2. Research methodology 3

However, these works employ vehicles to collect data for long trajectories that cor-
respond to vehicles’ itinerary. Therefore, data delivery latency is obviously high. Given
that some smart city applications are required to respond in a relatively smaller delay,
reducing the latency of such a promising approach is crucial. For instance, a clogged
storm drain should be reported within a limited delay; otherwise, it might be too late
to react. An ATMS (Advanced Traffic Management System) requires frequent updates
of sensor data to advertise useful information about traffic conditions, air pollution,
and environmental noise to drivers. The high latency of the above mentioned vehicle-
based data collection works makes them unsuitable for this kind of applications. This
motivates us to deal with the problem of decreasing latency as much as possible.

Therefore, this thesis aims to reduce the data collection latency of the vehicle-based
approach to meet the requirements of short-delay smart city applications. The thesis
outlines the principal factors that lead to high latency of vehicle-based data collection
in urban environment, and it proposes two reduced-latency data collection schemes for

smart city applications. Below, are the specific objectives of our work.

1. Leveraging opportunistic vehicles to design a short latency data collection schemes

for roadside sensors of urban areas,

2. Designing an optimal request propagation strategy in order to provide a dis-

tributed data collection process,

3. Identification of suitable vehicular routing algorithms that can be used to deliver
data collected by vehicular collectors to data centers while maintaining a reduced

data collection latency,
4. Performance evaluation of the proposed schemes.

Hence, this thesis aims to contribute with novel cost effective and energy efficient data
collection solutions for a specif class of smart city applications, that is short delay

applications.

1.2 Research methodology

In order to reach the thesis goals, we have applied a design and creation [20] research
methodology. For each contribution, the five stages of the applied research methodology
have been followed: awareness, suggestion, development, evaluation and conclusion.
The first step in the research process was to identify the research issues. Essentially, the
literature on vehicular sensor networks (VSNs) and smart cities has been reviewed and
data collection solutions related to VSNs and smart cities have been critically assessed.
This has allowed us to highlight issues that few research studies have addressed. Then,

we sketched and proposed solutions that were implemented and evaluated using network
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simulators. To this end, a set of metrics were used to evaluate the results and real data
were used in the simulations where possible. Finally, for each solution, the process
concluded by identifying the main contributions to the state of the art and outlining

future works.

1.3 Contributions

In this section we summarize our contributions and the publications derived from them.

The main contributions of this thesis are three folds:

e A classification of vehicle-based data collection schemes for smart city is proposed

in this thesis. We classified the reviewed schemes according to two criteria:

i) The type of vehicles used for data gathering: whether they are specific ve-
hicles initially dedicated for data collection such as municipality vehicles, or

opportunistically elected from citizen cars.

ii) Application response-time: whether the data collection scheme is proposed

for delay tolerant applications or short delay applications.

e The design of a cost effective short latency urban data collection scheme by lever-
aging opportunistic inter-vehicular communications. The scheme opportunisti-
cally designates to each road segment a vehicle that will act as a data mule. To
that end, an optimized strategy to disseminate a request for data mules is pro-
posed. The proposed scheme was described in [27] in 2018 and it was presented
at the seventh IEEE International Conference on Smart Communications in Net-

work Technologies'.

The results of this contribution were extended with the enhancement of the op-
portunistic data mules election procedure. In this version of the proposed scheme
called, OMS: Opportunistic Mules for Short latency data collection in smart cities,
weighting coefficients of election parameters were considered. Deeper analysis and
extensive simulation scenarios were provided. OMS was published in [26], in a
special issue of International Journal of Communication Systems? on Smart Com-
munications for Autonomous Systems in Network Technologies. However, OMS
relies only on opportunistic mules whose presence is likely to be reduced in sparse
networks, such as in nighttime scenarios. It was therefore necessary to deploy a

set of dedicated vehicles to collect data from roads with low vehicle density.

nternational Conference on Smart Communications in Network Technologies (SaCoNeT).
https://ieeexplore.ieee.org/xpl/conhome/8552598 /proceeding
https://onlinelibrary.wiley.com/doi/full/10.1002/dac.4445
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e As a consequence, a new reduced latency urban data collection scheme is de-
signed by integrating specific vehicles that are initially dedicated for urban data
collection along with citizen cars. By involving dedicated vehicles, we aim at
increasing vehicles’ availability in low dense roads. In this new scheme, oppor-
tunistic vehicular communications are leveraged to create a collaborative data
collection process that allows dedicated vehicles embedded with mobile sinks to
act as masters by delegating slave sinks among citizen cars to collect data from
congested roads. Master sinks will then, be responsible only for collecting data
from low-density roads. By doing so, we guarantee a uniform distribution of data
collection process. The proposed scheme was described in [25] on 2020 and it was
presented at The 2020 International Symposium on Networks, Computers and

Communications®.

1.4 Thesis organization
The thesis is organized as follows:

Chapter 2 provides a background to frame the following chapters of this thesis. It
describes common features in smart city architectures focusing on the data collection
issue. The chapter also gives an overview of Vehicular Sensor Networks (VSNs), their
various communication architectures, their promising applications, and the main chal-

lenges faced by the VSN paradigm.

In Chapter 3, we investigate the schemes that utilize vehicles to collect data from road-
side sensors in urban areas. We first introduce the mobile element-based data collection
approach. Then we review existing vehicle-based data collection schemes for urban ar-

eas and provide a taxonomy.

Chapter 4, presents the design and the performance of OMS: Opportunistic Mules for
Short delay smart city applications, our reduced-latency vehicle-based data collection

scheme for smart city applications.

In Chapter 5, a new reduced-latency vehicle-based data collection scheme is designed.
The new scheme employs specific vehicles devoted for urban data collection to take in

charge low dense roads and to delegate opportunistic sinks for congested roads.

To conclude, Chapter 6 summarizes the main contributions of this thesis and discusses

potential future work directions.

3IEEE International Symposium on Networks, Computers and Communications (ISNCC 2020).
https://ieeexplore.ieee.org/document /9297299
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Chapter 2

Vehicular Sensor Networks and
Smart Cities: Background

2.1 Introduction

Cities are confronted with new challenges that are raised by the characteristic of con-
temporary societies: economic recovery, greater sustainability, reduction of energy con-
sumption and carbon emissions, etc. To meet these challenges, smart city initiatives
have emerged, offering new manners of looking at city development and management.
To that end, investments in human and social capital as well as in traditional (trans-
port) and modern (ICT) communication infrastructure should fuel economic growth
and improve quality of life while judiciously managing natural resources. Accordingly,
infrastructure management is evolving into a data-driven approach following four basic
elements: data, analysis, feedback, and adaptability.

The main source of data in smart cities is the IoT elements which may be: Smart-
phones, radio-frequency identification (RFID) cards, wireless sensor networks (WSNs),
and vehicular sensor networks (VSNs). The data collected by these elements is used in

a wide range of applications.

One of the main goals of building smart cities is to improve the efficiency of traffic
management. To this purpose, intelligent transportation systems (ITS) are being imple-
mented by fitting contemporary vehicles with various sensing devices such as actuators,
GPS devices, and micro-embedded computers, providing them with data collection and
processing functionalities. In addition, vehicles can communicate with each other or

with roadside infrastructures to form what is called a vehicular sensor network (VSN).

This chapter includes the background to frame the following chapters of this thesis.
Section 2.2 describes common features in smart city architectures focusing on the data
collection issue. Secondly, Section 2.3 gives an overview of VSNs, showing their various
communication architectures, their promising applications, and the main challenges

faced by the VSN paradigm. Finally, Section 2.4 concludes the chapter.
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2.2 Smart city

The concept of “smart city” has been proposed both to resolve bottlenecks in urban-
ization and to support sustainable urban development. A city is smart if it is able to
capture, analyze and integrate critical information in public safety, industrial activities,
social public services, etc. With the rapid evolution of the IoT and cloud computing,
the benefits of a smart city are growing and include improving the quality and perfor-
mance of urban services, reducing costs and wasting resources, as well as improving the
management capacity of governments. According to Caravela IoT solutions engineering
company': “A Smart City is an urban area that uses different types of IoT sensors to
collect data then use insights gained from that data to serve centralized (governmen-
tal) applications such as efficient management of assets, resources, and services and
decentralized (citizen) applications such as insights into rainfall, micro-climates and air
quality. Cellular technology is used for data collection where there is a ready source
of power, where large data throughput is necessary and where there are relatively few
sensor endpoints. Low-power wide area networks are used where there is no ready
source of power, minimal data throughput is sufficient, and where thousands of end-
points must be supported.” The infrastructure shown in figure 2.1 is designed to collect
and deliver information captured by urban sensors to the city servers. The information
flow in this schema begins from the sensors, which gather data about their environment

and transfer it to a gateway. The latter delivers the collected data to the data center.

2.2.1 Domains of a smart city

The motivation behind smart cities is to make citizens life easier by improving their
quality of life (QoL). To this purpose, smart city should affect several aspects of the
good operating of the city. This section describes the most common smart city domains

referred in the literature.

People: Since the purpose of a smart city is to help people, it is then necessary to
pay special attention to the human factor. The following are examples of possible
solutions that could develop this factor: improving the services provided by the
healthcare system [59], Bringing new ways of using technology to improve the
education system, maintaining public spaces, enhancing public safety as well as

cultural and entertainment activities [86][84].

Economy: Smart economy aims at improving the economy and business oppor-
tunities by incorporating innovative solutions based on technology. This would
increase the flexibility of the labor market, offer citizens various economic op-
portunities, overcome the challenges of economic globalization, promote sharing

economy, and provide a balanced and sustainable economic growth [64].

"https:/ /www.caravelaiot.com/2019/11/1294/
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Figure 2.1: WSN data collection infrastructure [41]

Mobility: Smart Mobility focuses on the mobility of people as well as on that
of vehicles. Among its objectives we cite: supporting walk-ability and cycling,
effectively managing vehicles’ traffic and pedestrian movement, minimizing traf-
fic jams, providing mass rapid transit systems, such as metro rail, light metro,
monorail, or “skytrain” for high-speed mobility, and providing seamless mobility
for differently-abled people [64].

Management: This domain is one of the most developed aspect among smart
cities. It concerns transport, energy, and natural resources management [7]. Ex-
amples of initiatives being implemented at present are: improving public trans-
port and city logistics, control of public lighting, energy demand and renewable
energies, management of crop cultivation and feed dosing [79], production devel-
opment for farms, allocation and measurement of water productivity for agricul-

ture [89], municipal and domestic purposes.

Governance: The smart government consists on digitalizing the administration
to improve government systems efficiency. For example, the voting system can
be improved by incorporating the e-democracy which aims at providing citizens

with an easy access to public documents, hence improving transparency [86].

Infrastructures: This aspect encompasses facility management such as property
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Figure 2.2: Smart city system building blocks [64].

and leasing, and services such as cleaning and maintenance. Quality of Living
(QoL) aspects such as lighting, heating, and ventilation are also included. Figure

2.2 summarizes the six building blocks of a smart city.

2.2.2 Generic smart city architecture

The architecture of smart city information systems follows certain common patterns
that can be easily found in most smart cities. In fact, smart city frameworks have
shoot up with the aim of facilitating the development of applications involving multiple
shareholders by providing a platform of common services.

The design of smart city systems typically follows a service-oriented, three-layer ar-
chitecture as it is illustrated by figure 2.3. The first layer includes the required elements
to collect information from the city (e.g. sensor devices, surveillance cameras, social
networks, supervisory control and data acquisition systems). The second layer provides
the city with services such as relational and non-relational storage, geographic infor-
mation systems, data analysis, cloud computing, natural language processing, business
intelligence, etc. In fact, this layer acts as a middleware, which provides the city with
an API to connect the elements of the first layer to the services offered in this layer.
The elements of the infrastructure shown in figure 2.1 are part of the elements from
the first and second layers. Finally, the third layer is an application layer, in which

applications based on data and services provided by the middle layer are implemented.

2.2.3 Wireless sensor networks for smart city

Sensor networks are essential components of smart cities as they are the main technology
for collecting data. Wireless sensor networks (WSNs) are self-organized networks that
can be built by relatively cheap and small sensors with low power consumption and
maintenance cost whose ability to transmit data remotely allows their deployment at
a large variety of locations (on the ground, in the air, in vehicles, on bodies, inside
buildings, etc). A sensor node, also known as mote, consists of three basic units:
a sensing unit for data acquisition from the physical environment, a processing unit
for local data processing and storage, and a wireless communication unit for data

transmission. Motes may be also equipped with actuators that enable them to execute
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actions. In this case, the networks are known as wireless sensor and actuator networks
(WSANs). WSNs are based on autonomous cooperative communications to transmit
sensors data to the smart city data centers. This data will first be sent to a device on
the edge of the WSN called a gateway or base station. Gateways are equipped with
multiple communication interfaces. Different types of wireless networks can be built
based on the various existing wireless communication technologies. In the following,

we present the most appropriate WSN technologies for smart cities.

2.2.4 WASN technologies for smart cities

The most important technologies according to communication range and throughput

are classified in figure 2.4.

WPAN (Wireless personal area networks) is developed by the IEEE P802.15
Working Group for short-range wireless networks. This technology meets the com-
munication and interoperability requirements of ubiquitous computing devices
such as PCs, peripherals, cell phones, consumer electronic devices, etc. Primary
considerations are maintaining low power consumption, small size and low cost
devices. Relevant technologies are: Bluetooth, ZigBee, and 6LoWPAN. Bluetooth
is used for streaming data applications and control and monitoring functions. A

typical use case of Bluetooth in smart city is Smart Ticketing [39] which focus on
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using Bluetooth Low Energy (BLE) beacons for mobile ticketing in urban pas-
senger transport. Zigbee is designed for small scale projects which need wireless
connection such as medical device data collection, home automation, and other
low-power low-bandwidth needs (e.g. street lighting control [68]), where as 6LoW-
PAN is designed to enable low-power devices with limited processing capabilities

to participate in the Internet of Things.

WLAN (Wireless local area networks) provide low-range but broad through-
put wireless networks for a limited area such as a home, school, laboratory, or
office building. Wi-Fi is the most widely used WLAN in the world. For instance,
in Montreal, Wi-Fi access points are deployed on the streets not only for provid-
ing citizens with the Internet, but also to connect IoT objects that require a wide
bandwidth such as IP-based traffic cameras [65].

WMAN (Wireless metropolitan area networks) has been developed by the
IEEE 802.16 Working Group to respond to the market demand for Broadband
wireless access (BWA). This technology is intended for cellular service providers
and leaves many of the implementation decisions to the implementer, particularly
at the base station side [21]. WMANS can be implemented using a variety of wire-
less technologies: LMDS (Local Multipoint Distributed Service), MMDS (Multi-
Channel Multipoint Distributed Service), FSO (Free Space Optics ), WiMAX
(Worldwide Interoperability for Microwave Access), etc. For instance, in [68],
WiMax is used in conjunction with the ZigBee sensor network for complete con-

trol of street lighting.

LPWAN (Low-power wide-area networks) has emerged as an answer to
IoT applications that require long transmission range, low power consumption,
and low-cost deployment. LPWAN provide a communication range up to 10
km in urban areas [72] with a bit-rate ranging from 0.3 kbit/s to 50 kbit/s per
channel [4]. This makes them suitable for IoT applications that require trans-
mitting a small amount of data multiple times per day. LoRaWAN, SigFox, ,
and NB-IoT are arguably the most widely adopted technologies. For instance,
LoRaWAN promises pervasive connectivity in outdoor IoT applications while
keeping network structures simple and manageable. In addition, LoRa uses unli-
censed frequencies which are freely accessible. It is perfect for battery-operated
sensors and low-power applications in the Internet of Things [8]. Smart agricul-
ture [82], smart water management [66], and smart parking [51] are among the
projects that have solved real problems with LoRaWAN. A technical overview of

the three competing technologies is presented in [29].
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2.2.5 Data collection in traditional WSNs

Data collection is one of the main operations performed in WSNs, where a central
unit or base station receives all of the data generated by each sensor through wireless
communications. Data collection is necessary for estimating network size, determining
the system load, processing user queries, etc. Several approaches have been designed
to efficiently collect WSN data with different objectives such as energy efficiency, delay,
network throughput, energy-delay trade-off, etc. Aggregation functions such as MAX,
MIN, AVG can also be used when collecting WSN data to meet specific demands like
user queries or network characteristics estimation. In this case, the data collection
process is referred to as data aggregation. Figure 2.5 depicts an example of a WSN
including one sink node denoted by S and 9 sensor nodes denoted by S; (0 <i <8). S
is connected to the Internet through a wired or wireless link. Each bidirectional edge
between two nodes in Figure 2.5 corresponds to a one-hop communication link. For
two nodes without a direct link, multi-hop communications are used for data transfer.

For instance, if the WSN in Figure 2.5 is used to monitor the temperature of an
area of interest, then, if the purpose is to obtain the average temperature value of a
monitored area at time t, aggregation is applied as an AVG function. On the other
hand, if individual temperature values are required at time t, sensors transmit their

sensed temperature to the sink.

When dealing with data collection for WSNs, the limitations of WSNs on power
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Figure 2.5: An example of a Wireless Sensor Network.

supply, computation, storage, and communication capacities bring several challenges

which can be summarized as follows [50].

Energy Efficiency. Most sensor nodes are battery-powered, which makes them
energy-limited. In addition, it is usually undesirable or even impossible to recharge
sensors deployed in hostile areas. This requires taking into consideration the en-

ergy efficiency criterion when designing a data collection method.

Timeliness and Real-time. The interference caused by wireless communication
together with the limited communication capacity of the sensor nodes makes

designing efficient data collection algorithms for real-time applications a challenge.

Scalability and Robustness. WSNs are large-scale networks with a dynamic topol-
ogy. At any time, new nodes may join a network and other existing nodes may dis-
appear. Therefore, scalable data collection algorithms are highly desired. On the
other hand, it is challenging to design optimal distributed algorithms due to the
difficulty of obtaining the overall real-time network information. Consequently,

designing optimal distributed data collection algorithms is also challenging.

Time Synchronization and Distributed Solutions. It is difficult to obtain a strict
time synchronization for WSNs due to the unstable deployment environment,
clock drifts, and technical limits. Therefore, to understand the performance of
data collection for practical WSNs, it is important to investigate distributed data

collection algorithms for asynchronous WSNs.

Other Issues. There exist many other challenges for data collection in WSNs
induced by node mobility, security issues, etc. To address these challenges,

application-aware data collection schemes are to be developed.
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Much research has been done on data collection in the WSNs. In the following, we

will summarize some of them according to their objective.

Energy-Efficient Data Collection. In [107] optimal solutions are developed
for the traffic-aware relay node deployment problem, with the aim of maximizing
the network lifetime. The problem is transformed into a generalized Euclidean
Steiner Minimum Tree (ESMT) problem and a hybrid algorithm that returns op-
timal results with all test cases is developed. However, the solution may return
fractional numbers of relay nodes as it was designed for the continuous domain.
The authors hence, developed algorithms for discrete relay node assignment, to-
gether with local adjustments that yield practical solutions. In [106], the WSN
is partitioned into clusters using an Approximate Data Collection (ADC) algo-
rithm. In addition, local data correlations on each cluster head is discovered, and
a global approximate data collection is performed at the sink based on the model
parameters provided by cluster heads. To this end, the authors designed a local
estimation model to approximate the readings of the clusters. Simulation results
show that ADC can reduce the communication cost with given error bounds. A
near-lifetime-optimal and scalable data collection solution is presented in [69)].
Instead of using a fixed network topology, the authors construct a set of commu-
nication topologies and apply each topology to different data collection cycles.
The solution provides a spatial load balancing by flexibly distributing the traffic
load across different routes in the network. Moreover, it balances the energy con-
sumption in the time domain. The solution is further extended, for the aim of
scalability, in order to be applied to networks with multiple base stations which

can cooperate with each other to provide a distributed data collection solution.

Delay-Aware Data Collection. Besides energy saving, there are strong needs
for developing WSNs algorithms with other optimization priorities such delay re-
duction. A delay-aware data collection network structure for WSNs is proposed in
[28] with the aim of minimizing the data collection delay. To this end, two network
formation algorithms are designed to construct the proposed network structure in
a centralized and a decentralized approach. To minimize the data collection delay
of an event-driven WSNs while maximizing the network lifetime, an anycast-based
packet forwarding scheme is developed in [58] which allow to each sensor node
to opportunistically forward the data packet to the first neighbor that wakes up
among several candidates. To this end, anycast forwarding schemes optimization
has been investigated in order to minimize the expected packet-delivery delays
from the sensor nodes to the sink. Then, an optimal solution is provided to
jointly control the system parameters of the sleep-wake scheduling protocol and
the any-cast packet-forwarding protocol to maximize the network lifetime, while

taking into account the constraints on the expected end-to-end packet-delivery
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delay. In [94], a delay and energy efficient data collection protocol for WSNs is
proposed, where time-slots for data forwarding are allocated with the aid of a Self
Adaptive-Sleep/Wake-up Scheduling (SA-SWS) protocol using Cooperative Me-
dia Access Control (CMAC). Forwarding nodes are chosen from nodes having the
highest residual energy. Using the reinforcement learning technique, each node is
able to autonomously decide, in a decentralized manner, its own operation mode

(sleep, listen, transmit).

Mobility-Aware Data Collection. Actually, data collection solutions for
static WSNs have suffered from the unbalanced energy exhaustion issue. Indeed,
despite the considerable efforts made to design energy conservation techniques,
the multi-hop data transmission mechanism followed by the WSNs for data col-
lection, leads to a faster depletion of the battery of the nodes closest to the sink
because they should relay more packets than other nodes. Therefore, the network
is subject to disconnect due to the nodes’ premature energy depletion. Moreover,
the inefficiency and unreliability of long-distance imperil the convenient delivery
of data to the sink. To face these challenges, an interesting approach is to des-
ignate mobile elements such robots, animal, or human beings as responsible for
data collection. Mobile nodes with adequate mobility pattern may visit sensors
individually and collect their measurements. This provides implicit resolution of
problems related to the network connectivity and multi-hop communication [19].
Furthermore, mobile nodes trajectories can be optimized to minimize the prob-
ability that sensors experience buffer overflow [37]. Data collection with mobile

elements will be investigated in detail in the first section of the next chapter.

2.2.6 Data collection in smart city WSNs

Realizing smart city projects requires deploying billions of sensors and actuators for col-
lecting information from city’s infrastructures resulting in many self-organized WSNs.
Data generated by the WSNs is to be efficiently delivered to data centers for processing,
analysis, and storage in the cloud, which notifies municipal services for possible infras-
tructure maintenance. However, the issue of collecting data from WSNs deployed in
urban environments differs from that in traditional WSNs. In traditional WSNs, most
data collection schemes have provided mechanisms for routing data from each sensor
node to the sink through multi-hop communications. However, the traditional WSN
architectures are based on the assumption that the network is dense, so that any two
nodes can communicate with each other through multi-hop paths [74] which is not the
case of urban scenarios. In fact, the complexity of the urban environment can cause
network fragmentation due to forcefully sparse node deployments or unpredictable dy-
namics in wireless link availability [19]. Even if cellular communications have been

suggested as an alternative solution, it could be very expensive because of the need of
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a permanent infrastructure to be built in order to cover all the nodes. Moreover, it is
difficult from economic and administrative points of view to equip each sensor device
with a SIM card [18]. Furthermore, the energy consumed for the data collection process
could be critical and highly dependent on the quality of the required communication.
Thereby, data collection with mobile elements is the most suitable way to collect the
WSNs data in smart cities, especially with the ubiquitous and opportunistic availability
of mobile elements in urban environments, namely vehicles and pedestrians.

On the other hand, Vehicular Ad hoc Networks (VANETS) play an important role in
the efficient operation of the city. Actually, contemporary vehicles are equipped with
many sensors, actuators, and communication interfaces that enable them ubiquitously
sensing environmental phenomenons, and communicating with the surrounding devices
such as other vehicles, roadside infrastructure, and IoT objects. This vehicular sensor
networking (VSN) paradigm provides an alternative cost effective solution for data col-
lection in smart city, as it leverages an already deployed cost-free infrastructure [98],
because vehicles may incidentally cross the coverage area of active sensors, therefore,
they can exchange data. Moreover, data offloading from IoT sensors to the vehicle can
be performed using only one-hop communication, which makes the vehicle-based data
collection energy-efficient. In the literature, many works have suggested using vehicles
as mobile elements [19, 18, 98, 71, 61, 91, 62] for data delivery from IoT sensors to the
cloud. An overview of existing vehicle-based data collection schemes is presented in
section 3.3 of the next chapter, while the next section of the present chapter is devoted
to VSNs.

2.3 Vehicular Sensor Networks

The concept of smart cities is leading to fundamental changes in our urban lifestyle, as
well as in the way cities are governed. The proliferation of vehicles along with the con-
stant expansion of road networks make the intelligent transportation system (ITS) the
most crucial function in building smart cities[108]. ITS not only increases efficiency
of traffic management, but also provides smart cities with compelling applications.
Thanks to the maturation of technologies in the vehicular ad hoc networks (VANETS),
vehicular sensor networks (VSNs) may be invoked both for vehicle-to-vehicle (V2V)
communications and vehicle-to-infrastructure (V2I) interactions, as well as for sensing,
transmitting, and integrating important information related to a city’s operation[109].
By deploying sensors and IoT objects along roads, as well as equipping vehicles with
sensors, various sources of information can be sensed and transmitted relying on co-
operation and coordination among vehicles. However, due to traffic conditions and
sudden events such as accidents, VSNs exhibit irregularly fluctuating dynamic topolog-
ical structures, which increases communication challenges. In this section, we present

the VSNs’ architectures, key technologies and applications in a smart city.
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2.3.1 Architectures and Applications of VSNs in a Smart City

VSNs provide connected sensors to collect data for providing safer and smoother traffic
on the roads [8]. Indeed, wireless sensors are embedded on vehicles [69] or on road-side
structures [71] to provide drivers and city authorities with relevant information. Con-
temporary vehicles are already equipped with GPS devices, actuators, various sensing
devices, and built-in microcomputers to collect and process data. In addition, vehicles
can communicate with each other or with a road-side infrastructure which allows devel-
oping services to enhance road user’s safety and convenience. Figure 2.6 illustrates the
architecture of VSNs for the smart city. As can be observed from the figure, vehicles
collect information from city operations, and provide broadcast services with the aid of
V2V or V2I communications. Furthermore, vehicles can share significant information
on the Internet relying on access networks or hot spots. On the basis of this informa-
tion, efficient traffic management and long-term urban planning become possible[35].
Relying on VSNs, along with smart sensing and intelligent wireless communication in-
frastructure, data delivery, processing, and sharing become feasible, giving rise to a
wide variety of applications. In the following, we highlight a compelling set of VSNs

applications for the smart city.

Traffic Management: Road congestion is an acute problem for metropolitan
areas administrators. Traditional traffic management strategies fail to solve the
congestion problem because they do not take into account the conditions of the
road network, the distribution of the urban population, and the peak/off-peak
factor. VSNs provide an effective traffic management solution that relies on in-
formation interaction and coordination among vehicles to plan and recommend
optimal routes for drivers, to maintain acceptable traffic flow, and to provide con-
structive feedback for the design of future urban road networks. In addition, by
relying on smart sensors (roadside or vehicular sensors) as well as efficient informa-
tion processing algorithms, intelligent mechanisms for transportation monitoring
and management can be designed [36]. Indeed, based on historical monitoring
data and real-time GPS information, it is possible to predict traffic flow, thus
avoiding heavy traffic routes for vehicles by recommending optimal routes for
them. For instance, an intelligent traffic flow control system periodically collects
information about traffic to control traffic lights in real-time. Free flow tolling
systems are used on roads that require tolls. This system communicates with the
driver to electronically collect tolls. Hence, vehicles do not need to stop, result-
ing in free-flow traffic[8]. In addition, traffic safety can be ensured by helping
drivers to comply with traffic conditions, for example by broadcasting speed limit

notifications.

Emergency Management: VSNs also help reduce the loss of peoples’ lives and
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properties by providing early warnings in emergencies[73]. In fact, relying on the
flock of vehicles and on their widely distributed locations in a city, and given
the information-sharing mechanism, VSNs can reduce the risk of an accident or
limit its severity if it happens. For instance, collisions may be avoided using an
in-vehicle system that keeps the vehicle at a safe distance from others. Addi-
tionally, drivers can be alerted about a speed limit when cornering by deploying
sensors near the road bends. In the event of an unfortunate accident, preventing
secondary accidents is possible by promptly spreading the time and the location
of the accident. Additionally, the timely and effective accident-warning allows
assisting the drivers’ decision-making in order to avoid traffic jams. Furthermore,
to manage fast-track rescue operations, emergency vehicle warning systems are
proposed to alert the driver about an oncoming ambulance. Moreover, a potential
fire or water/gas leak can be detected by a smart roadside/vehicular sensor, which

immediately advertise the city’s central controller, to take adequate actions.

Urban Planning: Effective urban planning improves the residents’ quality of
life as it supports the comfortable mobility of the population, as well as of goods.
VSNs are able to collect relevant urban information and to transmit it to data
centers to be used by decision makers for road-network layout planning and in-

frastructure construction.

Infotainment: VSNs play a bridging role in the construction of a metropolitan
area network (MAN). By serving as wireless relays and access points for the
MAN, the widely distributed vehicles of a VSN participate in providing stable
multimedia materials and high-rate Internet services [99]. This will provide to
passengers entertainment services such as distributed games where a commuter in
a vehicle can play with passengers on other vehicles. In addition, VSNs provide
contextual applications that enable drivers to learn about the route. For instance,
assisting the diver to find nearby restaurants or available parking spaces and their

prices.

Reliability of smart services: VSNs can be used for sensing and handling

¢

the genuine “ water, electricity and gas billing information” by cars passing near
each property [109]. Indeed, Based on the relevant road-network facilities, vehi-
cles are capable of reading the water, gas and electricity meters and reporting
them automatically which allows avoiding overdue payment. This is possible by
assigning to each vehicle a unique identification number that corresponds to spe-
cific services bills. VSNs can also be used to recommend information to drivers
reliably connected to smart homes and personal information systems. In fact,
based on advanced data mining and machine-learning aided analysis, VSNs can

send recommendations to the driver according to his personal will.
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Figure 2.6: Architectures and applications of VSNs in a smart city [109].

2.3.2 Key issues in VSNs

VSNs face many challenges in implementing smart city applications. The key issues of

VSNs are summarized in [109] as follows.

e Wireless Channel Characteristics: Limited bandwidth, high Doppler shift,

and building occlusions are the main challenges facing the VSNs of a smart city.

e Mobility and Dynamic Topology: The unpredictable mobility of vehicles
leads to a regionally heterogeneous but globally stable network topology.

e Efficient Routing Strategy: Efficient vehicular routing protocols are manda-
tory for optimizing bandwidth allocation as well as for reducing network conges-

tion risks.

e Congestion Control: The transmission congestion control is necessary for re-
ducing the probability of communication blocking, especially on roads of high-
traffic flow. An appropriate transmission congestion control scheme is capable of

improving the network throughput.
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e Security Mechanism: VSNs applications in smart city require the acquisition
and sharing of a large amount of personal information. Therefore, designing
reliable security mechanisms is crucial to prevent the interception of malicious
information that could potentially lead to loss of life due to road accidents and

privacy invasion.

2.3.3 Communication technologies in VSN

Several key technologies and protocols were proposed for constructing a large-scale
ad-hoc vehicular network. Examples include the continuous air-interface conceived for
long-and medium-range (CALM) enacted by the international organization for stan-
dardization (ISO), the car-to-car network architecture (C2CNet) designed by the car-
to-car communication consortium (C2C-CC) and the IEEE 1609 protocol. In this
section, we discuss some of the vehicular communication technologies. There are two
main communication technologies in VSNs: short-range and long-range communication

systems.

e Short-range communication
Short range communication systems allow communicating over a short distance.
An example of such systems includes dedicated short-range communication (DSRC)
technology that provides V2V and V2I communications. DSRC is largely used
for preventing collisions by stopping the vehicle or producing warning signals
when encountering a blind spot [90]. The millimeter-wave (mmWave) system is
also proposed for V2V and V2I communications in a smart city. A study pre-
sented in [17] claims that mmWave is the only feasible candidate for vehicles
that require high bandwidth systems as it allows a data rate delivery of gigabit-
per-second. To connect sensors and actuators in an IoT environment, Bluetooth
4.0 is designed. This technology consumes low power and provides a high data
rate of about 24 Mbps. IEEE 802.11p presents positive aspects for V2V and V2I
communications|77]. Indeed, it provides several non-overlapping channels each of
theme is broadcasted in a DSRC band of about 5.9 GHz. One of these channels

is reserved for control purposes while the others are utilized for different services.

¢ Long-range communication
With the growth of connected objects, the demand for long-range communication
networks is increasing. In the foreground is LP-WAN (Low Power-Wide Area
Network) which enables Long Range (LoRa) communications of about 10 km of
coverage and low power consumption. LoRa wireless communication paradigm
allows transmitting minute volumes of data packets with a high resistance to noise.
Another LPWAN communication technology used in vehicular communications

is sigfox. The latter is based on software-defined cognitive radios. Sigfox utilizes
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Ultra Narrow Band (UNB) modulation in the physical layer and promises that
each gateway can connect up to a million objects, with a communication range
of between 3 to 10 km in an urban environment. Moreover, Sigfox provides the

advantages of low noise level and ultra-low power consumption.

5G/6G/7G Cellular network technologies are emerging platforms that provide
broadband access. 5G offers tremendous advantages including a high data rate,
higher bandwidth, low latency, higher spectral efficiency, and higher network ca-
pacity. A detailed study on vehicular communications using the building blocks
provided by 5G is provided in [102]. The study provides an overview of the
adopted 5G architecture and its main characteristics for vehicular communica-
tions. Specifically, cellular communications are proposed for automatic vehicle
location. Indeed, radio signals are used to activate a cellular device within a

vehicle to compute and send back the vehicle’s location.

2.3.4 City information sharing in VSNs

VSNs play an important role in providing comprehensive information services for the
smart city. Information dissemination/sharing is one of the main benefits of vehicular
networks that allows supporting a wide range of smart city applications by relying on
the cooperation between vehicles as well as on that between the vehicles and the infras-
tructure. Hence, efficient cooperation mechanisms for city-wide information sharing
are required before the widespread introduction of VSNs. For instance, to exchange
information about surrounding events, the concept of encounter probability is proposed
in [22] to decide on the feasibility of information re-diffusion. Relying on short inter-
actions among vehicles, the protocol proposed in [22] provides information-sharing to
numerous vehicular network services such as requesting parking slots, diffusing alert
messages, etc. The performance of information sharing in VSNs was assessed through
an analytical model that was presented in [55]. Precisely, the distribution of the con-
current transmissions was discussed, as well as numerical and simulation results were
provided to confirm the precision of the model. In addition, other performance metrics
have been proposed to characterize the performance of information sharing in VSNs
namely, packet loss rate, packet transmission distance, end-to-end reliability, through-
put, and delay. However, during information sharing, malignant vehicles may provide
falsified information for attaining an unfair priority or to harm innocent users. In order
to secure the information sharing process, a trust-management toolkit for identifying
and mitigating the vehicles’ compromised actions was conceived in [38]. The toolkit in-
cludes four modules for constructing a genuine information sharing mechanism, namely
i) a monitoring module which detects misbehaviour and provides responses to coop-
erating vehicles, ii) The reputation-management module which evaluates the vehicle’s

integrity according to historical records, iii) The path-management module which is
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in charge of redirecting the information dissemination relying on information provided
by the reputation-management module, and iv) The trust-management module which
includes a list of both genuine and malicious nodes. Relying on reinforcement learning,
a mechanism guarantying sharing genuine information for all vehicles is designed in
[109]. The authors invoke the outage probability to model the vehicles’ future utility
trend for predicting their future information sharing decisions. Additionally, each car
has a reputation value based on its past behavior, which is also utilised to govern its

future behavior, when sharing information.

2.4 Conclusion

In this chapter, we have covered some aspects of smart cities, wireless sensor networks,
and vehicular sensor networks. After giving the definition and architecture of a smart
city, we presented the WSN technology that is used to fuel smart city data centers with
information. We then focused on vehicular sensor networks as an alternative way to
gather environmental data from urban environment, and presented their architectures,
challenges, application domains, and communication standards.

WSNs are crucial for collecting the data required by smart city services. Moreover,
WSN architectures based on mobile elements (MEs) provide efficient data collection
solutions that address the problems of traditional WSNs. In particular, in urban sce-
narios, vehicle mobility has been leveraged to design efficient and cost-effective data col-
lection solutions. The following chapter (chapter 3) reviews the major existing schemes

that are based on vehicular networks to collect sensors data in urban environments.



24

2. Vehicular Sensor Networks and Smart Cities: Background




Chapter 3

Vehicle-Based Data Collection in
Smart Cities: Related Work

3.1 Introduction

Smart cities are one of the important applications of IoT, which aim at improving the
quality of life in big cities by providing efficient and reliable services. Indeed, many IoT
devices are deployed in cities for traffic monitoring, resources management, security
surveillance, etc. Moreover, future vehicles are being designed as mobile IoT devices
that sense their local environment and communicate with cloud-based platforms. In
such scenarios, data captured by IoT sensors have to be conveyed to data centers
or central controllers for processing and storage. Therefore, designing efficient data
gathering algorithms to successfully collect IoT sensors’ data is paramount for realizing
smart city applications.

Various schemes have been proposed for data gathering in VSNs with the aim of
achieving efficient data gathering with low overhead. These schemes can be broadly
classified into two categories based on the targeted sensing platform. According to
Uichin et al. [69], vehicular sensing platforms are divided into two categories, namely
i) V2V based platforms where only on-board vehicular sensors are employed and the
vehicles are seen as distributed mobile servers, and ii) infrastructure based platforms
where roadside sensors are also employed and the data captured by both vehicular and
stationary sensors is to be conveyed to infrastructure-based servers such as Internet,
data centers or central controllers.

In the sequel of this chapter, we focus on the data collection of infrastructure-
based sensing platforms. Precisely, we investigate the schemes that utilize vehicles as
mobile elements to collect data from roadside sensors. We first introduce the mobile
element-based data collection approach that have proven it effectiveness in wireless
sensor networks in terms of energy conservation and network connectivity relaxation
[19, 47, 105]. Then we review existing vehicle-based data collection schemes for urban

areas and provide a taxonomy.



26 3. Vehicle-Based Data Collection in Smart Cities: Related Work

Hence, the chapter is organized as follows: Section 3.2 illustrates the concept of
data collection with mobile elements. Section 3.3 reviews related work about urban
data collection with vehicular networks, followed by a discussion in Section 3.4. Finally,

Section 3.5 concludes the chapter.

3.2 WSN Data Collection with Mobile Elements (MEs)

Several works in the field of WSN have proved the efficiency of mobile elements (MEs)
applicability for sensors’ data retrieval compared to multi-hop transfers to central con-
trollers. Indeed, WSN mobility brings many advantages especially in terms of: (i)
connectivity because MEs can cope with isolated regions so that network connectivity
constraints can be relaxed and nodes redeployment can be reduced, (ii) cost since few
nodes need to be deployed and mobile nodes can be obtained simply by exploiting ex-
isting MEs in the area of interest, such as buses, cars, motorcycles or pedestrians, (iii)
reliability because MEs can visit sensor nodes individually and download theirs data
directly trough single-hop communications which allows avoiding collisions, (iv) energy
efficiency as MEs can visit different regions in the network, the energy consumed is
uniformly spread allowing to reduce the effect of premature energy depletion that can
affect nodes closer to the sink. Nevertheless, mobility introduces serious challenges that

do not exist in static WSNs and are outlined as follows.

e Contact detection. It is necessary to effectively detect the presence of MEs because
communication between them and the sensor nodes is only possible when they

are within the transmission range of each other.

e Reliable data transfer. Since MEs move during data transfer, MEs-sensors com-
munications should be mobility aware and the number of messages correctly trans-

mitted needs to be maximized.

e Mobility control. In some cases, the movement of MEs is either controllable (eg
robots) or predictable (eg buses). In such cases, it is necessary to put in place
adequate policies for visiting the sensor nodes in which the path, speed, and
sojourn time of MEs have to be defined in order to improve the data collection

performance.

Since the network architecture strongly depends on the role of the MEs, we will

devote the following subsection to their description.

3.2.1 Mobile elements (MEs)

MEs are special support nodes that leverage mobility to support network operation or

data collection by acting as intermediate data collectors or mobile gateways. In the
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following we present the different types of MEs with increasing level of mobility as it

was introduced in [32].

- Relocatable nodes. These are mobile nodes that change their location for connec-

tivity or coverage purposes. Relocatable nodes do not carry data as they move in

the network, but rather change network topology to enhance sensing coverage or

network connectivity. They usually remain stationary after location change and

forward data to the sink trough multi-hop paths.

- Mobile Data Collectors (MDCs). These MEs throughout the WSN and collect

data from nearby stationary sensors. There are two types of MDCs depending

on how the collected data is managed.

i.

ii.

Mobile Sinks (MSs). They represent the endpoints of data collection in
WSN-MEs. The data collected is either consumed autonomously by MSs for
their own purposes or it is made available to end-users by forwarding it to
internet severs. Figure 3.1(a) depicts the MS-based WSN-ME architecture.
The data transmission path between the sensors and the MSs is either a
multi-hop that changes over time due to changes in the location of MSs such
as in [110][93], or it is one hop such as in [10], where MSs are in direct

contact with sensors.

Mobile Relays (MRs). These are support nodes that act as mobile for-
warders. Their role is to collect data from sensors and to deliver it to base
stations. For this purpose, the collected data is carried by MRs until they
come into contact with the sink or the base station. Figure 3.1(b) depicts
the MR-based WSN-ME architecture. A three-tier architecture has been
proposed in [101][49] to collect data from WSNs where the middle layer con-
sists of mobile relays called Mobile Ubiquitous LAN Extensions (MULE). In
a data-MULE system, a MULE collects data as it passes near the sensor
nodes and delivers the collected data to the base station to be stored and

made available to remote users.

- Mobile peers. These are ordinary mobile sensors that act as data generators

or/and relays. During its movement in the sensing area, a mobile peer may

receive data from neighboring peers and forwards it to others. When getting in

the communication range of the base station, it uploads all the data it holds.
A mobile peers-based WSN-ME architecture is depicted in Figure 3.2. Mobile
peers have been widely used in wildlife monitoring, such as tracking zebras in the
ZebraNet project [52] or whales in the SWIM system [46].
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3.2.2 Overview of data collection in WSN-MEs

In WSN-MEs, the data collection process takes place in three main phases: discovery,
data transfer and routing to MEs [32]. In the following, we will briefly describe each

phase and highlight its main requirements and issues.

- Discovery which is defined as the process that allows a sensor node to detect the
presence of an ME in its communication range. The aim of this phase is to detect
sensor-ME contacts as soon as they occur, and with low energy expenditure. To
this purpose, two complementary approaches are used: i) Mobility-independent
discovery where MEs can be detected regardless of their mobility pattern, and ii)
Knowledge-based power management where knowledge about the mobility model
of the ME is leveraged to allow the sensor node to perform discovery only when
the ME is likely to be in contact and sleep for the rest time. In this approach,
sensors obtain the knowledge about the mobility model by observing the arrivals
of the ME [53] [42] [33].

The mobility-independent discovery approach includes three different schemes:
Scheduled rendez-vous schemes in which the sensors know exactly when the ME

will enter the contact areal, and can thus wake up at preset times. This happens

IThe contact area of a node is the region where that node can possibly be in contact with other
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when MEs follow a strict schedule as in [24] where public transportation shuttles
with a strait schedule have been proposed to perform the MEs role. Although
scheduled rendez-vous schemes are energy efficient and simple to implement, they
require sufficient accuracy in the mobility of the ME to meet schedules, which is
difficult to hold in practice.

On-demand schemes assume that the ME can trigger the wake-up of the static
sensors. Two main approaches have been proposed to achieve this. In the first
approach, the nodes use two radios [100][112]: i) a long-range, high-power data
radio, and ii) a low-range, low-power wake-up radio. The static sensor continu-
ously monitors the related channel for activity. When entering the contact area,
the ME sends a message to the related channel. Once an activity is detected on
the channel, the static sensor powers up the data radio to initiate communication
with the ME. In the second approach [45]|[14], the ME sends wake-up messages
with sufficient energy in order to be used by the static sensors to enable the radio

transceiver.

asynchronous schemes assume that the nodes can communicate without speci-
fying the activation instant. To this end, periodic listening is commonly used
[49][11][12]. Specifically, the ME periodically sends discovery messages, and the

static node cyclically wakes up and listens for advertisements.

Data transfer which is the process of exchanging data between the ME and
neighboring static sensors. Because of the communication process is affected by
the distance between the source and the receiver, data transfer protocols have to
be aware of the issues resulted from mobility. For instance, Experiments carried
out in [54] have shown that the amount of data collected by a slow moving robo-
tized ME is in fact independent of the speed. However, the situation is much
different when MEs move at higher speeds. Specifically, in [13] an urban scenario
is considered with an ME that moves along a street with different speeds (such
as 1 m/s for pedestrians, 20 and 40 km/h for vehicles and buses). This work
shows that the message loss has a sort of parabolic trend while the ME is in the

transmission range of the static sensor.

Routing to MEs which is the process of data forwarding toward an ME. Ac-
cording to the ME type, routing protocols are divided into two main classes:

(i) routing protocols for uncontrollable ME, which have to adapt to the motion
of the ME, and (ii) routing protocols for controllable ME, which exploit motion

control.

Routing techniques for uncontrollable MEs include two main classes, namely, flat

routing and proxy-based routing. In flat routing, all nodes behave the same way,

nodes
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while in proxy-based routing a number of sensor nodes are elected to take the role
of proxies or gateways to bridge communications between the static sensors and
the ME.

Several flat routing protocols have originated from solutions initially conceived
for traditional WSNs. For instance, a modification of Directed Diffusion (DD)
[48] addressing MEs is proposed in [54] where a higher priority is given to the
interest propagation coming from MEs, in addition to using acknowledgment-
based communication to deal with the time constraints of communication between
static nodes and ME. Another example of extending a WSN routing protocol to
WSN-ME is the MobiRoute [76] which is a modification of the MintRoute protocol
[111]. As examples of routing protocols specifically devised for WSN-MEs we
cite: EARM (Energy-Aware Routing to Mobile gateway) [6] which targets an ME
that moves along a piece-wise linear path, and WEDAS (Weighted Entropy DAta

diSsemination) protocol [9] which is based on an information-theoretic approach.

Concerning proxy-based routing, the proposed solutions are divided into two cat-
egories: solutions which are limited to dense WSN-MEs, and solutions which
are (also) suitable to sparse WSN-MEs. TTDD (Two-Tier Data Dissemination)
[75] is a proactive routing that builds an overlay grid-based forwarding structure
to route data to MEs in a dense WSN, where nodes are assumed to be aware
of their locations. SEAD (Scalable Energy-efficient Asynchronous Dissemination
protocol) [56] follows a similar approach to builds and maintain a dissemina-
tion tree for routing, and for data caching. SEAD is proved to perform better
than Directed Diffusion and TTDD. An enhanced version of SEAD, called DEED
(DElay-constrained minimum-Energy Dissemination), which aims to reduce the
data collection latency is proposed in [57]. For relatively dense WSNs, HLETDR
(Hybrid Learning-Enforced Time Domain Routing) [16] was introduced based on
reinforcement learning where proxies keep track of ME arrivals and calculate the
probability of the ME being in the vicinity, assuming that its mobility model
distribution is Gaussian. A solution for moderately sparse WSNs has been in-
vestigated in [104]. The solution considers a set of disconnected clusters to be
visited by an ME. shortest paths are established between a cluster head and clus-
ter members by propagating beacon messages by the cluster head. Cluster heads

are nodes which are one-hop neighbors of the ME.

3.3 Vehicle-based urban data collection schemes: overview

With the rise of IoT devices on city roads, vehicles are highly recommended to be
used as MEs to deliver data from IoT sensors to data centers. Indeed, vehicles may

incidentally cross the coverage area of active sensors, therefore, they can exchange data.
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The benefits of this approach are multiple. First, it provides an alternative cost effective
solution for data collection, as it leverages an already deployed cost-free infrastructure
[98]. Second, it is energy-efficient as data offloading of IoT sensors can be performed

using only one hop communication.

Data collection from urban areas using vehicles as MES has been firstly investigated
by Chakrabarti et al. in [24], where the predictable mobility of buses was exploited
to pull the data of sensors deployed on the buildings. In this work, the authors model
the data collection process as a queuing system and the random deployment of sensors
by random arrivals. The authors demonstrate through this modeling that relying on
only single hop communications, allows significant savings in sensor network energy. To
monitor isolated urban area, the authors in [60] propose a rendezvous based solution.
The authors use a hierarchical WSN in which sensor nodes disseminate their data to
a specific nodes (rendezvous nodes) through a cluster head. Vehicles collect the data
from these specific nodes in near-periodic schedules. The rendezvous nodes are chosen
so as to be close to the vehicles path and having sufficient residual energy.

In [67], the authors studied the feasibility of using public transport as data mules to
collect information about road traffic collected by stationary sensors. The public trans-
port vehicles then transmit the collected data to the traffic management center via
static or mobile gateways. In [19], Borsetti et al. introduce the notion of Virtual Data
Mule or VDM to deal with the mobility constraints of urban environments. VDM
opportunistically moves the mule role between vehicles following a predefined trajec-
tory. The mule role, recognized by a set of geographical coordinates, is assigned to a
vehicle by a road side unit (RSU). If the vehicle is unable to ensure the mule role, it
hands over the role to the most appropriate neighbor. A multi-hop data dissemination
scheme using data replication is proposed in [71] to collect roadside sensors data. The
data harvesting process relies on multi-hop communications between roadside sensors
to respond to a request issued by a vehicle. The work in [18] suggests using taxicabs to
connect the sensors deployed in smart cities to data centers. The authors use the con-
cept of oblivious data mules as taxis can opportunistically exchange data with sensor
nodes without having relation with smart city service provider or be required to follow
any pre-established path. In [91], mobile sinks are used to collect data from sensor cam-
eras. Mobiles sinks move towards relevant sensors according to dynamically computed
optimal paths. To that end, relevance level of each sensor as well the urban mobility
constraints are taken into consideration. A multi-tier data offloading protocol for urban
IoT scenarios is devised in [62] by leveraging the fog networking paradigm. Some of

the methods mentioned above are investigated in details in the following subsections.
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3.3.1 MDH: Multi-hop Data Harvesting

MDH [71] is based on the V2I architecture where the sensors are deployed on the
road-side with uniform distance from each other as illustrated by Figure 3.5. The
data harvesting scheme relies on multi-hop communications between road-side sensors
to respond to a request transmitted by a vehicle to a roadside sensor. Both roadside
sensors and vehicles periodically broadcast HELLO messages to maintain updated lo-
cation information of neighboring nodes. GPS (Global Positioning System) is used for
acquiring current location coordinates. Two schemes have been proposed for collecting
data namely, MDH-R (for Multi-hop Data Harvesting with Replicas) which is designed
to be used when a vehicle transmits a request to a single sensor node and MDH-RA
(for Multi-hop Data Harvesting with Replicas and Aggregation) which is designed for

the case where a vehicle requires data from multiple sensors in a certain region.
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Figure 3.5: Multi-hop data harvesting scheme with replicas.

In MDH-R, a requesting vehicle transmits a uni-cast control packet to the closest
sensor node. The request control packet includes the vehicle’s velocity which is re-
quired later for creating replicas in the network. The sensor that receives the request
message declares itself as ” replication node” and inserts its ID as well as its coordinates
in the request message then transmits the modified request to the closest sensor to the
destination. The packet will be forwarded until it will be received by the destination
node. The latter will transmit its data packets towards the ”replication node” using
multi-hop transmissions as it is illustrated by Figure 3.5 (a). When the ”replication
node” receives the required data, it will flood the data packets to its neighbours (Figure

3.5 (b)), creating replicas of the data. The data flooding process is controlled by the
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time-to-live (T'TL) value of the broadcast-ed replica packet, which is calculated using

the following formula (3.1).

p
TTL = L

Vxt U %

+ d

Where,

v is the speed of the vehicle requesting the data. t is the overall time taken by the data
to reach the replication node after being requested. p is the size of the data, r is the
transmission rate of the sensor, and d is the distance separating two consecutive sensor
nodes.

With the TTL formula above, more replications will be performed if the vehicle
becomes faster and the transmission rate of the sensor becomes slower. Each sensor
node maintains an ordered list of the received packets. In case of packet collisions,
sensors can identify lost packets from this list. The vehicle may harvest data packets
from any of the sensor nodes holding a replica of the data.

As earlier mentioned, a second scheme named MDH-RA is designed in the same
work [71] to harvest data from multiple sensors in a certain region. In this scheme,
a vehicle transmits a geo-cast request to a group of sensors using geographical infor-
mation. The request message is handled and forwarded by ”replication node” and
intermediate nodes as performed in the MDH-R’s request transmission process until it
reaches the first sensor of the geo-cast region, which will announce itself as the ” dy-
namic cluster head”. The latter forwards the request to all the sensors of the geo-cast
region as it is depicted in Figure 3.6 (a), while announcing to them that it is the cluster
head. Upon receiving the request message, the sensor nodes transmit their data to the
cluster head (Figure 3.6 (b)) which will aggregate them and transmit the aggregated
data back to the ”replication node”, which will proceed to their replication as it was
described in MDH-R.

3.3.2 VDM: Virtual Data Mules for data collection in road-side sensor
networks

In traditional wireless sensor networks, the data mule role is permanently assigned to
one or more specific mobile nodes that move according to predefined or controllable
trajectories. This assumption often does not hold in urban areas, because the most suit-
able elements for collecting data from such an environment are vehicles or pedestrians,
who move only according to their will and along trajectories that are not necessarily
suitable for the data ferry. To overcome this issue, the concept of virtual data mule
(VDM) [19] has been introduced in which the data mule function is not strictly as-
sociated to a specific mobile node, but can be handed from one node to another. In
VDM, vehicles are used as data mules for collecting data from urban environments. To

collect data from road-side sensors, a VDM role, recognized by a set of geographical
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Figure 3.6: Multi-hop data harvesting scheme with replicas and aggregation.

coordinates, is assigned to a vehicle by a road side unit (RSU), as it is depicted in Fig-
ure 3.7. If the vehicle is unable to ensure this role, it hands over the role to the most
appropriate candidate among its neighbors as follows. The vehicle acting as data mule
periodically checks its fitness by computing an index value that measures how close the
vehicle’s route approaches the planned VDM trajectory. If the index value is bellow a
minimum threshold, the current data mule initiates an election process by advertising
the mule role, the current target point, and the VDM desired speed. Neighboring vehi-
cles calculate their indices and send them back to the current data mule, which hands
over the VDM role to the vehicle with the highest index. The index is formulated so
that the candidate follows as closely as possible the desired path while keeping low the
control overhead (number of handovers). Two mechanisms are proposed to compute
such an index. The first one is based on motion geometry and the second on fuzzy

logic. Particularly, the fuzzy logic-based index is given by the following formula (3.2).

iFL:DF+1[DF=0}(2_ |SF| + |TF|) (3.2)

Where,
DF is the distance factor which measures the distance between the vehicle orthogonal
projection on the ideal trajectory and the current desired VDM position. It takes values
in [-2, 0]. SF is the steer factor which takes values in [-1, 1]. More positive values of
SF are representative of car headings closed to that of the ideal VDM trajectory. TF
is the throttle factor which is determined by employing the vehicle speed and accel-
eration. Its values range in [-1,1], where positive values map onto speed/acceleration

pairs that are closer to those needed to follow the movement of the VDM over time.
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l{pr=q) is the indicator function that takes the unitary value when DF = 0, and it

is zero otherwise. When the VDM reaches the current target, the next target in the
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Figure 3.7: Data collection in an urban environment along a desired path with VDM.

geographical coordinates sequence is picked as the new VDM target.
Although VDM adapts the data mule approach to the characteristics of urban
environment, the fact that the collection task has to be performed according to a strict

sequence of geographical coordinates leads to important data delivery latency.

3.3.3 MobiClutser: A Rendezvous-Based Approach for Data Collec-
tion with Mobile Sinks

Mobile sinks-based solutions have been excessively explored for the energy hole problem
in WSNs. The use of Mobile-sinks (MSs) provides considerable energy saving and ex-
tends the network lifetime. However, it introduces different degrees of data acquisition
latency depending on the path followed by MSs. To mitigate this issue, rendezvous-
based data acquisition methods, which aim to provide a trade-off between energy con-
sumption and data acquisition latency, are proposed. The methods are grouped into
two categories: rendezvous point (RP) based and rendezvous area (RA) based [81].

MobiCluster [61] is an RP-based method that targets monitoring of isolated urban
areas with respect to environmental parameters, surveillance, fire detection, etc. In
MobiCluster, a number of Sensor Nodes (SNs) located at the periphery of the sensor
field are designated as ‘rendezvous’ points to collect sensory data from neighboring
SNs and to deliver them to a MS when the latter approaches within radio range. The
authors argue that city buses are the adequate infrastructure for sensory data collection
since such vehicles repeatedly follow a predefined trajectory with a periodic schedule
and are likely to approach the perimeter of the isolated sensor fields.

Aiming at minimizing the network overhead and energy expenditure of data re-

trieval, MobiCluster builds clusters of member SNs that route their data to their as-
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signed Cluster Head (CH). The CHs filter the received data using potential spatial-
temporal data redundancy and forward the filtered information to their assigned RNs
(Rendezvous Nodes), typically located in proximity to the MS’s trajectory. Data of
source SNs that are located far from the MS trajectories are delivered through multi-
hop transfers to RNs. To that end, hierarchical cluster structures comprising neighbor
SNs are built to increase the performance of intra-cluster data filtering and to minimize

the data relaying overhead as illustrated by Figure 3.8. In Mobi-Cluster, data collec-

® Sensor node (cluster member)
® Rendezvous sensor node
B Cluster Head

Figure 3.8: Data collection and forwarding phases in MobiCluster.

tion takes place in two main phases: the setup phase and the steady phase. The setup

phase includes three phases summarized as follows.

1. Clustering: where cluster structures are formed within a single iteration and
CHs are elected on the basis of their residual energy supply so that to be reachable
in a single hop from their cluster members. CHs collect data from their attached
cluster members and forward them towards the RNs following an inter-cluster

overlay graph.

2. RNs selection: RNs are SNs that lie within the range of travelling sinks to
guarantee connectivity of sensor islands with MSs. The best candidates for acting
as RNs are the SNs with sufficient residual energy and remain long within the

sink’s range.

3. CHs attachment to RNs: The aim of this phase is to attach each CH located

far from the MS’s trajectory to an RN so as to address to it the clusters’ data.
The steady-state of MobiCluster passes by two phases namely:

1. Data aggregation and forwarding to the RNs:
In this phase, each SN sends its data to the local CH which will process them
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to remove redundancy and forwards the filtered data towards the cluster where
their attached RN belongs to.

2. Communication between RNs and mobile sinks:
The last phase of Mobicluster is to deliver the data buffered in RNs to the MSs.
To that end, an acknowledgment-based protocol is used to allow RNs to transmit
data only when the connection with MSs is available. RNs detect an MS due
to a POLL message that is periodically broadcasted by MSs to announce their

presence to RNs.

3.3.4 DATAXIS

DATAXIS [18] addresses the issue of collecting data from sensors and actuators of IoT
objects spread across smart cities’ streets. Unlike MobiClutser which relies on pub-
lic transportation vehicles with predefined trajectories, DATAXIS leverages transport
fleets that are not required to follow pre-established or optimized paths, namely taxi
cabs. In fact, the taxi service covers an extensive area of the city with fairly random
routes and operates 24/7. The authors use the concept of oblivious data mules as taxis
can opportunistically exchange data with sensor nodes without having relation with
smart city service providers or be required to follow any planned path. In addition,
taxis provide better coverage for densely populated city areas which are usually the
places where more data needs to be collected and transmitted. Moreover, many taxi
fleets have already almost all the hardware on-board to ensure the data mule function.
As depicted in Figure 3.9, while the taxi cab moves around in the city according to
customers’ request, it incidentally crosses the coverage area of active nodes with which

it can exchange data.

Figure 3.9: Dataxis proposed scenario: Opportunistic data exchange between taxi cabs
and IoT nodes.

To evaluate the feasibility and the performance of this idea, the authors consider a

scenario where a small fleet of taxi cabs moves inside a city doing their job. The taxi
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cabs are equipped with an on-board terminal which could be an ordinary Tablet or
a Smartphone that integrates different wireless technologies to communicate with the
surrounding environment. Moreover, the authors assume that special areas in the city
(for example taxis’ parking lots) act as hot-spots that provide internet access. Sensors
and actuators are assumed to be severely energy constrained i.e. they are powered via
energy harvesting solutions (photo-voltaic, piezoelectric, etc) and are plugged on top
of other existing solutions to enhance existing services. Dataxis considers services that
require communicating small amounts of data and tolerate significant delays such as
smart waste collection and street lighting control. The performance of this scenario is
assessed through extensive simulations on data gathering and data dissemination from
IoT nodes to oblivious data mules and vice-versa. The simulation results show that
with this scenario, a delay of one day is required to collect more than half of the data

and two days to gather more than 90%.

3.3.5 WYVSN for smart city applications: a Relevance-based approach
for multiple sinks mobility

In this work[91], an adaptive mobile sinks-based data collection solution is designed
for surveillance applications in a smart city. The work provides a solution for crimes
detection. To that end, the authors assumes a wireless visual sensor network deployed
along the roads and streets of a smart city and provides an adaptive sinks position
algorithm that takes into consideration the dynamism of sensing relevance of each
visual sensor. To that end, a Relevance Level (RL, expressed as a priority index)
is assigned to every visual sensor node. According to the authors, the RL of each
sensor can be determined by the application, the users, or by a specific trigger and can
vary along the time from 0 (irrelevant) to 15 (highly relevant). Indeed, The algorithm
takes into account the particularities of every part of a city because depending on the
characteristics of the area to be monitored, some of the retrieved information may be
more relevant for the monitoring system. For example, the system should consider
cameras of neighborhoods with high crime rates during the day as more important,
while lowering their relevance level during the night in favor of the more dangerous
neighborhoods.

The authors’ objective in this work is to position sinks closer to sensors with higher
sensing relevance since they are expected to transmit more data packets. To that end,
an algorithm is designed to dynamically compute the optimal positions for sinks and the
optimal route toward the computed position for each sink. The algorithm creates sectors
by associating each sensor node to the nearest sink. To prioritize important sensors,
the RL of sensors inside each sector are used to calculate the position of sinks. The

authors divide the multiple sink positioning problem into different steps which resulted



40 3. Vehicle-Based Data Collection in Smart Cities: Related Work

in three algorithms. Initially, sinks are assumed to be positioned in an uniform grid-like
topology within the network area. In the first step, each sink “virtually” moves to the
nearest sensor node, while avoiding that several sinks will occupy the same position.
The second step consists in creating logical clusters by associating each sensor to the
nearest sink. Finally, the relevance of sensors inside each cluster (RL(k;)) are used to
balance sinks positions. This is done by virtually moving each sink to more relevant

clusters as described by the following equation (3.3).

RL(1;)
Fitwy) = Fiy) + Uiy — i(””’y))'RL(é)

JVk; € K,Vlj e K —k; (3.3)

Where,
S = {so,$1,...,n} is the set of sensors and K = {ko, k1,...,k,} is the set of mobile
sinks. kj(y) and L, . are the (z,y) coordinates of sinks k; and [; respectively. RL(l;)
is the sum of relevance level of sensors of 1j and RL(S) is the sum of relevance levels of

sensors of the whole network.

After the balancing step, an update step is performed to re-associate the sensor
nodes to the nearest sink, resulting in cluster changes. The update step is repeated
until convergence (when sinks’ locations are no longer changed). Finally, sinks are
notified to move to the their new expected locations (using any application-specific
protocol). The last step of this solution is to define a path for each sink to reach its
new position. For that, a graph is created and Dijkstra’s algorithm [34] is executed
to determine the best route for each sink. The vertices of the created graph represent
the set of sinks’ current and final positions, as well as road intersections, while edges

represent the segments of the road network as depicted by Figure 3.10.
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Figure 3.10: Movement path of a sink.
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3.3.6 FDO: Fog-based Data Offloading in Urban IoT Scenarios

FDO[62] is a multi-tier data offloading protocol that is devised for urban IoT scenarios
by leveraging the fog networking paradigm?. Specifically, it takes advantage of hetero-
geneity in the network so that sensors can collaboratively offload data to each other or
to mobile gateways (cars or people carrying smartphones). Indeed, the authors argue
that the uncontrolled and unpredictable mobility of gateways in urban IoT scenarios
induces significant dynamic heterogeneity between different sensor environments, re-
quiring sensors to adapt to changes in gateway mobility. The work aims to optimize
communications in fog networks where devices have limited buffering capability. Figure

3.11 illustrates the considered fog network architecture.

Mobile Central network
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oT sensors gateways controller
Data Data
In-need sensors I Relay Data analytics
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Figure 3.11: Interactions in the reference three-tier fog network.

IoT sensors periodically collect data from the environment and store it in a local
buffer. Based on their buffer occupancy and communication opportunities, IoT sensors
forward the data to other sensors or to mobile gateways in the urban environment which
may be vehicles. The mobile gateways are assumed to have two radio transceivers,
one for exchanging data with the IoT sensors and another for Internet connection in
order to forward the data to the central controller (cloud) where data will be analyzed
and stored. The controller also performs network management by dynamically re-
configuring the devices in the lower tiers. Based on the buffer availability and the
probability of contacting a mobile gateway, [oT sensors are logically divided into two

categories, namely:

e In-need sensors which are rarely in reach of a mobile gateway, resulting in a high

data drop-off rate due to unavailable buffer space and,

e Helper sensors which frequently encounter mobile gateways and can temporarily

store the data of in-need sensors in their own buffers.

This partitioning is dynamically performed by the central controller on the basis of

status information (including contact opportunities) received from the mobile gateways.

2Fog computing describes a decentralized computing structure located between the cloud and end-
user devices. Fog responds to the specific challenges of IoT, where multiple edge and terminal devices
collaboratively perform a large amount of computing, storage, communication and management.
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When an in-need sensor’s buffer is full, the sensor broadcasts the least recent amount
dd of data to its neighboring helpers and removes the data from its buffer. Since all
in-need sensors are independent, the probability that an in-need sensor j successfully

offloads its data to a helper sensor k is given by:

|15 \s5]—1 1

Pr(sj = si) = (1= pi) Pr(be < (L= 8)d) ) 2 i

n=0 " [Ix\s;]"CIk\s; 1
II Prm=Ld 11 (1 — Pr(b; = Ld)) (3.4)
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Where,
pi is the probability that the sensor K meets any of the N gateways. by is the buffer
occupancy which is defined as the amount of data stored by the sensor K. L is the
maximum number of data items that fit in the buffer. d is the size of individual data
items sampled in a time slot. |I; \ s;| and [I}, \ s;]" are the cardinality and n-subset of
It \ s;, respectively. I}, is the subset of in-need sensors that are neighbors of the helper
sensor k.

When a gateway is in the range of a sensor m, the sensor first updates its observed
probability p,, of encountering a gateway then transfers it to the gateway with the
buffered data. The gateway replies with the updated values of the operating parameters,
e and J. With, € is the threshold of data drop-off rate to distinguish between helper
and in-need sensors and ¢ is the amount of data items offloaded from an in-need sensor
to a neighboring helper sensor at once. If no gateway is in range, the sensor similarly
updates its observed probability p,, and derives its class (i.e., in-need or helper) based

on its last known value of the parameter.

3.4 Discussion

As mentioned earlier, due to its effectiveness in energy conservation and network connec-
tivity relaxation, the ME-based data collection approach has been widely recommended
for urban environments. Therefore, several solutions have been proposed to leverage
the vehicular networks to collect data from roadside IoT objects in a smart city. Table
3.1 summarizes the main characteristics of the vehicle-based data collection schemes
studied in this chapter. We classified the schemes according to the type of the targeted
applications, the data collection type, and the type of mobile collectors. Throughout

our investigation, we also attempted to answer the following two questions:

i) Does the scheme employ vehicles exclusively dedicated for data collection?

ii) Is the reduction of data collection latency considered by the scheme?

Apparently, all the studied data collection schemes are designed for delay tolerant

applications except for MDH-R which is dedicated for short delay applications as it
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provides an on demand data collection. The remaining schemes provide either: i) a
periodic data collection such as VDM[19] and RL-based [91] where the period is set by
a defined entity such as an RSU or a data center, or ii) a near periodic collection where
the schemes rely on vehicles with near periodic predefined trajectory such as buses
which is the case of MobiCluster [61]. The case of DATAXIS is special because taxis
are available 24 hours / 24 hours and 7 days/7 days leading to an opportunistically
continuous data collection. Another important criterion related to the cost of imple-
mentation is the dependence of the scheme on specific vehicles exclusively devoted to
data collection. According to our study only RL-based [91] requires specific vehicles to
perform data collection which will increase the scheme implementation cost. Finally,
only MobiCluster [61] and RL-based [91] have evoked the point of reducing the data

collection latency in their design.

We then classifies the studied schemes according to: the mobile collector trajectory
type (planned or not), the number of road segments covered by the mobile collector
during its collection function (coverage), the number of hops for data transfer to the
mobile collector, and the latency of the overall data collection process. The means of
measuring the performance of each scheme are considered, and the pros and cons of each
are also included. Table 3.2 summarizes our classification based on the aforementioned

criteria.

The trajectory of the mobile collector (MC) is either planned or unplanned. Ac-
cording to the studied schemes, the type of the vehicles used as MCs as well as the
type of data collection controls the type of the MCs’ trajectory. For instance, the tra-
jectory of the MC in MDH-R and DATAXIS is not planned because in MDH-R the
trajectory depends on the location of the vehicle that requests the data collection, and
in DATAXIS it depends on the taxi (client) trip. The other methods use planned tra-
jectories as they either rely on special vehicles exclusively dedicated for data collection
such as RL-based, or on buses that travel according to a near periodic trajectory such
as MobiCluster. Also, a data collection scheme may at anytime elect vehicles from the
urban area to follow a predefined trajectory which is the case of VDM. With regard to
FDO, it focuses on the data drop-off problem by considering only the moment of the
MC passage without giving any indication of its trajectory.

Most of the studied schemes utilize trajectories of several road segments where the
MC has to follow in a strict sequence, which leads to high data collection latency
except for MDH-R who’s MC coverage depends on the location of the requested data.
In VDM and DATAXIS, sensors data are directly offloaded to the MC using one-hop
communications whereas, in the remaining schemes, sensors data traverse a number of
intermediate sensor nodes to reach the MC which makes these schemes energy costly

compared to one-hop-based schemes.

In summary, we can notice that the energy consumption is reduced in single-hop-
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Table 3.1: Key characteristics of the studied vehicular-based data collection schemes for
urban environments

Scheme Application Collection Vehicles Requires Considers
type type type exclusive latency

vehicles reduction

MDH [71] Short delay On demand Any No No

VDM [19]  DTN! periodic Any No No

MobiCluster DTN Periodic Public No Yes

[61] busses

DATAXIS DTN Opportunistic Taxi cabs No No

18]

RL-based DTN Periodic Any Yes Yes

[91]

FDO [62] DTN N/A Any No No

I Delay Tolerant

based schemes, however, at the expense of high data delivery delay, as MCs are con-
strained to visit sensors individually, increasing MC’s trajectory, hence the delivery
delay of data. In multi-hop schemes, the delay is reduced but the power consumption
is quite high due to the additional communications between the sensors. Moreover,
relying on specific vehicles to collect roadside sensors data increases the scheme’s de-
ployment cost, whereas leveraging the ubiquitous vehicular network provides a cost-
effective alternative, because it relies on an already deployed cost-free infrastructure.
It would therefore be interesting to combine the advantages of the studied schemes to
design energy and cost-efficient data collection schemes with a reduced data delivery
delay. This can be achieved by taking advantage of the vehicular network to designate
opportunistic collectors to collect data from the sensors via a single hop by acting only

on the road segment they are traveling on.
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3.5 Conclusion

In this chapter, we have provided a brief overview of mobile element-based data collec-
tion while highlighting the main challenges and issues at each stage of the data collection
process. Then we conducted a comprehensive study on solutions using vehicles as MEs
to collect IoT data from urban environments. We also provided a comparative study
to investigate and evaluate existing vehicle-based data collection schemes.

Finally, we can conclude that vehicular networks are suitable for collecting data
from IoT sensors in smart cities. However, the high dynamism of urban environments,
combined with the vehicle’s itinerary length, result in high data collection latency
which limits vehicle-based data collection schemes to only DTN applications. To take
advantage of this cost-effective and energy-efficient approach on behalf of short-delay
applications, this thesis proposes two schemes for low-latency data collection. The
next chapter is devoted to the description of the first scheme which we called, OMS (
Opportunistic Mules for Short Latency Data Collection in Smart Cities).
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Chapter 4

OMS: Opportunistic Mules for
Short Latency Data Collection in
Smart Cities.

4.1 Introduction

As shown in the previous chapter, introducing mobile elements(MEs) has proven to be
efficient and economical for WSNs data collection. However, this mobile data gathering
unavoidably introduces longer data collection latency which has amplified in urban
settings due to urban mobility constraints. Moreover, the length of the trajectories
assigned to the vehicles used as MEs contributes in increasing the data collection process
latency which reaches 24 hours such as in [18]. Given that, some smart city applications
are required to respond in a relatively lower latency. So reducing the latency of such
a promising approach becomes crucial. To that end, we propose a new scheme that
leverages opportunistic inter-vehicular communications to provide each road segment
with a Data Mule (DM) in order to limit the DM task to only one segment. By doing
so, multiple DMs will operate simultaneously within different segments of an area of
interest leading to collection latency reduction. following that idea, an opportunistic
DMs election strategy was proposed in which the ability of a vehicle to serve as a
DM on a given road is determined by a fitness function that is based on the vehicle’s
movement characteristics. The proposed scheme is called, OMS (Opportunistic Mules
for Short Latency Data Collection in Smart Cities). A preliminary version of OMS was

presented in [?] and has been revised and improved in [26].

In this chapter, first, we give an overview of our proposal in Section 4.3. Then, the
detailed description and analysis of the proposed scheme are provided in Section 4.4.
The performance evaluation of our scheme is provided in section 4.5. Finally, Section

4.6 concludes the chapter.
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4.2 Motivation

In a smart city application, it is required that the sensed data be conveyed to Central
Controllers (CCs) for processing and sharing. As mentioned before, data mulling is an
efficient solution to deal with issues related to communication in WSNs such as connec-
tivity, reliability, and energy efficiency. However, in data mule-based works targeting
urban environments, mobility and communication capabilities are often underutilized,
resulting in sub-optimal solutions that incur large latency. Motivated by the need to
meet short delay applications while taking advantage of the MEs-based data collection
approach, we focused on reducing the latency of the mule-based data collection in ur-
ban environments. To that end, we take benefit from an important characteristic of the
urban environment, namely its richness in opportunistic mobile elements (vehicles). We
argue that the distribution of the collection process will reduce its latency. To do so,
we propose to involve all kinds of vehicles to elect a data mule for each road segment
to take the responsibility of collecting its sensor data. Therefore, the mule role will
be held along only one road segment instead of long itinerary such as in [19, 18, 91].
Furthermore, unlike [18] that rely only on taxicabs, our scheme leverages all vehicle
kinds to increase chances of getting DMs. Doing so; we fully exploit the opportunistic
presence of vehicles to distribute at best the collection process and therefore improve

the collection latency.

4.3 Overview

We focus on data gathering from sensors embedded in objects which can be spread
across smart city roads. We address the case where the collection process is periodi-
cally initiated by a fixed base station (BS) or central controller (CC) within a specific
region called Area of Interest (Aol). We consider short delay applications in which data
have to be delivered to the CC in relatively small delays. The considered scenario is
depicted in Figure 4.1 (a), where sensors are deployed on roads or integrated in road-
side 10T objects such as road signs, garbage cans, etc. The idea of this proposal is to
leverage the characteristic of the high presence of vehicles in urban areas to increase
the distribution degree of the data collection process hence, reducing its latency. To
that end, we propose to assign, as much as possible, to each road segment of an Aol a
DM responsible of collecting its sensory data. Hence, two important issues should be
solved, namely: data mule assignment and the collected data delivery from each seg-
ment to the CC all while having short latency. To deal with these issues, OMS covers
the Aol with a request for data mules election providing each road segment with a DM.
To achieve this, intersections are preferred data mule election zones (DMEASs) since
they constitute incoming/outgoing points for each road segment. After being elected,

each DM downloads the sensors’ data of the segment for which it is responsible, then
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forwards the collected data to the BS or CC using a delay optimal vehicular routing
protocol. Figure 4.1 (b) gives an overview of the proposed scheme, while Table 4.1 lists

the main abbreviations used in this chapter.

Segment4

~~" I,l hd
Segmentl ~ Segment3
Segment2
(b)
(@
BS ® Sensornode

“  Request data mules

Figure 4.1: (a) Considered scenario. (b) Scheme overview.

Table 4.1: List of abbreviations.

Abbreviation Description

ME Mobile Element

DM Data Mule

Aol Area of Interest

DMEA Data Mule Election Area
BS Base Station

CC Central Controller
REQ_DMs Request for Data Mules

4.4 Opportunistic Mules for Short Delay Applications (OMS)

This section describes OMS. Our data mule-based data collection scheme, whose main
goal is to reduce the latency of data collection processes in urban environments. OMS
relies on multiple data mules opportunistically elected from moving vehicles to provide
simultaneous collection of different road segments of an urban area. The basic idea of
OMS is to abolish the main cause of high delays in DM-based collection, namely the

length of trajectories assigned to DMs. In fact, OMS aims to limit the mule role of a
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Request propagation module
N Request Dissemination
I: /*disseminate to adjacent DMEA*/

| | Opportunistic Election of DMs
(OEDM)

I

|

Y
Data Harvesting
*of current DMEA segment*

| Data Delivery |

Collection module

Figure 4.2: Opportunistic Mules for Short Latency Data Collection: Scheme Architec-
ture.

vehicle to one road segment. To do so, it takes advantage of the large population of
moving vehicles to opportunistically designate a DM to each road segment by propa-
gating a request for DMs to DMEAs within an optimum delay. The proposed scheme

includes two modules as it is shown in Figure 4.2:

1. The request propagation: in this module, the goal is to disseminate a request
for DMs to all DMEAs of the Aol to opportunistically elect a DM for each outgo-
ing segment. Thus, two components are designed. The first consists of the query

dissemination and the second is the opportunistic DMs election.

2. The data collection module: in this module, each elected DM collects the
sensors data of its road segment and forwards them to the BS or CC through
a delay optimal vehicular routing algorithm. This requires the design of two

sub-modules namely: the data harvesting and the data delivery.

The election process, as well as the data harvesting and data delivery processes take
place in parallel within different road segments according to the propagation progress
of the request for DMs. However, they perform sequentially within the same segment.
Note that in this thesis we have focused on the design of query dissemination and op-
portunistic election processes. Data harvesting and data delivery processes are planned

as perspectives.

4.4.1 Query Dissemination

Initially, data retrieval of an Aol is periodically launched by a CC which sends a request
for data mules (REQ_DMs) message that contains a unique ID, the position of the CC,
and other necessary information to be detailed below. The REQ_DMs should then be
propagated to DMEASs of the Aol where each outgoing segment has to be assigned a DM
according to the speed and direction of existing vehicles. To preserve sensors energy,

our scheme leverages the opportunistic inter-vehicular communications to propagate the
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REQ_DMs to DMEAs. However, planning the REQ_DMs propagation is mandatory to
avoid buckles and failures to reach some DMEAs which are likely to happen in case of
unplanned propagation. Moreover, the propagation process has to be time constrained
in order to reduce collection latency. In fact, reaching the entire DMEAS in a minimum
delay induces rapidly assigning DMs to all the roads in the Aol. Hence, this allows data
collection simultaneously over all roads. We consider the issue of reaching all DMEAs
of an Aol in a minimum delay as a variant of Minimum Spanning Tree (MST) problem
[44]. MST problem is an optimization operation that aims to span over all the vertices
of a weighted graph with a minimum cost and without any cycle. MST has direct
applications in the design of networks of different domains such as telecommunication
and transportation. In WSN, MST has been widely used to construct energy efficient
routing and topology control algorithms [70, 15]. In our case, we use the MST concept
to propagate the REQ_DMs message to all DMEAs within a minimum delay. To that
end, the Aol has to be modeled using an undirected graph G = (V, E), where vertices
V correspond to DMEAs (intersections) and edges E correspond to Aol road segments.
As our aim is to reach all DMEAs within a minimum delay, the weight of an edge e;;
can only be the delivery delay of REQ_DMs between two successive intersections (i, 7).
This delay is generally a function of a succession of carry and forward phases as it
depends on the traffic state of the road segment e;; that connects the two intersections
(¢,7). The average transmission delay of a message along a road segment e;; is given
in [96] by Equation (4.1):

delayr,; = (7 * delayr + 7c * delayc) * E[Ra]min (4.1)

Where,

E[Rg)min is the average number of forward and carry cycles. mp and 7o are the prob-
abilities of forwarding phases and carry phases, respectively. They are both functions
of the vehicle’s transmission range and the inter-vehicular distance. delayr and delayc
represent, respectively, the delays of forwarding and carrying phases. delayc depends
on the speed of the vehicle carrying the message, whereas delayr is governed by the
forwarding policy which will be discussed in the next subsection.Table 4.2 lists the main
symbols used to describe OMS.

The fitness fit,en(seg) of veh for the mule role in seg We assume that the road
layouts and traffic statistics are available. Indeed, traffic statistics can help to find roads
with better connectivity to DMEAs. Such information is becoming more accessible
thanks to GPS traces.

The decision variable for the MST formulation and weight matrix construction is

given by:
Wi = delayTij if edgee;; € Er
Xij = (4.2)
0 otherwise
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Table 4.2: List of symbols.
Symbols Description

€ij The edge between two ver-
tices (i, 7), which corresponds
to the road segment connect-
ing intersections i and j.

delayr,,; The average transmission de-
lay of a message along the
road segment e;;.

Xij The weight matrix.

ST, MST, Er The spanning tree, the mini-
mum spanning tree, and the
set of MST edges resp.

in-DMEA, out-DMEA In DMEA vehicles and out
DMEA vehicles resp.

veh A candidate for the DM role.

erair(seg), erpos(seq), eryer(seq) Directional error, Positional
error, and Velocity error,
resp.

Epos(seg), Eqir(seg), Eyei(seq) The maximum admissible er-

rors in positioning, heading
and velocity, resp.

fityen(seg) The fitness of a candidate
veh for the DM role in the
segment seg.

where Erp is the set of MST edges.
The total cost corresponding to the query propagation delay according to a spanning

tree ST is written as:

Crotai(ST) = delayrota(ST) = E delayr,; (4.3)
t,j=1
i,JEV

with n is the number of intersections of the Aol.

Thus, having the weight matrix X;;, the CC computes the spanning tree of minimum
REQ_DMs propagation delay using one of the most used algorithms such as Prim [92]
or Kruskal [63]. Algorithm 1 presents the Prim’s algorithm performed by CC. Given
the connected weighted graph representing the Aol (line 1), Algorithm 1 provides a
spanning tree of minimum delay (E7) to propagate the REQ_DMs (line 2). The tree
is initialized with the CC’S location (line 3). At each iteration, the tree is extended
by one edge (road segment) of minimum cost (lines 5-8) among the edges that connect

the tree Er to the vertices that are not yet added to the tree (line 6). The process
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continues until adding all the vertices to the tree (line 8).

Algorithm 1 : Prim’s algorithm performed by the Central Controller (CC).

: Input: the connected weighted graph of the Aol with vertices V and edges F;

: Output: Vpr and Er which describe a minimal spanning tree;

. Vip < x; // x is the node representing the CC’s location (starting point) from V
Er «{}

: Repeat

. select a road (x,y) with minimum delay such that x is in Vp and y is not;

: // In case of multiple roads with the same delay, select any of them.

: Add y to Vp, and (x,y) to Er;

: Until (Vp=V)

© 0 N DU A W N

In fact, before sending the REQ_DMs, the CC should first, computes the MST of
the Aol; i.e., determines the spanning tree to allow the propagation of a given message
to all DMEAs of the Aol in a minimum delay. Once determined, the MST is joined to
the REQ_DMs message to pilot its propagation. Accordingly, vehicles located in road
segments that do not belong to Er, are not involved in the propagation process. There-
fore, upon receiving the REQ_DMSs, the vehicle checks its location on an MST segment
in order to decide on its commitment to the propagation process. This helps reducing
communication cost as REQ_DMs is delivered to the whole DMEAs by crossing only a
part of Aol’s roads. We assume that the road layouts and traffic statistics are available
and are frequently updated by leveraging the data gathered from previous collections.
Indeed, traffic statistics provide road density information which is a key parameter
to compute probabilities of forwarding and carrying a message along a road segment,
thus to estimate the delivery delay of a message along that segment. Moreover, this

information is available thanks to GPS traces data.

Forwarding Policy
Note that it’s not of our interest to design a new forwarding policy. We just adapt
to our needs one of the existing policies that have proven their performance. We
made use of the MIN (Middle Is Next) forwarding strategy [95], in which the next
transmitter is selected such that to be the closet vehicle to the middle of the previous
transmitter’s communication range. Because of our scheme aims at minimizing the
REQ_DMs propagation delay, we adapted MIN to pick as next transmitter the closest
vehicle to the target DMEA so that to accelerate the query dissemination process.
Upon receiving the REQ_DMs message, vehicles located on an MST road set a back-off
counter (BC) proportional to its distance from the target DMEA using the following

equation:
e\ * Dist)?

BC = 5

(4.4)

where ) is the vehicle density and Dist is the distance separating the receiver from
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the targeted DMEA. Thus, the closest receiver to the targeted DMEA will be the first
to forward the REQ_DMs (because it will have the smallest BC) while the others will
stop their timers. Such way, query dissemination delay is minimized while reducing

collisions.

4.4.2 Opportunistic Election of Data Mules

This process is opportunistically activated when REQ_DMSs reaches DMEAs. It aims to
assign to each outgoing segment a DM according to vehicles’ speed and heading. To that
end, each REQ_DMs receiver should first check its belonging to a DMEA in order to
decide about its candidature for the mule role. We delimit the geographical coordinates
of a DMEA by the area of the center Cpyga = cc and the radius Rpygpa =17 + 1 as
it is depicted in Figure 4.3 (a). Where cc and r are, respectively, the center and radius
of the intersection, while [ is the average length of a vehicle. In the following, vehicles
belonging to a DMEA at the time the DM election process is triggered are referred to as
‘in-DMEA’ vehicles. An ‘in-DMEA’ vehicle veh is eligible to perform the mule role for
an outgoing segment if it moves on or towards that segment with a velocity close to the
DM’s desired cruise speed. More precisely, based on simple geometrical considerations
on the movement of ‘in-DMEA’ vehicles with respect to the geographical coordinates
of intersection segments, each ‘in-DMEA’ vehicle can assess its ability (fitness) to the

role of mule in the segment seg, by computing the following error vector:

EVseg = (erdir(seg), erpos(seg), ervel(seg)) (4'5)

where erg;r(seg), erpos(seg), and er,;(seg) are, respectively, errors in heading, po-
sition and velocity with regard to the segment seg, seg = 1, k, where k is the number of
outgoing segments of the DMEA. Note that the geographical information of intersec-
tions and the outgoing segments layouts can be easily obtained from digital maps. How-
ever, for the sake of simplicity, we consider the Manhattan like geometry as depicted in
Figure 4.3 to illustrate the three error metrics. We denote by Epos(seg), Eqir(seg) and
Eyei(seg) the maximum admissible errors in positioning, heading and velocity, respec-
tively. In case of Manhattan like geometry Epos(seg) = r and Eg;(seg) = 5 for each
outgoing segment. Otherwise, they are functions of intersection geometry (intersection

size, road layouts, etc.). erg(seg), erpos(seg), eryei(seg) are defined as follows:

e Directional error ery;.(seg) € [—m, +7], is the angular deviation with respect
to the segment seg direction (see Figure 4.3 (c)). If the vehicle veh is moving on

seg, ergir(seg) = 0; otherwise erg;.(seg) > 0;

e Positional error er,s(seg), is the distance separating an ‘in-DMEA’ vehicle
veh from the beginning of the segment seg (see Figure 4.3 (b)). Note that if veh
is already in seg, erpos(seg) = 0; Otherwise, erpos(seg) > 0. In the remaining of

this section, veh denotes an ‘in-DMEA’ vehicle.
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e Velocity error er,.(seg) =| Velg(seg) —Velyen | where, Veli(seg) is the desired
cruise speed on segment seg and Vel is the vehicle’s speed. er,(seg) gives a
measure of vehicles moving at around the desired speed or away from it. In fact,

the speed of the mule determines the mule-sensor contact time.
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Figure 4.3: Opportunistic election of data mules: inputs parameters: (a)- DMEA’s
parameters, (b)- angular error, (c)- positional error.

The fitness fit,en(seg) of veh for the mule role in seg is then given by formula 4.6.

erdir(seg) +€Tp05(3€g) +€Tvel(8€g) (46)
Edir(se.g) Epos(seg) Evel(seg)

fitveh(erdir(seg)’ erpos(seg)y ervel(Seg)) =

Note that, with this fitness function, the lower the fitness value is, the better the
ability of veh for the mule role in seg will be. Hence, veh will be candidate for the

segment of the lowest fitness value.
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It is worth noting that, with formula (4.6), the fitness function is formulated with-
out taking into account the contribution factor of each input parameter; i.e., input
parameters were considered contributing with the same weight in determining a candi-
date’s suitability for the DM function, which does not correspond to reality. Actually,
the heading parameter is more representative than the distance and the velocity pa-
rameters, due to the fact that a car moving at the desired speed can be a DM only on
the road segment it is heading towards. Therefore, the heading parameter should be
assigned a high contribution factor when calculating the ability of vehicles for the mule
role. We define the contribution factor of an input parameter of the fitness function as
the percentage with which that parameter participates in determining the suitability of
a candidate vehicle for the DM role. By taking into account those factors, the fitness
function has been revised and modified from formula (4.6 [27]) to formula (4.7 [26]).

. €T dir (Se.g) €Tpos (Seg) E€Tvel (seg)
it erqir(seg), er seqg), er se = a* +bx* +c*
f Ueh(( di ( g) pos( g) pos( g)) Edir(seg) Epos(seg) Evel(seg)
(4.7)
Where,

a, b and c are weighting coefficients which measure the contribution factor in the fitness
function . The weighting coefficients are normalized such that: ¢ + b+ ¢ = 1. Since
with this fitness function, the lower the fitness value is, the better the ability of veh
will be, weighting coefficients are to be chosen so that small weights are given to fa-
vorite parameters. To that end, we define preference between input parameters so that
ergir(seg) < erpos(seg) < eryei(seg), because it seemed obvious that the direction is the
best indicator for the next destination of a vehicle, then its position and finally its ve-

locity. Therefore, weighting coefficients respond to the following constraint: a < b < c.

Actually, it is not always possible for a candidate to determine its target segment
at the time of the request for opportunistic mules reception. Consequently, two cases
can rise according to the ability of an “in-DMEA” vehicle to determine its destination
during the calculation of its fitness value. Algorithm 2 describes how an “in-DMEA”
vehicle is opportunistically assigned the role of DM for a given outgoing segment whose

illustration is given as follows:

Case 1: The candidate is able to determine its targeted segment If the
destination of an ”in-DMEA” vehicle veh is determinable (i.e., erg;(seg) <= Eg;-(seg)
and erpos(seg) <= Epos(seg)) upon receipt of the request for opportunistic mules (such
as for the white car in Figure 4.4), and the velocity of veh is close to the desired cruise
speed (i.e., eryei(seg) <= Eye(seg)), veh considers itself a candidate for the mule task
in the targeted segment and thereby it cancels its assessment towards the remaining

segments (lines 6 — 24). Then, it should assess its ability compared to its potential
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competitors to take in charge the target segment (line 9). To do so, it calculates its

fitness fityen(seg) towards that segment using Equation (4.7) (line 12).

Case 2: The candidate is not able to determine its targeted segment Some
candidates may not be able to determine the target segment due to their location and
orientation when receiving the request for opportunistic mules (lines 26 — 30). The
black car and the red one in Figure 4.4 are examples. In this case, the candidate
continuously assesses its direction, by comparing the angular and positional errors to
the corresponding acceptable maximum errors, until determining its direction (lines
31 —39). Once its direction is determined, it advertises its commitment, if it is moving
around the desired speed (line 40). In case the candidate does not meet the condition,
it hands over the mule role to another vehicle moving at around the desired speed (line
42).
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Figure 4.4: Opportunistic mules election: examples of candidates with determined
destination and candidates with undetermined destination.

FEach candidate broadcasts a DM_ANNOUNCE_SEG message to announce to its
competitors its commitment for the mule task in the segment seg. To avoid candidature
announcement collisions, candidates wait a back-off time (BCT%.4) proportional to their
fitness (lines 14) before advertising their commitments. The BCTj., calculation is given

by formula (4.8) as follows:
BCTuuy = fitey * AT (4.8)

with AT = }%‘Zﬁg) « Ts, where prio(seg) is the priority order of the segment seg.
We defined a priority order between DMEA segments to avoid collisions between can-
didates from different segments in case they have the same fitness value. To avoid

collisions between competitors of a given segment, the geographical coordinates x and
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Algorithm 2 : Opportunistic data mules election. /*runs at each in-DMEA vehicle*/

1:

Input: E.s(seq), Eqir(seg), Evei(seg): maximum acceptable errors in position, di-
rection and velocity;

2: Vector Vely[nb_segments|: a vector of desired cruise velocities;

e

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

27:
28:
29:
30:
31:

32:
33:
34:

35:
36:
37:
38:
39:

40:
41:
42:
43:

Output: the segment to which the in-DMEA vehicle should guarantee the mule
role

Begin

for each segment seg of the DMEA do {

EVieqg = Calculate (egir(seg), epos(s€q), ever(5€9));
if (eqir(seg) <= Egir(seg) and epps(seg) <= Epos(seg) and eye(seg) <= Eye(seg))
then {

// V is a candidate for seg.

fitseqg = compute_fitness_seg (eqir(5€9), €pos(5€9), evel(s€9));
BCTyeq = fitseqg * AT; //initialize the back-off time
On_Timeout(BCTseg) {Broadcast (DM_ANNOUNCE_SEG);}

On_Receive(DM_ANNOUNCE_MESSAGE_SEG, before_BCTy.4_expiration) {
//there is another more fitted candidate for seg

Cancel_Broadcast (DM_ANNOUNCE_SEG);}

exit;

H

if ((eqir(seg) > Egir(seg) or epos(seg) > Epos(seg) ) for all outgoing segments)
then{

// the vehicle direction cannot be deduced at present
Probable_segments_set = all_outgoing_segments;

repeat until ((3 segk € Probable_segments_set such that eg;.(seg-k) <=
Eqir(seg-k) and epos(seg_k) <= Epos(seg-k)) or (Probable_segments_set = ()))

{

On_Receive(DM_ANNOUNCE_MESSAGE_SEG_1){ Probable_segments_set =
Probable_segments_set — seg_l;}

for each segment seg_k of the Probable_segments_set do {
calculate(egi, (seg-k), epos(seg-k)); } }

if (3 segk such that egir(seg-k) <= FEgy(segk) and epos(seg-k) <=
E,os(seg-k)) then{ // the direction of the candidate is now determined

if (eyer(seg-k) <= Eye(seg-k)) then Broadcast(DM_ANNOUNCE_SEG k);

else

Hand_Over_Mule_Role (Vely[seg_k|, when_approaching_sensor_position); }

End
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y of a candidate veh are used. Ty is the duration of one round transmission. According
to the back-off time formulation, the candidate with the smallest fits., value will be
the first to announce its commitment while the others will abort their announcements
(lines 16 —18). This provides an opportunistic distributed election of data mules with a
low communication cost. Indeed, thanks to the back-off time formulation that depends
on the candidate ability level, the communication cost of DMs election is reduced to
only one message per a DMEA segment, namely the DM_ANNOUNCE_SEG message.
DMs in charge of MST segments first pursue the propagation of the request while those
who manage "not_MST” segments may start collecting data as outlined in the global
diagram of OMS depicted by Figure 4.5.

Note that a segment with no DM has a second chance to be taken into account
by the neighboring DMEA. To do so, OMS leverages the DM_ANNOUNCE messages.
Indeed, these messages, likely to be received by vehicles located outside DMEAs called
"out-DMEA” vehicles, may serve as an indicator of the election period of DMs. When
an "out-DMEA” vehicle receives a DM_ANNOUNCE message, it should check the
message source. If it is from neighboring segments, the "out-DMEA” vehicle starts
a back-off timer M BCTy., (the Maximum Back-off Time) which corresponds to the
time taken by the weakest candidate to announce its commitment. In such a case,
EVieq = (Epos(seg), Eqir(seg), Eyel(seg)). Thus, M BCT.4 can be given by:

MBCTyeg = Max_fitgeg x AT (4.9)

If M BCT}cq4 expires before DM_ANNOUNCE_SEG reception, the ”out-DMEA” vehicle
renews the propagation process by sending a REQ_DMs message with dm flag set to 0
whether it belongs to an MST segment or not. Indeed, to ensure effective data mules’
election, REQ_DMs message should contain additional information. Namely, for each

DMEA, for each outgoing segment, the following information has to be specified.
e The desired cruise speed Vely(seg),

e A dm bit to point out to the target DMEA whether the segment on which the
REQ DMs was propagated has already a DM or not. Indeed, this allows to
segments with no DMs to be taken into account by the target DMEAs as each
segment links two DMEAs. Moreover, the dm bit avoids assigning more than one
DM for a given segment. This prevents sensors sending redundant data hence,

avoiding wasting their energy.

To summarize, Figure 4.5 describes the global operation of OMS. At the reception
of a request for opportunistic mules (REQ-DMs), a vehicle first checks whether it is
an ‘in -DMEA’ (action 1 in figure 4.5) to decide about its candidacy to the DM role.

‘in -DMEA’ vehicles calculate the error vector EV and check their directions (actions
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Figure 4.5: OMS global diagram.

2 and 3). Each ‘in -DMEA’ vehicle with determined direction declares itself candidate
for the targeted segment, calculates its fitness toward that segment and waits for a
back-off time BCT to advertise its commitment for the mule role (actions 4, 5 and 6).
If, while waiting, the vehicle receives a ‘DM advertisement’, it cancels its candidacy
(action 11) and returns to the initial state. DMs in charge of ‘not-MST’ segments
proceed to the data collection (action 8) and to their delivery (action 9) at the end of
the segment, while those in charge of ‘MST’ ’segments should first propagate the request
to the successive DMEAs (action 10). If the REQ_DMs message receiver is not an
‘in-DEMA’ vehicle, it checks whether it is located on an ‘MST’ segment to contribute
to the request propagation (actions 12, 13, 14 and 15).

The candidate with the smallest fit,en(seg) advertises first its candidature when the
others cancel their advertisements. With this way, DMs are opportunistically elected
in a distributed manner without additional communication cost. Indeed, thanks to the
back-off time which depends on the candidate fitness, the communication cost of DMs
election is reduced to only one message per outgoing segment. DMs of ‘MST’ segments
should first pursue the propagation of REQ_DMs to next DMEAs before starting data

collection, while those of ‘not-MST’ segments should start to collect data of theirs



4.5. Simulations and Measurements 65

segments.

4.4.3 Data Harvesting

After announcing its responsibility to perform the mule role in a specific segment, each
DM should proceed to the download of sensory data of the encountered IoT nodes.
Although, the mule discovery process and transmission protocol go beyond the scope
of this thesis, it is worth noting that on demand mule discovery is more suitable to our

scheme for two reasons:

1. Sensor nodes are deployed in known positions allowing the DM to initiate a con-
nection when approaching their coverage area. The geographical coordinates of
IoT nodes could be included in the REQ_DMs message.

2. Having the desired DM'’s cruise speed, the collection periodicity and the average
time of query propagation of the Aol, we can predict when the DM will be in visi-
bility of each sensor. This allows implementing sleep/wakeup scheduling schemes
such as [113] which allow sensors to wake up only when the opportunistic DM is

likely to pass.

4.4.4 Data Delivery

After collecting the data of the encountered IoT nodes, each DM should deliver its data
to the CC. As reducing the collection latency is a primary goal of the proposed scheme,
data delivery has to be performed within an opportune time. This requires a delay
optimal routing strategy which is still considered as the main challenge in vehicular

networking. In fact, data may be delivered to the CC in two ways as:

1. Relying on existing delay optimal vehicular routing protocols such as OVDF [30],
which exploits vehicle traffic statistics and knowledge of future trajectories of

vehicles to route the data within a minimum delay.

2. Making use of query propagation and data harvesting phases to estimate the
current traffic state of the Aol in order to compute optimal routes towards CC.
Designing such a strategy and comparing it with existing delay optimal routing

protocols are planned as perspective of this thesis.

4.5 Simulations and Measurements

We investigate the OMS scheme performance using the network simulator NS-3 [1]. To
the best of our knowledge, there is no DM-based work dealing with the high latency of
data collection in urban environment. So, OMS couldn’t be compared to other work

because it is obvious that neither objectives nor the metrics could be fairly compared.
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Figure 4.6: Road network topology in the Bab ezzouar, Algiers, Algeria, urban area.

However, we applied OMS to several simulation scenarios to evaluate its characteristics
in detail. In our simulations, we used a map of an Algerian region, namely Bab ezzouar,
which is a part of the metropolitan area of Algiers. The simulation scenarios are
extracted from OpenStreetMap [2] as it is shown in figure 4.6. At first, we evaluated
OMS in an area of interest of 1500m x 800m consisting of 16 intersections and 21 road
segments. To assess OMS in terms of scalability, we rerun the same experiments over
two other Aol namely 2km? and 3km?. Also, we performed OMS on various road
vehicular densities (5veh/km — 50veh/km) to evaluate its performance within different
traffic volumes. For that, we used SUMO [3]( Simulation of Urban Mobility) to adjust
OSM mobility traces in order to obtain the desired road densities.

We used IEEES802.11p (WAVE) MAC layer protocol and Nakagami propagation
model physical layer protocol. The later is reported in [103] to be the most suit-
able propagation model for VANETSs. Transmission ranges are set to 250 m for both
vehicle-to-BS and vehicle-to-vehicle communications. The simulation parameters are

summarized in Table 4.3.

Table 4.3: Simulation Setup.

Parameter Value

Size of simulation area 1,2km?2, 2km?2, 3 km?
Vehicular density 5-50 veh/km
Transmission range 250 m

Simulation time 300 seconds

Vehicles’ velocity 18-50 km per hour
MAC protocol IEEES02.11p (wave)
Propagation model Nakagami_m

Bandwidth 6 Mbp/s
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4.5.1 Performance Metrics

We assessed OMS based on the following performance metrics.

e Average query propagation delay, which we define as the average delay re-
quired by the request for data mules to reach all DMEAs. Query propagation
delay characterizes the required time to cover as maximum as possible the Aol

by opportunistic mules.

e Average coverage ratio, which we define as the average number of road seg-
ments to which data mules have been successfully assigned to the total number
of Aol’s segments. The average coverage ratio shows the ability of the OMS
election process to successfully assign to each road segment a data mule in an

opportunistic manner, hence covering the maximum of the Aol.

e Network load, which is defined as the amount of data being carried by the
network due to the query propagation and the DM election process. It measures
the OMS cost in terms of bandwidth consumption. It is measured in number of

bytes per second.

4.5.2 Simulation Results

The curves plotted in the following figures represent the average of the results obtained
from 10 independent simulations. First, we examine the impact of weighting coefficients
of the fitness function parameters on the OMS election process. For that, we vary the
values of weighting coefficients and compute at each settings the percentage of ideal
DM with respect to a supervised election. The aim of this experiment is to determine
the best values of the weighting coefficients that allow the OMS election process to
converge towards a robust election. Table 4.4 presents the values given to the weighting
coefficients while figure 4.7 shows obtained results for different traffic volumes (low: 10
veh/km, medium: 20 veh/km and high: 30 veh/km).

Table 4.4: The values of weighting coefficients of the fitness function parameters.

Coefficient Scenario 1 Scenario 2 Scenario 3 Scenario 4 Scenario 5 Scenario 6

a 0.05 0.1 0.15 0.2 0.25 0.3
b 0.1 0.15 0.2 0.2 0.3 0.33
c 0.85 0.75 0.65 0.55 0.45 0.37

The results show that more than 80% of elected DMs are ideal in low and medium
density whereas in dense area the percentage of ideal DMs can exceed 90% for all the
values given to the weighting coefficients. We also show that all the variants of the

weighting coeflicients give the same result in low traffic volume and a slight variation
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Figure 4.7: Impact of weighting coefficients of the fitness function parameters in low,
medium and high density networks.

in high and medium traffic volumes. This demonstrates that the priority order estab-
lished on those coefficients allows electing the best DMs in almost all scenarios. In fact,
prioritizing the direction parameter helps assigning to segments only candidates mov-
ing towards those segments. Moreover, the independence of coefficients from network
density presents an advantage of OMS from implementation point of view. Indeed,
candidates are not constrained to obtain the current density to adjust their coefficients
during election process. This allows preventing OMS from additional communication

cost.

Next, we evaluate the capability of OMS to designate DMs to all road segments of
the Aol. For that, we consider two simulation scenarios. In the first one, the election is
performed using the fitness function stated in the primary version of this work [?] (for-
mula 4.6). In this case, the coefficients of the fitness function parameters are identical
and are all equal to 1 (a = b = ¢ =1). In the second scenario, the election is performed
according to the fitness function of the enhanced OMS (formula 4.7). In this case, the
direction parameter is preferred over the position which in turn is preferred over the
speed (a < b < ¢ < 1). Figure 4.8 plots the obtained results. As it can be seen, the
results obtained by the second scenario are closer to the supervised scenario compared
to the first one. This is due to the fact that in the first scenario, direction, position and
speed parameters contribute with the same weight in the election of DMs. This may
allow to candidates positioned near a given segment and moving with a velocity close
to the desired speed to be elected for that segment even if their error in direction is

very close to the maximum admissible error. This explains the higher percentages ob-
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Figure 4.8: Percentage of road segments covered with DMs, varying the vehicular
density.

tained by the first scenario compared to the supervised one. Note that, those cases are
discarded from election in the second scenario thanks to the high preference assigned

to the direction parameter.

The CDF (Cumulative Density Function)! of road segments ratio being assigned
DMs is depicted in figure 4.9. As it is shown, the probabilities that OMS provides large
parts of Aol with DMs is satisfactory, even in the case of low traffic volume. Indeed,
there is a moderate probability to cover more than half of the Aol with DMs in low
traffic volume. However, this probability increases with the increase in the volume of
traffic to reach the values of 0.6 for a moderate volume of traffic and 0.8 for a high
volume. This is confirmed by the plots of figure 4.8 where we can see that high ratios of
covered segments are obtained by higher values of vehicle densities. This demonstrates
the efficiency of the DM election algorithm in case of candidates availability. Note that
in a sparse network (5veh/km), OMS can provide 46% of road segments with DMs
which we consider as a satisfactory result as it represents approximately the half of the
TIoA. Indeed, OMS offers a second chance for segments not being assigned a DM, to
be considered in an adjacent DMEA thanks to the control information included in the
REQ_DMs message.

Next, we evaluate the average delay of the query propagation. The aim of this

experiment is to measure the required average time to designate DMs to the entirety of

!The cumulative density function (CDF) of a real-valued random variable X evaluated at x, is the
probability that X will take a value less than or equal to x [31]. It is given by [88]: F(z) = P(X < z).
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Figure 4.9: CDF of road segment ratio with DMs in low, medium and high density
networks.

Aol. Looking at the figure 4.10, we observe that the scheme manages to propagate the
REQ_DMs to the entirety of DMEAs within less than 1 minute (56 seconds) in a sparse
network (5veh/km). This delay decreases then with the vehicular density increase to
reach a value of less than 1 second in a highly dense network (50 veh/km). Indeed, it
is obvious that in dense area the connectivity level of network increases, raising then
the chance to multi-hop the REQ_DMs to neighboring DMEAs, unlike low dense area,
where the REQ_DMs is more likely to be carried by the holder vehicle to the target
DMEA. We agree that query propagation delays are too acceptable in low density and

very interesting in medium and high densities. This is due to the fact that:

(i) The REQ-DMs is disseminated according to an optimized strategy which selects
roads with high connectivity to propagate the request to neighboring DMEAs.

(ii) The next transmitter is selected to be the closest car to the targeted DMEA to

minimize query propagation delay.

We point out that for medium vehicle density; almost all road segments of the Aol will

be assigned a DM in less than 10 seconds.

Figure 4.11 shows the average network load. This figure gives a measure of the
cost of query propagation and DMs election in term of bandwidth consumption. As we
observe, the network load increases with the vehicular density increase. It takes small
values (less than 3000 bytes/sec) in low and medium density values (< 20 veh/km).
In addition, it takes acceptable values (< 4000 bytes/sec ) in high densities (between
30 and 40 veh/km). Even with 50 veh/km, the load reaches 6000 bytes/sec. In fact,
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with high vehicular density, REQ_DMs messages are more likely to be multi-hoped to
DMEASs, increasing then the network load. However, it remains very low compared
to the available bandwidth. Indeed, in the worst case (6000 bytes/sec), the protocol
consumes 0,8% of the available bandwidth. The results demonstrate that the scheme
optimizes the bandwidth. This was expected due to : i) the optimized query propa-
gation strategy that broadcasts queries only over a portion of the road network, ii) in

addition to the opportunistic DM election that costs only one message per road segment.
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Figure 4.11: The network load induced by query propagation and DMs election.

Next, we assess the impact of DMEA size on the efficiency of the scheme. As the
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Figure 4.12: Impact of DMEA size on scheme efficiency.

candidacy of a vehicle to the mule role depends on whether it belongs or not to a
DMEA, the size of the latter influences the number of candidates, hence that of the
designated DMs. The goal of this experiment is to determine the best values of this
parameter to achieve a better efficiency of the scheme (assign DMs to the maximum
of the Aol roads). Figure 4.12 shows the obtained results. If we consider the smaller
DMEA size (10 x 10m?), which corresponds to the average size of the considered sce-
nario intersections, we find that less than 50% of the Aol roads will obtain DMs which
degrades the scheme efficiency. However, with the expansion of the DMEA size, the
scheme efficiency improves. This demonstrates the strategy we used to define the area
of DMEA (section 4.4.2). We find that OMS reaches its best performance (more than
85% of Aol roads will have theirs DMs) when the DMEA size is at least of 20 x 20m?.
Finally, the results show that sizes ranged from 20 x 20 to 50 x 50 allows a good effi-
ciency of the scheme albeit, with the size of 40 x 40m?, it achieves its optimum efficiency
(more than 95% of Aol roads are assigned DMs).

In the sequel, we assess the scalability of OMS by applying it to wider Aols of
different sizes. The aim of these experiments is to evaluate the capability of the scheme
to maintain its performance when considering larger Aols. This allows assessing OMS
behavior at large scale and within complex circumstances (more intersections, more
road segments and longer road segments). We start by evaluating the ability of OMS
to preserve its efficiency in terms of number of segments being assigned DMs by apply-
ing it to three Aols respectively 1,2km?2, 2 km?, 3 km? with different network densities:
5veh/km (sparse), 20veh/km (medium) and 40veh/km (dense). As it is observed from

Figure 4.13, the increase of the Aol size does not cause degradation of OMS perfor-



4.5. Simulations and Measurements 73

<
o~ 90 . ; :
N—
n B Aol (1km2)
g 801 [ A0l2 2 km2) — ]
I ~ol3 (3 km2)
< 70}
=
» 60
@
o
50
€
% .
D 40
Re)
© 30
o
S
5 20
>
210
S
2o
x 5 20 40

vehicular density (veh/km)

Figure 4.13: OMS efficiency in three Aols with different sizes.

mance. On the contrary, we notice a slight improvement on the scheme efficiency in
case of medium network density. However, the results exhibit a slight decrease of the
number of segments covered with DMs in sparse and dense networks. Hence, we can
deduce that the scheme preserves its efficiency when applied to large areas, because
the total number of road segments having obtained DMs depends on the number of
elected DMs within each DMEA, which in turn depends on the number of in-DMEA
vehicles and their movements. Thus, OMS efficiency in terms of data mules coverage

is independent of the Aol size.

Figure 4.14 shows the propagation delay of the request for DMs measured in three
Aols 1,2 km?, 2km?, 3km?. As we can observe, the query propagation delay increases
with the increase of the Aol size. However, it remains acceptable in medium and dense
networks (less than 30 sec). This demonstrates that the major factor that controls
the query propagation delay is network connectivity, since OMS basically selects roads
with high connectivity to disseminate the request for DMs to DMEAs. Indeed, short
delays correspond to multi-hop transmission of the query which could only happen
in good connectivity networks; whereas long delays can only be explained by weak
connectivity which implies the carry of the query to the DMEA. Figure 4.15 that plots
the network load corresponding to each scenario confirms that result. Indeed, looking
at Figure 4.14 and Figure 4.15, we can observe that, regardless of the Aol size, long
delays correspond to low network loads, referring to the carry of the query, and short
ones correspond to high network loads; indicating that the query was multi-hoped to
the DMEAs. From that, we find that OMS maintains its performance when applied

to larger scales. This is due to the MST based query dissemination that selects always
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Figure 4.14: Impact of Aol size on query propagation delay.

roads with high connectivity to deliver the request for DMs to DMEAs.

4.6 Conclusion

The Data Mules approach has proved its efficiency in collecting data from static sensors.
However, being applied to urban environment leads to high data delivery latency due
to the characteristics of these environments. Moreover, the previous DM-based data
collection works for urban environments assign long trajectories to the vehicles acting
as data mules which amplifies the high latency drawback. To circumvent this issue, we
proposed in this chapter to take benefit from the high and long presence of vehicles in
urban areas to increase the distribution degree of the collection process by providing
each road segment of an area of interest with a data mule to collect and deliver its data.
We have proposed an optimized strategy to disseminate a request for Data Mules to
roads intersections where Data Mules have to be opportunistically elected. The request
dissemination strategy is based on minimum spanning tree (MST) where only a portion
of road segments of the areas of interest are used to propagate the request which allow
minimising the query propagation time with low overhead. The data mule election is
opportunistically triggered at roads intersections where existing vehicles are designated
according to their speed, heading, and position.

We showed, through NS3 simulations, that Data Mules are designated in an effective
and efficient way. A vehicle density of 30 veh/km is sufficient to provide almost all the
roads of the area with Data Mules within an opportune time. However, good results
are also achieved with lower densities. Indeed, thanks to our strategy, the time has

passed from the order of hours to the order of minutes. Furthermore, applying OMS
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Figure 4.15: Impact of Aol size on network load.

to larger areas demonstrates its scalability. However, in sparse networks, such as in
the nighttime scenarios, probabilities of obtaining opportunistic mules are reduced. To
overcome this limitation, we propose to support OMS with dedicated vehicles that will
act as Mobile Sinks in sparse areas and delegate opportunistic sinks in congested spaces

as we will discuss in the next chapter.
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Chapter 5

Congestion Aware Data
Collection With Mobile Sinks in

Smart City

5.1 Introduction

In the previous chapter, a vehicle-based data collection scheme for short delay smart
city applications is presented. As we have seen, the scheme which we called OMS (for
Opportunistic Mules for Short delay smart city applications), has reduced the data
collection latency from 24 hours, which is the result obtained in [18], to few minutes.
This significant improvement in the latency of the data collection process is due to the
increase in the degree of distribution of the collection process, which is achieved by
taking advantage of the opportunistic presence of urban vehicles to provide the city’s
roads, as much as possible, with data mules. Moreover, OMS is able to provide almost
all of the area of interest with opportunistic mules in short time. However, in sparse

networks, such as in night scenarios, obtaining opportunistic mules is likely reduced.

On the other hand, employing dedicated vehicles as Mobile Sinks for data collection
from urban environments is also suggested [91]. Nevertheless, implying a large number
of dedicated vehicles to obtain a reduced collection latency is costly. In addition, in
traffic congestion situations, a mobile sink may take a long time to reach the targeted
sensor, which will amplify the data drop-off problem (buffer overflow). Therefore, it
would be interesting to support dedicated vehicle-based solutions with opportunistic
vehicles in order to combine the advantages of both schemes, especially in terms of
short data collection latency, high data collection rate and cost effectiveness. In this
direction, we propose in this chapter, a congestion aware mobile sink-based scheme [25]
that, in traffic jam situations, opportunistically delegates vehicles to act as slave sinks
in congested roads and to forward the collected data to the mobile sink that will act as
the Master of the area of interest. This increases the amount of mobile sinks operating

in the same area, which therefore leads to fast data collection process.
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The remainder of this chapter is organized as follows. Section 5.2 gives the moti-
vation behind this proposal. Section 5.3 is devoted to define assumptions and the data
collection architecture of the proposed scheme. Section 5.4 explains the design details
of the proposed scheme and elaborates on how to designate slave sinks. Section 5.5

provides evaluation performance results. Finally, Section 5.6 concludes the chapter.

5.2 Motivation

In urban scenarios, sinks’ mobility is constrained by traffic conditions. Moreover, in
congested areas, the mobile sink (MS) may be stuck, resulting in delayed data collection.
Meanwhile, roads could be populated by citizen vehicles that cross de facto the MS’
targets. This motivates us to support the MS-based data collection approach by slave
sinks (SSs) that could be designated by MS among its neighboring vehicles to collect
data from congested roads and to forward it to the MS or to the closest Roadside
unit (RSU) as depicted in Figure 5.1. Doing so, MS will be freed from collecting
congested roads data. In addition, by running in less populated roads, it collects data
and delegates new slaves further. Hence, increasing the number of slaves will speed up
the collection process to meet the requirements of short delay applications. This new

scheme provides the following advantages:

e [t reduces data collection latency at low cost by taking benefit from congestion
situations to create a collaboration between dedicated vehicles equipped with

mobile sinks (the masters ) and citizen cars (the slaves).

e It guarantees a uniform distribution of data collection by assigning masters to

less congested roads and slaves to congested ones.

5.3 Assumptions

Lets consider a city with IoT nodes, roadside units (RSUs), communicating vehicles and
at least one master mobile sink which could be a robot or a dedicated vehicle responsible
for collecting data from a geographical area. The IoT nodes deployed across the city
roads sense the urban area and periodically generate sensing data to be delivered to
one of the RSUs which are positioned on most intersections. RSUs are responsible for
forwarding collected data to the central controller via wireless/wired links. Vehicles
are equipped with digital road-map, GPS device and multiple wireless interfaces to
communicate with IoT sensors, other vehicles and with RSUs. Figure 5.1 illustrates

the architecture of the proposed data collection scheme.
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Figure 5.1: Data collection architecture.

5.4 The scheme design

As mentioned before, the goal of the new data collection scheme is to leverage con-
gestion situations to support mobile sinks, that are mounted upon dedicated vehicles,
with opportunistic collaborative sinks designated among citizen cars to collect data of
congested roads. To this end, the scheme assigns a role to each vehicle contributing to

the collection process as follows:

e The masters (MasMS, for Master Mobile Sink) are vehicles occupied with mobile
sink initially dedicated for data collection and are responsible for designating
opportunistic collaborative sinks (slave sinks). An MS is referred to as MasMS

only after designating the first slave.

o Slaves (S99, for slave sinks) are vehicles of all types (personal, bus, ...) designated

by MasMS as opportunistic collaborative sinks to collect data from dense roads.

Data collected by SSs is to be delivered to their masters or to RSUs. Therefore,
the scheme operates in three phases: (1) Slave sinks designation, (2) Data collection,
(3) Data delivery.

5.4.1 Slave sinks designation

The process of slave sinks designation only occurs in road intersections because they are
considered as outgoing points for road segments. The process is triggered by a dedicated
MS that aims to designate for each outgoing road, except of the less congested one, an
SS according to its direction. Thus, the less congested road is to be taken in charge
by MS, while the remaining outgoing roads will be ensured by 5S5s. To that end, MS
asks neighboring vehicles for SSs by broadcasting the message ASK_SS. In order to

limit the number of responses, thus avoiding conflicts, only vehicles belonging to the
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Slaves Designation Area (SDA) are allowed to respond. The SDA includes the area
of intersection and a part of each outgoing road segment of length [ as it is depicted
in Figure 5.2(a). Upon receiving ASK_SS message, vehicles belonging to SDA assess
their susceptibility to be the slaves of the MS. A vehicle veh is prone to be a slave on
an outgoing road R; (i = 1,n, where n is the number of outgoing road segments) if
it is moving on or towards R;. Therefore, the direction and the location of veh with
regards to each R; are necessary to determine its qualification for the SS function on
R;. More precisely, based on simple geometrical considerations on the movement of
veh with respect to the geographical coordinates of intersection segments, each veh can
evaluate its ability to perform the SS function on R;, by computing the following two

metrics:

e djo.(i) is the distance between the location of veh and the beginning of the out-
going direction of R;, as it is illustrated by Figure. 5.2(a). Note that if veh is
already on R;, djoc(i) = 0; otherwise dj,.(7) > 0.

e d,(i) € [—m, +mn] is the angular deviation with respect to R; direction as it is
depicted in Figure. 5.2(b). If veh is already in R; , d, (i) = 0; otherwise d, (i) > 0;

These metrics are used as inputs to compute an index I, that measures the tendency

of veh to head towards R;. We propose the formula (5.1) to calculate the index Ip,.

Iveh(dloc(i)v da(i)) =ax gllojc((?) o Da(i)

(5.1)

Where,

Dioe(i) and D, (7) are respectively the maximum tolerated errors in distance and devi-
ation.

a and b are weighting coefficients of the location and direction metrics contributions,
with @ + b = 1. In fact, the lower the index value, the higher the tendency to move
towards R;. A detailed study on how weighting coefficients (a and b) are set is provided
in OMS [26] previously presented in chapter 4.

Since each R; may have multiple candidates, every vehicle within SDA uses a back-
off-based algorithm to advertise its involvement by sending SS_ADVERTISE message
containing its identifier and R; identifier. The back-off time BCT,ex(R;) is a random
bounded value that depends on the vehicle’s index I,.,. It is computed using the

proposed formula (5.2).
BCTyen(Ri) = Rand(Ts, Ties) + [Lven(dioc(i), da(i))] * T (5.2)

Where,
Rand(A,B) is a function that returns a single uniformly distributed random number

that is bounded between A and B. Ty is the message transmission time duration and
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Figure 5.2: Slaves designation process.

Tyes is the duration of slaves designation process.

After being designated as the slave on R;, the vehicle veh collects the data of the
encountered IoT sensors. Every SS can select other SSs by renewing the designation
process when approaching a new intersection provided that the latter has not yet been
managed. In order to inform the mobile sinks (the master and its slaves) about already
managed intersections, each SS broadcasts a beacon message BEAC_INT after the re-
ception of the first SS_LADVERTISE. The BEAC_INT message contains the intersection
identifier and should be spread throughout the collection period within the Beaconing
Area (BA). We define the beaconing area BAg; by the road portion of length LBAg;

such as:

LBAR; = Lpi — Rg (5.3)

where Lp; is the length of R; and Rg is the communication range of a vehicle.

A vehicle that does not belong to the BAg; is not responsible of BEAC_INT re-
broadcasting. Note that it is not necessary to spread BEAC_INT messages all over the
region of interest since each SS is a private car that moves according to the driver’s
will. Therefore, SSs are only interested in intersections that belong to their paths. On
the other hand, an MasMS is not in need to know about already managed intersections
because its movement strategy requires targeting less congested roads (in order to fas-
ten the coverage of the region of interest with slaves) regardless of intersections state.
By limiting the diffusion of BEAC_INT messages, we avoid overloading the network

with additional messages.
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5.4.2 Data collection

When in the communication range of an IoT node, mobile sinks (MasMS or SSs)
download data from IoT sensors. Our scheme guarantees sufficient sensor-MS contact
time in all cases. Indeed, the sensor data will be transmitted either to the MasMS
which can control its speed to adjust the contact time, or to an SS which moves by

default on congested roads at low speed allowing sufficient contact time.

5.4.3 Data Delivery

Data collected by MasMS and SSs is to be delivered to the nearest RSUs in order to
transmit it to the central controller. MasMS is very likely to encounter more RSUs
as it can sweep most of the collection area during its function of data gathering and
slaves designation. For the sake of ease and reliability of data delivery, we classify SSs
into two levels: the first level is composed of §Ss which are designated by MasMS and
the second level is composed of the SSs which are designated by the SSs of the first
level. The first level of SSs are generally moving close to MasMS as they are directly
designated by it. They can forward their data to MasMS using few hops. On the other
hand, SSs designated by other SSs are more likely to move away from the MasMS. To
facilitate the data delivery of this category of SSs, these latter forward data to RSUs
using one of the delay optimal vehicular data forwarding algorithms such as [30] in

order to achieve a reduced latency of the overall data collection process.

5.4.4 Flowcharts

Figure 5.3 and Figure 5.4 summarize the master and the slaves operation, respectively.

e The master sink’s actions:
(1): Dedicated MS asks for SSs for the first time.
(2) to (5): Upon receiving the first slave involvement message, MS declares itself
as the master (MasMS) of the area and broadcasts a beacon message to inform
SSs of the treated intersection while moving towards the less congested road.
(6): MaSMS collects data of encountered IoT nodes.
(7) to (8): If the new intersection is already managed, then MasMS moves towards

the less congested road without asking for SSs.
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Figure 5.3: The master sink operation diagram.

e The slave sinks’ actions:

(1): A vehicle that receives an ASK for SSs checks its belonging to SDA.

(2): If do not belong to SDA then ignore the demand.

(3) to (6): Else it assesses its susceptibility to be a slave on R; and waits for a

back-off time to advertise its involvement.

(7) to (8): When the Back-off time expires, SS advertises its involvement and

proceeds for data collection.

(9) to (10): If the new intersection is already managed, SS proceeds to data

delivery.

(11): SS renews the designation process.
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Figure 5.4: Slave sinks operation diagram.

5.5 Simulation Study and Measurements

In this section, we evaluate the performance of our proposed scheme using the Network
Simulator NS-3 [1] in conjunction with the Simulator of Urban Mobility SUMO [3]. Our
simulations were carried out on the Bab ezzouar map, one of the busiest parts of the
Algerian capital. We evaluated our collection scheme in a 9.80 km? area, extracted from
OpenStreetMap [2], with 31 intersections and 49 roads of lengths ranged from 400 m
to 1500 m. We consider that RSUs are deployed in this area. We evaluate our scheme
using different traffic volume scenarios while focusing in traffic congestion situations.
Vehicles communicate using the WAVE technology. Data rate communication is of
6 Mbps and transmission range is of 250 m. The Nakagami propagation model is used
to represent radio propagation in VANET communications as recommended in [103].

The simulation parameters are summarized in Table 5.1.
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Table 5.1: Simulation Settings

Parameter Name Value
Size of simulation area 9.80 km?
Traffic volume 5 — 50wveh/lane/km
Vehicle speed 18 —50km/h
Number of MS (dedicated vehicles) lveh
MAC protocol IEEE802.11p (wave)
Propagation model Nakagami_m
Bandwidth 6 Mbps
Simulation time 2000 Sec(33.33 min)

We first measure the ratio of roads having obtained sinks over time in the three
traffic situations namely low, medium and congested. The objective of this experiment
is to assess the evolution of the collection process through the evolution of slaves’ des-
ignation process. Indeed, if the scheme is able to provide the largest number of roads
with mobile sinks in a short time, then, it will be able to collect a large amount of data
over the same period of time. Figure 5.5 depicts the ratio of roads to which mobile
sinks (master or slaves) are assigned in three traffic volumes: 10veh/lane/km for low
traffic, 20 veh/lane/km for medium traffic and 40veh/lane/km for congested traffic.

The measurements were taken every 100 seconds during the simulation run time. We
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Figure 5.5: The evolution of slaves designation over time.

observe that the ratio of roads that have obtained sinks increases over time. In addi-
tion, this ratio exceeds 50% after 500 seconds (8.33 minutes) in all scenarios, indicating

that in less than 9 minutes, our scheme is able to collect more than half of the data
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of the region of interest regardless of traffic condition. We also note that the scheme
performs better in the congestion scenario and can provides 88% of roads with sinks
after 1000 seconds (16.66 minutes), what we consider as satisfactory given the length of
the used map’s roads (between 400m and 1500m). So, we can see that in the worst case
(long roads with congestion), our scheme collected nearly 90% of the data after 16.66
minutes. This is due to the MasMS’ movement that always takes the least crowded
roads to quickly reach intersections and thus designating more slaves in a short time.

Additionally, in crowded scenarios, the probability of obtaining slaves increases.

Figure 5.6 shows the percentage of roads that have obtained mobile sinks accord-
ing to the diameter of the region of interest, starting from 0.5 km and increasing this
area by 0.5km in both axes (z,y) until scanning the entire area. The purpose of
these measurements is to investigate the nature of the distribution of mobile sinks in
order to conclude on the distribution of IoT nodes reached by our collection scheme.
It should be noted that the ratio of roads having obtained mobile sinks increases al-
most uniformly up to a diameter of 2.5 km in the three traffic situations. Beyond this
diameter, the growth rate drops but not in congested scenario which seems to be fa-
vorable since it reaches 88% after 3.5 km. We can therefore deduce that the mobile
sinks are almost uniformly distributed over the region of interest, which means that our
method manages to target almost all IoT nodes of the region of interest. This is due to

the fact that, whatever the traffic conditions, each road is likely to obtain a mobile sink.
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Figure 5.6: The evolution of slaves designation in space.

We then assess the impact of traffic volume on performance in terms of percentage
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of accessibility to IoT nodes compared to the relevance-based scheme (RL-based) [91].
We chose RL-based because it is the most recent work close to our proposal. Indeed,
both works rely on dedicated vehicles to collect sensors data in urban areas with the
difference that RIL-based targets sensors with higher sensing relevance to reduce the
collection latency, whereas, our scheme leverages the opportunistic presence of vehicles
to create a distributive data collection process. Both schemes were performed using a
single dedicated vehicle. The objective of this comparison is to prove the advantage of
exploiting non dedicated vehicles. The results of the simulation are shown in Figure 5.7.
We find that, our scheme exceeds RL-based in all traffic volumes. For collection dura-
tion of 33.33 minutes (2000 seconds), our scheme reaches more than 70% of IoT nodes
against less than 51% with RL-based. This is due to the fact that with RL-based,
the shortest paths to the relevant sensors often include the same road segments, which
decreases chances of MS to explore the entire region of interest. This ratio increases
in our scheme with the increase of traffic volume to reach 96% in congestion situations
(50veh/lane/km). In fact, with the increase in traffic volume, the probability of desig-
nating SSs for almost all the roads increases, which increases the ratio of accessed IoT

nodes. This confirms the relevance of the proposed scheme for congestion situations.
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Figure 5.7: Percentage of accessibility to IoT nodes with different traffic volumes.

Figure 5.8 shows the data collection latency which corresponds to the time required
to target all IoT nodes in the region of interest. As we considered collection duration of
33.33 minutes, the collection latency will represent the time required to reach the last
IoT node among reachable nodes in the collection duration. We observe that our scheme

allows lower collection latency compared to RL-based that consumes all the collection
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duration to reach less than 51% of IoT nodes as illustrated in Figure 5.7. We note
that with our scheme, data collection latency is reduced from 32.8 minutes in a very
low traffic scenario (5veh/lane/km) to 29.9 minutes which corresponds to the delay of
collecting the data of 94%-96% of IoT nodes in congested scenario (40—50veh/lane/km)
as illustrated in Figure. 5.7. This is due to the distribution of the collection process
over several collaborative sinks, unlike RL-based that relies on shortest paths to access

the sensors.
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Figure 5.8: Data collection latency with different traffic volumes.

5.6 Conclusion

Using vehicles as mobile sinks to collect data from roadside IoT sensors is both cost
effective and energy efficient. However, the high density of urban environments leads to
high data delivery delays particularly in congestion situations. To overcome this issue,
the work presented in this chapter takes benefit from the high vehicular density in
congestion situations to create a collaborative data collection process aiming at reducing
the collection latency. To this end, the concept of master and slave was introduced.
This concept consists in supporting MS (master) with slaves which are designated
among neighboring citizen cars to collect data of congested roads. Simulations using
NS3 demonstrate that the scheme significantly reduces the data collection latency while
increasing the reach-ability ratio of IoT sensors. We estimate that this contribution is
relevant given that it allows a limitation of data collection time and takes benefit from

congestion situations.
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Conclusion

Smart city projects involve acquiring new ways of managing cities, which generally
rely on technological solutions that collect and process large amounts of city-data. As
a result, WSNs and IoT objects have been widely deployed on city streets to gather
information about the operation of metropolitan infrastructure. The efficiency of any
smart city service depends on the quality and quantity of the data gathered. Accord-
ingly, data collection issue is of a considerable interest for the design of smart city
projects. Nevertheless, collecting urban sensors’ data raises many challenges: First,
network fragmentation due to the complexity of urban environment. Second, high
communication cost due to the need for a permanent infrastructure to cover all the
nodes. Third, the energy consumed for the data collection process is highly dependent
on the quality of the required communication. Therefore, designing data collection
mechanisms that consider the aforementioned challenges is of a great importance.
The objective of this work has been to study the data collection issue in vehicu-
lar sensor networks with the aim of designing efficient data collection strategies that
consider urban environment characteristics. In particular, we focused on collecting the
data of roadside sensors/IoT objects using the vehicle-based data collection approach.
In this context, the research carried out in this thesis aims to provide smart cities with
cost-effective and energy-efficient urban data collection strategies, while meeting the
requirements of a wide range of application scenarios. The contributions of this thesis

are summarised in Section 6.1 while perspective directions are presented in Section 6.2.

6.1 Summary of contributions

We first reviewed the related works. The objective of this investigation was to define
a set of criteria for evaluating vehicle-based urban data collection works to avoid the
drawbacks of existing solutions when designing new collection strategies. The consid-
ered criteria include: the type of the path of the mobile element, the length of the
mobile element’s path, the number of hops to the mobile element, the data collection

latency, the type of the data collection process, the type of vehicles used as mobile ele-
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ments, exclusive vehicles requirement, etc. We then provided in Chapter 77, to the best
of our knowledge, the first taxonomy for roadside sensor data collection using vehicular

networks.

In reviewing related work, we noted the effectiveness of the vehicle network-based
data collection approach in terms of reduced energy consumption and deployment cost.
However, we found that most proposals result in a significant delay in data delivery
due to the characteristics of the urban environment. Furthermore, in analyzing the
reviewed proposals, we noticed that the capabilities of the vehicular network were often
underutilized and that vehicles acting as mobile elements were assigned long paths,
which led to high latency. The variety of smart city scenarios drove us to address the
high latency drawback of this approach in order to include a wide range of smart city
applications, in particular short delay applications. To that end, we suggested, in this
thesis, to take advantage of the richness of urban environment in vehicles to involve as
many vehicles as possible in the collection process, as well as exploiting the mobility
and connectivity capabilities of vehicular networks to obtain a better distribution of

the data collection process thus, reducing its latency.

As a first contribution in this dissertation, we have proposed a vehicle-based data
collection scheme that leverages the opportunistic presence of urban transport vehicles
(citizen cars, busses, and taxicabs) to create a reduced-latency distributed data col-
lection process for urban WSNs. In this way, this scheme contributes to cost-effective
and energy-efficient data collection for a wide range of smart city scenarios including
those that require rapid responses. The scheme design focuses on the requirements of
a specific class of smart city applications, namely short delay applications, by simulta-
neously collecting IoT object data from different road segments of an area of interest
to speed up the collection task. To that end, the scheme relies on an optimized query
dissemination strategy that provides, in a short time, each road of the area of interest

with a data mule designated from existing vehicles.

The query dissemination strategy is based on minimum spanning tree (MST) where
only a portion of road segments of the areas of interest are used to propagate the request
for data mules. This allows disseminating the query in an opportune time with low
communication cost. The data mule election is opportunistically triggered at specific
zones with low communication cost using only one messages in each election zone. The
scheme manages to provide almost all of the roads of the area of interest with data
mules in an opportune time, in medium and high vehicle density, while it achieves

acceptable results in low density.

Although this scheme has effectively reduced the data collection latency from hours
to minutes, it has the shortcoming that data mules are designated without considering
the contribution factors of the election parameters, which can lead to inappropriate

designations. Therefore, it was necessary to revise the election procedure by taking
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into account the contribution factor of each election parameter. The priority order
established on election parameters in the improved version of the scheme, called OMS,
allows electing the best data mules in almost all scenarios compared to the primary
version of the scheme. Furthermore, applying OMS to larger areas demonstrates its
scalability. However, in sparse networks, such as in the nighttime scenarios, probabili-
ties of obtaining opportunistic mules are reduced. In this regard, we have proposed a
new scheme that support OMS with dedicated vehicles that will act as Mobile Sinks in

sparse areas and delegate opportunistic sinks to collect data in congested spaces.

The new scheme leverages the high vehicular density in congestion situations to
create a collaborative data collection process aiming at reducing the collection latency.
To this end, we have introduced the concept of master and slave which consists in
supporting the MS (master) with slaves which are designated among neighboring citizen
cars to collect data of congested roads. The scheme can significantly reduce the data
collection latency while increasing the reach-ability ratio of IoT sensors. In addition it

provides the following advantages:

e Reduction of the collection cost by reducing the number of dedicated vehicles.

e Reduction of collection latency thanks to the concept of opportunistic designation
of slave sinks for congested roads which makes it possible on the one hand to
increase the distribution of the collection process and on the other hand to devote

dedicated vehicles to less congested roads.

We estimate that this contribution is relevant given that it allows a limitation of

data collection time and takes benefit from congestion situations.

The schemes proposed in this thesis are abstracted from any specific smart city
configuration. In addition each scheme can complement the other to provide a reduced-
latency data collection strategy suitable to all traffic situations and network connectiv-
ity levels (spars, medium, and high).

As a result of our work, we found that data collection in smart cities is a complex
problem. A black-box scheme with a multipurpose collection strategy that covers the
requirements of most smart city scenarios in terms of response time, energy consump-
tion, and implementation cost is not feasible. To the best of our knowledge, our work
in the context of this thesis is the first contribution that deals with the high collection
latency of the vehicle-based approach to design cost effective and energy efficient data
collection solutions for short delay smart city applications. Our work is not intended to
include a complete data collection solution capable of collecting the overall IoT objects
data in any smart city scenario. Nevertheless, smart city administrators can combine

the schemes proposed in this thesis to adapt them to the particular cases of their cities.
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6.2 Perspectives

Following the same interest in vehicle-based approach, our future work will include:

e Designing a distributed propagation strategy that makes use of local traffic infor-

mation to deliver the request for data mules to election zones.

e Designing a dedicated routing strategy for data delivery phase that makes use
of the previous OMS phases (query propagation, data harvesting) to estimate
the current state of traffic in order to deduce the optimal routes for forwarding
collected data to the BS.

e Decreasing delays in order to improve the reached performances by exploring

multiple cooperative data mules in the same segment.

e Investigating on slaves designation near IoT nodes locations by leveraging inter-
vehicular communications in order to provide a road segment with multiple slaves,
thereby taking advantage of the congestion situation to reduce the collection
latency and therefore, improve the application response time. This will meet the
requirements of other smart city scenarios, especially those that require rapid

responses.

e Designing adaptable and optimal delay data forwarding algorithms for data de-

livery from slave sinks to Master sinks or to RSUs.

e Adapting the proposed schemes to the vehicular fog computing paradigm by
deploying fog stations in the proximity of vehicles to reduce the delivery delay of

data carried by data mules and slave sinks.

e Adapting the system to disaster situations using artificial intelligence techniques
to provide vehicles with appropriate algorithms that allow them to learn about
the environment around them. This allows vehicles to be equipped with anomaly
detection capabilities and thus to initiate collaborative data collection in a reac-

tive manner.
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