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Abstract—Test case prioritization is the process of ordering the execution of test cases to achieve a certain goal, such as increasing

the rate of fault detection. Increasing the rate of fault detection can provide earlier feedback to system developers, improving fault fixing

activity and, ultimately, software delivery. Many existing test case prioritization techniques consider that tests can be run in any order.

However, due to functional dependencies that may exist between some test cases—that is, one test case must be executed before

another—this is often not the case. In this paper, we present a family of test case prioritization techniques that use the dependency

information from a test suite to prioritize that test suite. The nature of the techniques preserves the dependencies in the test ordering.

The hypothesis of this work is that dependencies between tests are representative of interactions in the system under test, and

executing complex interactions earlier is likely to increase the fault detection rate, compared to arbitrary test orderings. Empirical

evaluations on six systems built toward industry use demonstrate that these techniques increase the rate of fault detection compared

to the rates achieved by the untreated order, random orders, and test suites ordered using existing “coarse-grained” techniques based

on function coverage.

Index Terms—Software engineering, testing and debugging, test execution

Ç

1 INTRODUCTION

A large portion of most software engineering projects
typically involves testing. To increase the effectiveness

of testing effort within limited resources, test case prioritiza-
tion can be performed. Test case prioritization is the process
of organizing test cases in a sequence to achieve a certain
goal. One goal of test case prioritization is to increase the rate
of fault detection; that is, to find most defects and as early as
possible. Finding defects earlier can increase early defect
fixing and ultimately lead to earlier delivery. Prioritization
has typically been applied to test suites that take days or
weeks to run; however, with agile development processes
becoming more prevalent in industry, the potential for
prioritization techniques to have an impact is increasing.

Previous work on test case prioritization [6], [9], [12],
[15], [23], [26], [28] demonstrates that prioritization techni-
ques are effective for improving rate of fault detection.
However, these approaches do not consider test suites that
contain functional dependencies between tests. Functional
dependencies are the interactions and relationships among
system functionality determining their run sequence; for
example, a function G can only be executed if some
precondition holds and function F enables this precondi-
tion. As test cases mirror this functionality, they also inherit
these dependencies; therefore, executing some test cases
requires executing other test cases first.

A common strategy for handling test case dependencies is
to group these fine-grained tests with dependencies into

coarse-grained tests. For example, a test suite containing
three tests, A, B, and C, with dependencies A! B and A!
C would be repackaged into two separate tests: one contain-
ing the sequenceA;B, and one containing the sequenceA;C.
However, this has the undesirable side effect of executing A
twice, which can be avoided if one of the sequencesA;B;C or
A;C;B is executed instead, assuming compositionality. For
many test suites, executing redundant test cases would be
inconsequential; however, for large test suites in which
prioritization is important, it is likely that testers would want
to avoid running redundant test cases.

While many existing techniques could be applicable to
test suites containing functional dependencies, applying
them requires new algorithms for computing the sequen-
cing of tests to preserve the dependencies. For example,
when using the metric proposed by Rothermel et al. [23] that
schedules test cases based on the amount of code coverage
achieved, the test case that achieves the highest coverage is
assigned the highest priority. However, when dependencies
exist, additional test cases may need to be run first. If this
test sequence achieves low coverage, then running an
alternative scenario with the same number of test cases
may achieve a higher coverage.

In this paper, we propose a set of new techniques for
functional test case prioritization based on the inherent
structure of dependencies between tests, which we call
dependency structure prioritization. Given that these depen-
dencies reflect the dependencies of the system itself, it is
proposed that ordering test executions based on the complex-
ity of interactions between tests can increase the fault
detection rate as compared with arbitrary test orderings.
Our hypothesis is that, as a result, faults will be revealed
earlier because scenarios containing more relationships are
more complex and more fault prone.

The techniques are divided into two categories: one
based on open dependency structures, in which a functional
dependency between test cases t1 and t2 indicates that t1
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must be executed at some point before t2; and one based on
closed dependency structures, in which a dependency
between test cases t1 and t2 indicates that t1 must be
executed immediately before t2.

We identify two strengths to these techniques. First, they
are model-based—they use only the information contained
in the dependency structure—which means that calculating
the test order does not require statistics from previous test
runs, such as the amount of code each test covers. This
allows prioritization on the first test run, as well as allowing
up-to-date prioritization for an iteration before the tests
from the previous iteration have finished executing. As
agile processes lead to shorter development iterations, this
is becoming more important; that is, for some systems, the
test execution time may be longer than the time allocated
for a single iteration.

Second, by maintaining fine-grained test suites, but
executing entire scenarios, we achieve a good balance
between the problem of fine-grained versus coarse-grained
tests. Fine-grained tests lead to more flexible test suites, and
lead to less problems with cascading test failures [1], but
coarse-grained tests have a higher level of fault detection,
due to the interaction between the “inner” tests [22].

We present experimental results on six software systems
built toward industry use, and compare our techniques
with the untreated test ordering defined by the test
engineer, random prioritization, two existing coarse-
grained techniques based on function coverage [4], and
greedy prioritization, which uses information about known
faults, and is therefore not a valid prioritization technique
(defined in Section 5.2). Results indicate that our techniques
outperform test engineers, random prioritization, and the
coarse-grained techniques, but not greedy prioritization.
This indicates that dependency structure prioritization is a
promising approach to improve the rate of fault detection.

2 TEST CASE PRIORITIZATION

In many software projects, it is necessary to execute test
suites in order of priority to utilize limited resources and
time effectively, and to increase the possibility of finding
defects early. Rothermel et al. [23] report of an industry
collaborator with a test suite that takes approximately seven
weeks to run. In such cases, prioritization is important.

Definition 2.1 (Test Case Prioritization). Test case prioritiza-
tion is the process of scheduling test cases to be executed in a
particular order so that test cases with a higher priority are
executed earlier in the test sequence. The priority is defined
relative to some test criterion; for example, the number of code
statements covered.

Definition 2.2 (Rate of Fault Detection). Jeffrey and Gupta
[6] define the rate of fault detection as the number of defects
found in allocated time.

Rothermel et al. [23] discuss several goals for prioritiza-
tion. Our focus in this paper is to “to increase the rate of
fault detection for a test suite.” That is, we want to increase
the possibility of detecting high number of faults earlier
when running a test suite. Rothermel et al. [23] define the
test case prioritization problem as follows.

Definition 2.3 (The Test Case Prioritization Problem).
Given a test suite T , the set of permutations of T , PT , and
function f that assigns an award value to an ordering of T ,
find T 0 2 PT such that:

8T 00 2 PT � fðT 0Þ � fðT 00Þ: ð1Þ

The function f is the quality measure of T. Therefore, the
above predicate reads: Find the test sequence T 0 such that
no other test sequence is of higher quality. Ideally, the
function f determines the actual rate of fault detection of a
test suite; however, this information cannot be known until
the tests have been run. Therefore, test case prioritization
techniques must approximate this function.

There are several techniques available that estimate f , for
example, prioritizing tests based on the amount of code
coverage they achieve [23] and prioritizing tests based on the
relative importance of the requirements they test [9], [26]. In
this paper, we introduce several test case prioritization
techniques based on the dependency structure of test cases in
the test suite. It is our hypothesis that these techniques
provide a reliable approximation of the function f .

3 DEPENDENCY STRUCTURES

In this section, we provide the necessary background on
dependency structures to understand this paper.

Definition 3.1 (Functional Dependency). In software en-
gineering, sequences of interactions between subsystems, or
between systems and users, are known as scenarios. The
sequencing in scenarios represents the order in which the
interactions take place, enforcing dependencies between inter-
actions. Put simply, some interactions cannot occur until and
unless some other interactions occur first. When an
interaction I1 is required to be executed before an
interaction I2, we say that I2 is dependent upon I1.

Take the example of a cash withdrawal scenario through
an automatic teller machine. To withdraw cash, the user
must first insert their card, then enter their pin number,
select the transaction type (withdraw), enter the required
amount, and finally, collect the cash. The steps in this
scenario are related; for example, without pin confirmation,
the user cannot enter the amount they wish to withdraw.
There can be many test cases developed to test such
scenarios. For example, to test the “enter amount” function-
ality, a test engineer can develop test cases to check a valid/
invalid amount, etc. However, the valid pin confirmation
test case must be executed before any of these, and
therefore, the valid/invalid amount tests are dependent
on the valid pin test.

Functional dependencies in software are thus inherently
contained in the requirements or design. As a result, the test
cases inherit these dependencies as well: If a particular
requirement R1 is dependent on another requirement R2,
then the test(s) for R1 is dependent on the test(s) for R2.

Definition 3.2 (Dependency Structure). A dependency
structure is a directed acyclic graph (DAG), G ¼ ðV ;EÞ, in
which V is a set of nodes, and E is a set of arcs between these
nodes. In this work, the set V defines a set of test cases. The
set E defines the functional dependencies between the tests.
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Fig. 1 depicts an example dependency structure. In this
structure, I1 and I2 have no dependencies, while nodes D3

to D10 are dependent on other nodes; for example, D3 is
dependent on I1. Note the difference between direct and
indirect dependencies: D6 is directly dependent upon D3

and indirectly dependent upon I1.

Definition 3.3 (Open and Closed Dependency Structures).

An open dependency structure is one in which a dependency
between two test cases t1 and t2 specifies that t1 must be executed
at some point before t2, but not necessarily immediately before t2.

In other words, once t1 has been executed, the dependent node
remains open for execution, irrelevant of any other nodes being
executed. For example, in Fig. 1, if node I1 is executed, then
nodes D3 and D4 are available. If I2 is then executed, nodes D3,
D4, and D5 are all available to be executed.

A closed dependency structure is one that is not open; that
is, a dependency between two test cases t1 and t2 specifies that
t1 must be executed immediately before t2. For example, if all
dependencies in Fig. 1 are closed dependencies and nodes I1

and I2 are executed in order, then to execute D3 or D4, node I1

would need to be executed again.
Some dependency structures may contain a mix of both open

and closed dependencies. Such structures would be considered
closed dependency structures. However, sequences of closed
dependencies can be regrouped into single tests, resulting in an
open dependency structure.

Definition 3.4 (Independent and Dependent Test Cases).

An independent test case is defined as a test case whose
execution is not dependent on the execution of any other test

case. A dependent test case is one whose execution is dependent
upon execution of one or more test cases.

Ryser and Glinz [24] describe one method for identifying
dependencies in software, which can then be mapped to the
test cases. They split dependencies into three categories:

1. abstraction dependencies, which are dependencies
based on hierarchical decomposition in a system
model, such as aggregation and composition;

2. temporal dependencies, which are dependencies based
on time—that is, one scenario must be executed
before the other temporally; and

3. causal dependencies, which are dependencies based on
data or resources—that is, some resource that is
produced by scenario A is used by scenario B.

In Ryser and Glinz’s notation for dependency charts,
temporal dependencies map to strict dependencies, which
are similar to our closed dependencies, and causal
dependencies map to loose dependencies, which are similar
to our open dependencies.

To generalize our work, our approach to dependency-
based prioritization is independent of the method used to
define the dependencies. We do not focus on how to define

dependencies among test cases, but focus on prioritizing the
test cases on the basis of an inherent dependency structure.

Example 3.1. To provide an example of test dependencies,
we discuss one of the systems used as part of our
evaluation in Section 5: the GSM 11.11 system. This is a
file system with security permissions on a Subscriber
Identity Module (SIM) for mobile devices.

Part of the functionality of the GSM system is to be able
to select a file, and to read/write data from/to that file.
There are several types of file, including binary files. The
READ BINARY and UPDATE BINARY operations
each require that the currently selected file is a binary file,
and that the necessary security permissions are enabled.

There are several tests related to these two operations;
however, we consider only five for illustration:

1. select a binary file,
2. select a record file (a nonbinary file),
3. attempt to read a binary file where the selected

file is not a binary file,
4. attempt to update a binary file where the selected

file is not a binary file, and
5. attempt to update a binary where the selected file

is a binary file and is successfully read.

These tests can be written to be independent, and
therefore could be run in any order. However, each of
them requires some setup to be run. For example, tests C
and D both require that a nonbinary file is selected.
While the tests can be written to bring the system into
this state, the code required to select a binary file is also a
test in its own right: test B.

As a result, a test engineer will generally note that
testA selects a binary file, leaving the system in a state that
allows test E to run. Test E is the just assertions related to
its test specification (checking that the file cannot be read),
and can be reduced to a smaller and more efficient test, but
under the condition that A is executed before E. This
creates the dependency A! E. There are two additional
dependencies in these tests: B! C and B! D.

These three dependencies are all closed dependencies,
so only their immediate dependents can be executed once
one has been run. This is because the nondependent tests,
A and B, change the state of the file system by modifying
which file is currently selected. As a result, some other
tests in the dependency structure that previously could
have been scheduled now become invalid.

Any dependencies in which C, D, and E are the
nondependent tests will be open dependencies. This is
because none of these tests change the state of the file
system, so all previously enabled operations remain
enabled, and all effects of applying these will be the same
as if C=D=E have not been executed.

We record and maintain these dependencies in a
matrix, and using this, we can automatically schedule
either test A or test B first. If we schedule test A, we can
now schedule either test B or E. However, if we schedule
test B, we must schedule test A again before we schedule
test E due to the closed dependency.

The extraction of test dependencies requires some
understanding of the requirements or design of the system
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under test; however, the extraction must be done from the
tests themselves. It is important to note that dependencies
between tests are not defined by our work. That is, we are
not defining them for the purpose of prioritization. The
dependency A! E is a necessity; that is, to run test E, test
A must be run first, due to some underlying dependency in
the system. A test engineer defines the dependency as a
matter of efficiency, and we use the information to construct
a dependency structure.

While test engineers can create different dependencies
based on the tests they write, in our experience extracting
dependency structures is a deterministic process. The
approach to extraction is dependent on the application
domain, the system requirements, and the tests themselves.

4 PRIORITIZING TEST CASES BASED ON

DEPENDENCY STRUCTURE

It is well argued that much complexity in software systems
results from the coupling and interactions between the parts
that make up these systems [11], [18]. As such, it is
reasonable to claim that testing the parts of the system
with more interactions earlier in the testing cycle may
increase the fault detection rate.

Our hypothesis is that the dependency structure between
test cases is closely related to the interactions between the
parts of systems. Therefore, by assigning a higher priority to
tests that contain dependencies, we increase the likelihood
of finding errors early in the test run. This is initially
supported Rothermel et al.’s empirical study [22], in which
they found that concatenating tests together increases the
fault detection rate of the tests due to the interactions that
occur between the tests. Our work aims to add further
support to the hypothesis.

In this section, we present several related techniques for
functional test case prioritization based on dependency
structures. We will call this family of prioritization
techniques Dependency Structure Prioritization (DSP).

These techniques assign priority based on a graph
coverage value. The graph coverage value of a test case is a
measurement of the complexity of the dependents of that
test case. Open dependency structures and closed depen-
dency structures must be treated differently due to their
inherent differences. For example, in a closed dependency
structure that forms a tree, to execute all test cases we must
execute all paths in the structure, which may require
executing some test cases more than once. For an open
dependency structure, this is not necessary.

For open dependency structures, we define two ways to
measure the graph coverage value of a test case based on a
dependency structure:

1. the total number of dependents of the test case, and
2. the longest path of direct and indirect dependents of

the test case.

Using these values, the priority of tests is calculated
using a weighted depth-first search algorithm in which the
next child selected in the search is defined by its graph
coverage value.

A depth-first search increases the likelihood that parts of
the system with many interactions will be selected for

testing first. The parts with the most interrelationships and
dependencies are likely to be more complex and thus more
prone to having faults; thus executing respective test cases
first should increase the fault detected rate.

The first coverage measure increases the likelihood of
closely related interactions being executed earlier. The
second coverage measure increases the likelihood of
linearly related scenarios being executed earlier, and there-
fore increases the likelihood that the most complex
scenarios are executed first.

For closed dependency structures, we define three ways
to measure the graph coverage value. These measure the
coverage of paths throughout the dependency structure. The
three coverage measures for paths are:

1. the number of nonexecuted test cases in the path
(recall that a test case may be executed more than
once if they have more than one dependent);

2. the ratio of nonexecuted to executed test cases in the
path, with a higher weighting for those test cases
toward the end of the path, thereby giving higher
priority to longer paths; and

3. a combination of the above two: the number of
nonexecuted test cases divided by the height of the
path.

The rationale for these techniques is the same as for the
longest path measure for open dependency structures:
Each path is a linear scenario. Each of these ranks the
weight of the paths based on how likely a new path is to
contain nonexecuted test cases while recognizing the
complexity of interactions.

4.1 Prioritization for Open Dependency Structures

We define two graph coverage measures based on open
dependency structures: DSP volume and DSP height.

4.1.1 DSP Volume

The DSP volume coverage measure gives a higher weight to
those test cases that have more dependents. The reasoning
behind such a measure is that those test cases that are close
to each other in a dependency structure will likely be
closely related in the system itself and will interact. As such,
the complexity at this part of the system is higher.

To calculate the DSP volume of a test case, one needs to
calculate all direct and indirect dependents of that test case.
This can be done using a straightforward transitive closure
algorithm on the graph. An algorithm for calculating this
for all test cases is shown in Algorithm 1, which is based on
Warshall’s algorithm for transitive closure calculation of a
Boolean matrix [29]. In this algorithm, if a direct edge exists
between two nodes, i and j, then replacing row i with the
Boolean OR of rows i and j will result in the direct
dependents of j becoming dependents on i.

Algorithm 1. DSP_VOLUME for transitive closure calculation

of all test cases based on the dependency structure.

Input: G: an n� n Boolean adjacency matrix representing
direct dependencies between test cases.

Output: D: an n� n Boolean adjacency matrix representing

indirect dependencies between test cases.

1: D :¼ copy of G
2: for i 2 1::n do
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3: for j 2 1::n do

4: if D½i; j� ¼ 1 then

5: for k 2 1::n do

6: D½i; k� :¼ D½i; k� _D½j; k�
7: end for

8: end if

9: end for

10: end for

11: return D

To calculate the weight, wðtÞ, for a test case, t, one simply
counts the number of indirect dependents by counting the
number of 1s in row t.

4.1.2 DSP Height

The DSP height coverage measure gives a higher weight
to those test cases that have the deepest dependents. The
reasoning behind such a measure is that those test cases
that have deeper dependents are contained in longer
scenarios. Like closely grouped test cases, the scenarios
are likely to contain more interactions, and therefore have
a higher complexity.

To calculate the DSP height of a test case, one needs to
calculate the height of all paths from that test case, and take
the length of the longest path as the weight. This can be done
using a straightforward depth-first search algorithm on the
graph. An algorithm for calculating this for all test cases is
shown in Algorithm 2, which is based on the Floyd-Warshall
shortest-path algorithm [5]. The difference between Algo-
rithm 2 and the Floyd-Warshall algorithm is at line 5, in
which we take the maximum of the two path lengths instead
of the minimum.

Algorithm 2. DSP_HEIGHT for calculation of the maximum

length path from a test case based on the dependency

structure.

Input: G: an n� n Boolean adjacency matrix representing
direct dependencies between test cases.

Output: D: an n� n integer adjacency matrix representing

the length of indirect dependencies between test cases.

1: D :¼ copy of G
2: for i 2 1::n do

3: for j 2 1::n do

4: for k 2 1::n do

5: D½i; j� :¼ maxðD½i; j�; D½i; k� þD½k; j�Þ
6: end for

7: end for

8: end for

9: return D

To calculate the weight, wðtÞ, of a test case, t, one simply
calculates the maximum height path from t by finding the
maximum value in row t.

4.1.3 Calculating Test Case Ordering

Calculating test case ordering is done using a weighted
depth-first search algorithm in which the weights are
defined by the graph coverage values defined in Sec-
tions 4.1.1 and 4.1.2.

Assuming that the functionwðtÞ returns the weight of a test
case using either of the graph coverage values, the prioritiza-
tion of a test suite is calculated using Algorithms 3 and 4.

Algorithm 3. WEIGHTED_DFS for test case prioritization
based on dependency structure.

Input: G: an n� n Boolean adjacency matrix representing

direct dependencies between test cases.

Input: w: a weight function mapping test cases to their

graph coverage values.

Output: T : a test suite prioritized by the graph coverage

value.

1: T :¼ hi
2: I :¼ get independent testsðGÞ
3: while I 6¼ ; do

4: i 2 ft : I j ð8t0 2 I j wðtÞ � wðt0ÞÞg
5: T :¼ WEIGHTED_DFS_VISIT ði; G;w; T Þ
6: I :¼ I n fig
7: end while

8: return T

Algorithm 4. WEIGHTED_DFS_VISIT for visiting vertices in

the dependency structure.

Input: G: an n� n Boolean adjacency matrix representing

direct dependencies between test cases.

Input: v: the vertex from which to start the search

Input: w: a weight function mapping test cases to their

graph coverage values.
Input: T : the tests that have been prioritized so far.

Output: T : a test suite prioritized by the graph coverage

value.

1: T :¼ T _hvi
2: C :¼ get childrenðG; vÞ
3: while C 6¼ ; do

4: c 2 ft : C j ð8t0 2 C j wðtÞ � wðt0ÞÞg
5: if c 62 T then

6: T :¼ WEIGHTED_DFS_VISIT ðc;G; w; T Þ
7: end if

8: C :¼ C n fcg
9: end while

10: return T

Summarizing the algorithms, the independent test case
with the highest value will be run, followed by its dependent
test case with the highest graph coverage value. For more
than one test case having the same number of dependent test
cases, any arbitrary child is selected. When all dependents
(both direct and indirect) have been executed, the indepen-
dent test with the second highest coverage value is executed.

As an example, consider the dependency structure in
Fig. 1. If we use the DSP volume coverage measure, test I1

has the highest priority, as it contains more children than
I2. Test case D3 has the second-highest priority as it has two
children while its sibling has only one. When all depen-
dents of I1 have been executed, test case I2 will be executed,
followed by its dependents. The final ordering is I1-D3-D6-
D7-D4-D8-I2-D5-D9-D10. Note that line 5 of Algorithm 4
prevents test case D8 from executing a second time.

4.1.4 Complexity Analysis

For both open DSP techniques, the worst-case performance
for calculating the DSP orderings is OðjV j3 þ jV j þ jEjÞ. jV j3
is the time required to complete the transitive closure for
calculating the indirect dependencies or longest path for
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each test case, and jV j þ jEj is the time taken to perform the
weighted depth-first search.

4.2 Prioritization for Closed Dependency Structures

We define three graph coverage measures based on closed
dependency structures: DSP sum, DSP ratio, and DSP sum/
ratio. These three prioritization techniques provide weights
to paths in the dependency structure, rather than individual
test cases, in which a path is a complete traversal from a root
node to a leaf node. The reasoning for this is straightfor-
ward. To execute a prefix of a path and later execute the
remainder of the path would again require us to execute the
prefix again, which will find no new faults in a deterministic
system. In a nondeterministic system, executing previously
executed tests is less likely to find faults than executing un-
executed tests. While the prefix may also be executed as part
of another path, executing prefixes will always result in
more test cases being executed. Therefore, it is assumed that
for a closed dependency structure, executing the entire path
will almost always be more beneficial than reexecuting
some prefixes.

Before weights are given to paths, one must first calculate
the paths to be executed in the dependency structure. Our
aim is to execute all tests at least once, so executing all paths
is not necessary as some paths may execute a sequence of
tests that have been executed by other paths. Instead, we
execute a set of linearly independent paths of the dependency
structure. A set of paths is linearly independent if all paths
contain at least one node that is not present in any other path
in the set. To generate a set of linearly independent paths, we
use the modified depth-first search algorithm proposed by
Poole [19].

4.2.1 DSP Sum

The DSP sum coverage measure gives a higher weight to
paths that have more nonexecuted test cases. The reasoning
behind this measure is to find a balance between longer
paths, as in the DSP height coverage measure, but to not
execute long paths with few nonexecuted tests cases, as
these are less likely to find new faults.

To calculate the DSP sum of a path, one simply counts
the number of nonexecuted test cases in that path.

Assuming the existence of a relation seenðtiÞ, which is
true if and only if the test case ti has been previously
scheduled in the current test sequence, the DSP sum of a
path p is defined as follows:

DSP sumðpÞ ¼ #fi 2 1::#p j :seenðtiÞg; ð2Þ

in which the # operator returns the size of a list or set.

4.2.2 DSP Ratio

The DSP ratio coverage measure gives a higher weight to
paths that have a higher ratio of nonexecuted tests to
executed tests, while also giving weight to longer paths. The
reasoning behind this is to minimize the number of executed
test cases, which are not able to find any new faults.

To calculate the DSP ratio of a path, one first calculates
the weighted sum of the path in which the weight of a test
case is its index in the path if it has not been executed, or 0
otherwise, and then divides this by the height of the path.
Formally,

DSP ratioðpÞ ¼
P#p

1 wðtiÞ
#p

; ð3Þ

in which

wðtiÞ ¼
i; if :seenðtiÞ;
0; otherwise:

�

In this equation, the depth of a test case in the tree (the
index of its location in the path) means that longer paths get
a higher weighting, while executed tests reduce the score,
because they have a weight of 0, but contribute to the length
of the path.

4.2.3 DSP Sum/Ratio

The DSP sum/ratio coverage is simply the number of
nonexecuted test cases divided by the height of the path.
Therefore, this is similar to the DSP ratio, except it does not
weight the depth of test cases. Formally,

DSP sum=ratioðpÞ ¼ #fi 2 1::#p j :seenðtiÞg
#p

: ð4Þ

4.2.4 Calculating Test Case Priorities

The priority of a test case is dependent on the priority of the
path in which it falls. To prioritize an entire test suite, we
use a greedy algorithm that selects the next path as the path
with the highest priority.

It must be noted that the priority value of all remaining
paths must be recalculated after each path is selected. If we
choose the path with the highest priority given one of our
DSP metrics, by executing that path we change the value of
some of the other paths in the dependency structure because
some of these paths will contain some of the executed tests.
Thus, to prioritize the test suite we must iterate over the
process of weighting all remaining paths, then selecting the
highest priority path.

4.2.5 Complexity Analysis

For all three DSP techniques, the worst-case complexity for
calculating the DSP orderings for the three closed techni-
ques is OðjV j þ jEj þ 2j2V j=2Þ. jV j þ jEj is the time required
to calculate a set of linearly independent paths in the graph,
while 2j2V j=2 is the worst-case complexity of calculating the
priority of paths. There is a worst case of 2jV j paths and,
after each path is selected, all unselected paths must be
reevaluated because the coverage value of these paths may
have changed.

5 EVALUATION

In this section, we outline an experimental evaluation of our
DSP techniques using six systems built toward industry use
which are all currently in use as far as the authors are
aware. All six systems are used to evaluate both open and
closed dependency structures. The goal of this evaluation is
to establish whether dependency structure prioritization is
able to increase the rate of fault detection relative to existing
coarse-grained techniques and relative to random fine-
grained techniques.

In the first set of experiments, we compare the two open
dependency structure prioritization techniques (DSP height
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and DSP volume) outlined in Section 4.1, with three coarse-
grained test prioritization, total function coverage, addi-
tional function coverage, and optimal, and with the
untreated prioritization applied by a test engineer, a
breadth-first search prioritization technique, random prior-
itization, and “greedy” prioritization.

In the second set of experiments, we compare the three
closed dependency structure prioritization techniques (DSP
sum, DSP ratio, and DSP sum/ratio) outlined in Section 4.2,
with total function coverage, additional function coverage,
random prioritization, and “greedy” prioritization.

5.1 Objects of Analysis

We performed the evaluation on six systems, which are
described in this section. These systems represent a wide
range of possible systems, from single units, to components,
to command-line systems, and web sites. We obtained test
suites for each of these systems, which were all manually
generated by the developers on the projects,1 with the
exception of the GSM test suite, which was generated by the
authors for the purpose of the evaluation (see details in
Section 5.1.2). In some cases, we also obtained dependency
information for the test suites, but in others the dependency
structures were derived by the authors.

Table 1 contains information about the systems that
summarizes their size, the number of tests, number of
dependencies (edges in the dependency structure), the
number of unconnected tests (no dependents or dependen-
cies), the depth of the graph, and the density of the
dependency structure, which is defined as the number of
edges divided by the maximum number of possible edges:

jEj
jV jðjV j � 1Þ=2 :

Note that this table includes information for six versions
of the Bash system, so the lines of code, number of
functions, and number of faults vary between versions.

For all systems except the GSM system, all dependen-
cies structures are open dependency structures. Our
techniques for closed dependency structures are applicable
to open dependency structures as well because all
dependencies are preserved. The GSM dependency struc-
ture contains a mixture of open and closed dependencies.
For completeness, we have used this to evaluate our

techniques for open dependency structures as well as
closed dependency structures.

5.1.1 Elite

The first system is called Elite. Elite is an Interactive Voice
Response system that deals with automatic voice recording
for incoming calls. The purpose of Elite is to direct callers
to their destinations according to the options selected by
them. We used the first internal version release of this
system. Defect reports were compiled for us by the
developers on the project. These reports specified which
tests detect which faults. The test suite already contained a
predefined dependency structure, which was calculated by
a test engineer.

Two different defect reports were used for the Elite
system due to a statistical outlier. According to the defect
reports, test case number 24 detects 27 faults out of 72. The
next highest number of faults detected by a single test case
is seven, occurring for two test cases. It is unclear whether
there is an error in the defect reports for test case 24 or
whether this test case is remarkably effective.

The mean and standard deviation of the number of
defects found by all test case are 2.57 and 3.65, respectively.
Applying Peirce’s outlier test [17], based on a dataset of size
60 [21] (there are 64 test cases), the maximum “allowable”
deviation is 9.72. The actual deviation of test case 24 is 23.35,
which is significantly higher than 9.72. This indicates that
such a high value is unusual, if not an error in the defect
reports, so this test case was removed. However, it is
important to note that both the original and the modified
defect reports were assessed.

To distinguish the two different versions in the study, we
will refer to the systems as Elite1 (containing the outlier)
and Elite2 (not containing the outlier). In the second case,
the defect reports were modified such that test case 24
revealed no faults.

5.1.2 GSM

The second system used is the GSM 11.11 system, a file
system with security permissions on a Subscriber Identity
Module (SIM) for mobile devices. The access permissions to
files can be modified if the correct codes are presented to
the system, and files can be read/updated. Miller and
Strooper describe the GSM 11.11 system in detail [16]. We
have access both separate implementations described by
Miller and Strooper: one that is part of the Sun’s Javacard
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Metrics for the Systems Being Tested

1. The second author is a developer on the CZT project and, previous to
this study, defined many of the tests used.



Framework and one written by Miller and Strooper for
demonstration purposes that is not used in the field. We use
the four versions of the implementations described by
Miller and Strooper: two containing real faults and two
containing faults seeded by a developer.

Both GSM systems share the same interface and function-
ality, therefore, only one test suite and one dependency
structure were required. One of the authors derived a test
suite using the Test Template Framework [27], and prepared
an untreated test suite that was ordered in a manner that was
consistent with the layout of the test templates.

5.1.3 CRM

The third system, CRM, is a system that connects a
customer relationship management system to a database
back-end that contains a search engine. CRM extracts the
data from the database based on specified search para-
meters and imports the data into the customer management
system. We obtained data from an internally released
version of the system. The defect reports from the testing
were acquired.

As with the Elite system, we used two different defect
reports due to statistical outliers. Two test cases revealed
18 and 13 faults, respectively, with the next highest count
being only 5. The mean and standard deviation of the
number of faults found per test case for the CRM system
are 2.33 and 3.88, respectively. Applying Peirce’s outlier
test [17], based on a dataset of size 29 [21] (there are
29 test cases), the maximum “allowable” deviation is 8.08.
The actual deviations of the two test cases are 15.67 and
10.67, respectively, so these two data values are possible
outliers. As with the Elite case study, both defect reports
are considered.

To distinguish the two different versions in the study, we
will refer to the systems as CRM1 (containing the outlier)
and CRM2 (not containing the outlier). As with the Elite
system, the defect reports were modified such that the
rejected test cases revealed no faults.

5.1.4 MET

The MET system is a meteorological website built for a
government department. We obtained data from an intern-
ally released version of the software, and the defect reports
from this release were used to generate the defect matrix. The
test suite already contained a predefined dependency
structure, which was calculated by a test engineer.

5.1.5 CZT

The CZT system is the parser and typechecker for the
Community Z tools2 package, a set of tools for the Z and
Object-Z specification languages. Existing test cases from
the code repository were available; however, all dependent
test cases were grouped together as coarse-grained scenar-
ios. The authors separated these into fine-grained tests so
that individual test cases were not executed multiple times.
The dependency structure was extracted manually by one of
the authors by defining a dependency if and only if there is a
declaration made in one test and referenced in a subsequent
test (a data dependency between tests). Faults were

extracted by analyzing log messages in the project reposi-
tory that had occurred before version 1.5 of the system.

5.1.6 Bash

The final case study uses the well-known Unix shell the
Bourne-again shell (Bash), obtained from the Software-
artifact Infrastructure Repository3 (SIR). The package
contains six versions of the Bash system, each containing
just under 60,000 lines of code and approximately 1,050
functions. The number of faults ranged from three to eight,
depending on the version, and the test suite was the same
for all six versions.

There was no dependency information for the tests in the
Bash test suite. To create a dependency structure, the authors
used information from two test suites in the package. One
test suite is coarse grained, with each test script containing a
sequence of possibly dependent tests collated into one
sequence. The other test suite is fine grained, with each test
separate, and all variable declarations, which cause depen-
dencies, pulled out into start-up scripts. The authors used
the fine-grained test suite, but defined the dependencies
based on the coarse-grained test suite. A dependency was
defined when a variable was defined in one test and used in
a subsequent test.

5.2 Independent Variables

The independent variables in both sets of experiments were
the techniques used to prioritize the test cases. For the open
dependency structure case studies, the techniques consid-
ered were:

1. Coarse-grained total function coverage [cg-fn-total]: This
is a greedy prioritization algorithm proposed by
Elbaum et al. [4] that schedules the next test based
on the number of source-code functions it covers.
There is currently no technique that proposes code-
based prioritization for tests with dependencies, so
this technique packages the tests into coarse-grained
tests by taking an entire path through the depen-
dency structure as a single test. The set of tests is a
set of linearly independent paths through the
dependency structure.

2. Coarse-grained additional function coverage [cg-fn-addtl]:
This is similar to coarse-grained total function
coverage, except that each test is scheduled based
on the number of new functions that it covers; that is,
the functions that are not covered by any of the
higher priority tests. This requires the greedy
algorithm to recalculate function coverage for all
tests after each greedy selection. This technique and
the coarse-grained total function coverage technique
can be considered the state of the art in prioritization
as they are two of the best performing techniques
proposed to date.

3. Coarse-grained optimal [cg-optimal]: Proposed by
Rothermel et al. [23]. Our empirical study uses
systems containing known faults. As a result, it
enables us to prioritize tests based on their actual
fault-finding ability. This technique is similar to
coarse-grained additional function coverage, except
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that instead of using function coverage information,
it uses the actual fault-finding ability of tests. This
technique greedily chooses the next coarse-grained
test that finds the most new faults. This is only
possible for programs that contain known faults, so
it is only of interest as an upper bound for the
function coverage techniques.

4. Untreated ordering [untreated]: This is the order in
which the original test suite was run when we
obtained the systems. The ordering is based on the
test engineer’s acquired knowledge about the sys-
tem, taking into consideration the dependencies
among test cases. We do not know how these tests
were prioritized, if at all. This serves as a baseline in
the experiment.

5. Breadth-first search (BFS) [bfs]: A BFS was considered
out of interest to demonstrate the effectiveness of
DSP in general. If our hypothesis that executing
entire scenarios is more likely to increase the fault
detection rate is correct, then BFS should perform
worse than the DSP and random techniques.

6. Random ordering [random]: While the untreated test
case is considered a baseline, it may depend on the
layout of the test suite. As a result, we measure the
performance of 1,000 randomly ordered test suites.
These are generated using an algorithm for traver-
sing the dependency structure so as to preserve the
dependency orderings. To generate these, the algo-
rithm randomly chooses any test case that has not
been previously executed, provided that all of its
dependencies have been executed.

7. Greedy prioritization [greedy]: The greedy prioritization
technique chooses the test case that finds the most
new faults, provided that all of its dependencies have
been executed previously. This is only possible for
programs that contain known faults, so it is only of
interest for comparison against our techniques.

8. DSP height prioritization [dsp-height].
9. DSP volume prioritization [dsp-volume].

For the closed dependency structure case studies, the

orderings considered were:

1. Coarse-grained total function coverage [cg-fn-total]: as
above.

2. Coarse-grained additional function coverage [cg-fn-addtl]:
as above.

3. Random ordering [random]: 1,000 random orderings
were again considered. In this case, all linearly
independent paths in the dependency structure were
calculated and were randomly concatenated to form
test orderings.

4. Greedy prioritization/coarse-grained optimal [greedy]:
This technique greedily prioritizes the set of linearly
independent paths based on their fault-finding
ability. This is equivalent to coarse-grained optimal
prioritization, and represents an upper bound for
our DSP techniques.

5. DSP sum prioritization [dsp-sum].
6. DSP ratio prioritization [dsp-ratio].
7. DSP sum/ratio prioritization [dsp-sum-ratio].

Untreated test suites were not available for the closed
dependency structures, so these were not considered. In
addition, BFS was not investigated for closed dependency
structures. To execute a BFS, one would have to execute all
level 1 tests, then execute them again to execute level 2 tests,
then execute all level 1 and 2 tests to execute level 3 tests,
and so on. Such test suites would achieve such low fault
detection rates that they would offer no interesting insight.

We do not have access to the source code of the Elite,
CRM, or MET systems. As such, we cannot report on the
results of total function coverage and additional function
coverage for these systems. However, we have fault reports,
so we can report on the coarse-grained optimal value for
these systems, which provides us with an upper bound on
the value for the function coverage metrics.

Studies on prioritization techniques consider the use of
optimal test orderings. This is similar to our greedy
orderings in that they are only possible if all faults are
known in advance. For a test suite with no dependencies, an
optimal test suite will order test cases by their fault-finding
value; that is, the test that finds the most faults is executed
first. However, for open dependency structures, calculating
the optimal value is NP-hard. This is discussed further in
Section 7.2.4.

5.3 Measures

5.3.1 Measure 1: Average Rate of Fault Detection

The first dependent variable of the experiments is the average
rate of fault detection for each of the test suite orderings. This
measures how quickly a test suite detects faults.

Definition 5.1 (APFD). To measure the rate of fault detection,
we use the Average Percentage of Faults Detected (APFD)
metric, defined by Rothermel et al. [23]. APFD is measured as
a percentage, with higher values implying a faster rate of fault
detection.

As an example, consider the test defect matrix in Table 2,
in which an “x” in a cell indicates the test case (row) revealed
the fault (column). If we take the “default” order t1-t2-t3-t4,
then we can plot the percentage of faults detected against the
percentage of the test cases that have been executed as a
histogram, as in Fig. 2a. After executing t1, 20 percent of
faults have been detected. After t2, 60 percent have been
detected, and so on. The area under the dotted line in Fig. 2a
measures the rate of fault detection. If we consider a more
efficient ordering, t4-t1-t2-t3, after executing t4, which is
now the first test case, 60 percent of faults have been
detected. The area under the dotted line in Fig. 2b is larger
than in Fig. 2a, which implies that the second test ordering
detects faults at a faster rate.
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An Example Test Defect Matrix

An “x” represents that the test case uncovered the corresponding fault.



Rothermel et al. [23] define APFD as follows:

Let T be an ordered test suite containing n test cases and let
F be a set of m faults revealed by T . Let TFi be the first test
of T which reveals fault i. The APFD for test suite T is given
by the equation:

APFD ¼ 1� TF1 þ � � � þ TFm
nm

þ 1

2n
: ð5Þ

For the test suite with order t1-t2-t3-t4, the first test to
detect fault 1 is test t4, whose test order is 4, because it is the
fourth test case in the order. The first tests to detect faults 2-
5 are tests t2, t2, t3, and t1, respectively. Filling the values
(5) will reveal the APFD to be 52.5 percent:

APFD ¼ 1� 4þ 2þ 2þ 3þ 1

4� 5
þ 1

2� 4
¼ 52:5%:

Alternatively, the test suite can be executed with ordering
t4-t1-t2-t3. Note that test case 4 now has test order 1 because
it is the first test case executed. This has an effect on the
APFD, which is now 72.5 percent:

APFD ¼ 1� 1þ 1þ 3þ 1þ 2

4� 5
þ 1

2� 4
¼ 72:5%:

From this, one can see that a test case that detects more

faults will increase the rate of fault detection if it is

executed earlier.
However, APFD is only useful for comparing test suites

that contain the same number of tests. This is not the case in

our experiments because the coarse-grained test suites

execute redundant fine-grained tests, which affects the APFD

measure. Take the following example. If we run the test order

t1-t2-t3-t4 from Fig. 2a, the APFD is 52.5 percent. However, if
we run the order twice in succession, that is, t1-t2-t3-t4-t1-t2-
t3-t4, the APFD is 86.25 percent. This is due to the fact that we
execute redundant test cases after having found all of the
faults and, because executing a redundant test will not
uncover a new fault, more faults are detected earlier in the test
order (as a percentage). Clearly, the first order is preferred
over the second order, as it is half the length but finds the
same number of faults.

To reduce the impact of this, the value of n, the number of
tests, in (5) is the length of the longest test order defined by
any of the prioritization techniques for a given system. Thus,
we consider a uniform cost for executing each test suite.

5.3.2 Measure 2: Number of Test Cases Required to

Find All Faults

The second measure attempts to mitigate the problem of
assuming a uniform cost for executing each test suite in the
APFD metric. The cost of executing a coarse-grained test
suite is more than that of a fine-grained test suite due to the
redundant tests, and the APFD measure does not take this
into account. For example, in the GSM system, the coarse-
grained test suites are almost four times the size of the fine-
grained test suites. While a cost-cognizant APFD measure
has been proposed [3], this assumes test suites of the same
size containing individual tests with varying costs. Our
evaluations consider different size test suites with uniform
costs for individual tests.

To consider this execution cost element, the second
measure that we take is the number of test cases that are
executed before all known faults are found, which we call
the all faults metric. As with APFD, this is expressed as a
percentage of the entire test suite, and is adjusted based on
the length of the test suites. If T is a test suite containing
n tests and F is a set of m faults revealed by T , the all faults
measure for T is defined as

AF ¼ TFm
n

;

in which TFm is the test that finds the mth (final) fault.

5.4 Setup of Case Studies

First, we used the defect reports to identify which defects
were detected by which test cases for each system. From the
defect reports, we gathered the data and identified defects
for each test case and collated this information in the form
of a test defect matrix.

Second, we created a test dependency matrix to identify
the dependencies for each test case for each system.

Third, we developed scripts that use these two sources of
information to automatically calculate the ordering for the
techniques being applied and to automatically calculate the
APFD for these.

Finally, for each system, we generated 1,000 random sub-
graphs of the dependency structure and measured the
APFD of all techniques over these 1,000 random samples.

6 RESULTS

In this section, we present the results of experiments
outlined in Section 5.
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Fig. 2. Average rate of fault detection for two test suites, each with its
tests drawn for the defect matrix in Table 2.



6.1 Open Dependency Structures

The APFD performances of the prioritization techniques are
shown in Fig. 3. This figure presents a box plot of the
minimum, maximum, median, and first/third quartile
APFDs for each technique on each system for the random
selection of dependency graphs. The line points show the
APFDs for the complete test suites.

From these results, one can see that the DSP prioritiza-
tion methods achieved a higher APFD than the coarse-
grained optimal prioritization technique in six of the nine
experiments, and achieved notably higher APFD than total
function coverage in all four experiments for which
function coverage information was available, and outper-
forms additional function coverage in all four as well. We
note that, while we did not have function coverage
information for five of the experiments, the coarse-grained
optimal technique is the upper bound of function coverage
prioritization, and in four of the experiments, the DSP
techniques achieved a higher APFD than optimal. This
provides support to our hypothesis that using fine-grained
test suites is effective in prioritization.

DSP prioritization methods achieved a higher APFD
than untreated and random for all experiments except Elite1

and MET. For MET, DSP height performs markedly worse
than all other methods. For Elite2, GSM1, and GSM2, at least
one DSP method outperforms the greedy ordering. Optimal
and greedy coverage both achieved much higher APFD
than other techniques for the CZT and Bash systems, which
is due to the small number of faults. Neither DSP technique
performs markedly better than the other.

As expected, the BFS method performed worse than
random, providing evidence for our hypothesis that
executing entire scenarios is more likely to increase the
rate of fault detection. From the results of the untreated
prioritization, it appears that untreated test suites can
achieve a high rate of fault detection, but not consistently.

The DSP techniques performed better than random for
all experiments except Elite1 and MET. Recall from Section 5
that the defect reports for Elite1 contained an outlier test
case that uncovered a high number of test cases. Removing
only this data from the experiment produced a noticeable
change in the results, as demonstrated by the results for
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Fig. 3. APFD box plots of all systems for 1,000 random subgraphs of the open dependency graph. Line plots show the APFD for the complete test
suites.



Elite2. Further investigation uncovered why the change was

so remarkable.
Fig. 4 shows an excerpt of the dependency structure for

the Elite system, in which the numbers in brackets on the

leaf nodes specify the number of direct and indirect

dependents of that node. In this structure, test case 24 (the

outlier), which reportedly uncovered 27 faults, is present in

almost every scenario (some unconnected parts of the graph

are omitted, but these constitute only six test cases). Several

independent test cases are omitted from Fig. 4, indicated

using the ellipses (. . . ). These are all direct parents of test

case 24.
For any random ordering, test case 24 is likely to be

executed as the second or third test case in almost every test

order except the scenario that starts with test case 20. For the

DSP techniques, the independent test case with the highest

coverage for both DSP coverage values is test case 20 because

this is both the “highest” test case as well as the test case with

the most children. As such, this will be the first test executed,

and test case 24 will be the fourth. As a result, the APFD of the

DSP orderings is likely to be lower than for all test orderings

in which test case 20 is not the first test.
The second measure taken in the experiment was the all

faults measure. Fig. 5 shows the resulting box plots for these.

Recall that a higher value implies a less efficient test suite.
From this, one can see that the DSP techniques outper-

form the untreated, BFS, and random orderings, and greedy

performs the best. However, a more important results is

regarding the coarse-grained test suites. As with APFD, our

DSP methods outperformed both function coverage order-

ings by a notable amount, and outperformed the coarse-

grained optimal metric in seven of the nine experiments.
Taking both metrics into account, the DSP test suites find

faults at a faster rate than the coarse-grained test suites, and

at a notably lower cost.

6.2 Closed Dependency Structures

The APFD performance of each of the prioritization

techniques can be determined from Fig. 6, which presents

the minimum, maximum, median, and first/third quartile

APFDs for each technique on each experiment for the random

selection of test cases, and the APFD for each technique

applied over the complete test suite. The line points show the

APFDs for the complete test suites.
From these results, one can see that the three DSP methods

outperform random prioritization for all experiments except

CZT. The difference between the three DSP techniques is
minimal.

A more encouraging result is with the function coverage
techniques. All three DSP prioritization techniques outper-
form total function coverage techniques in the four
experiments with function coverage information, and were
comparable to additional function coverage.

This is a particularly pleasing result. Although the
improvement the DSP techniques show over coarse-grained
techniques is larger in the open dependency experiments,
that result is expected due to the function coverage test
suites executing redundant tests. However, for the closed
dependency suites, this is not the case: The function
coverage and DSP methods execute the same paths in the
dependency structure as each other, just in a different order.
Therefore, they contain the same number of tests.

Results for the all faults measures are shown in Fig. 7.
As with the APFD, we see that DSP techniques perform

better than random, although in this case, the difference is
not as notable. Our DSP techniques perform comparably
with additional function coverage, and marginally outper-
form total function coverage, which again is a pleasing result.

6.3 Threats to Validity

The first threat to validity in our evaluation is that the two
metrics used to measure effectiveness consider only fault-
finding ability over the number of tests and ignore other
factors such as fault severity and the cost of running
individual tests.

The main threat to the external validity of this experi-
ment relates to size. The experiment was performed on only
six systems (although with seven implementations in total,
as we used two different implementations of the GSM
system). Despite this, we believe that the variety of systems
allows us to draw solid conclusions.

Finally, the test suites themselves are subject to human
bias, and test suites derived by other test engineers could
have produced different results.

6.4 Discussion

Despite the limitations of the study, the results of both
experiments provide clear evidence that the DSP methods
have potential to be used to prioritize test suites. Their
performances for both APFD and the all faults metric were
better than the untreated ordering and the average of the
random orderings, which were used as baselines.

Our DSP methods outperformed two existing metrics,
total function coverage and additional function coverage, for
both open and closed dependency structures. For open
dependency structures, this is expected due to the function
coverage test suites executing redundant tests; however, for
the closed tests suites, this was not the case: Both the function
coverage and DSP methods treat the dependency structure
as coarse grained and so contain the same number of tests.

The results of the experiments also add further weight to
the argument that test case prioritization can improve the
rate of fault detection.

One aspect of this work to consider is the cost
effectiveness of DSP prioritization, considering that depen-
dencies must be extracted and maintained. Manual effort
was not recorded as part of our experiments; however, we
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Fig. 4. An excerpt of the test case dependency structure for the Elite
system.



know from performing the case studies that the Bash
system proposed the largest challenge in extracting depen-
dencies, due to its size (1,061 tests). Despite this, the
extraction took less than one day. For the Bash and CZT
systems, dependency extraction could be automated in a
straightforward manner by simply recording the variable
definitions and uses on which the dependencies are based.
We believe that the results demonstrate a cost-effective
technique. Furthermore, we believe that dependency
structures could be extracted automatically from the test
suites themselves. If a testing framework can determine
dependencies to run the tests in an order that preserves
these dependencies, then the dependency structure can be
extracted using the same method. Extracting fine-grained
tests with dependencies from coarse-grained test suites
presents a much greater challenge.

7 RELATED WORK

Several researchers have provided solutions for test case
prioritization for increasing the fault detection rate, and

others have looked at the use of dependencies in testing.
However, none have looked at the combination of the two.
In this section, we outline the work most relevant to ours.

7.1 Test Dependencies

We are not the first authors to consider using the dependen-
cies to improve testing efficiency. Ryser and Glinz [24]
introduce dependency charts to represent dependencies
between scenarios, and use these to drive testing. First, a
natural language representation is used to map scenario
descriptions to system requirements. To eliminate any
ambiguities, scenarios are refined to state charts with pre
and postconditions, data ranges with data values, thus
clarifying the dependency structures among scenarios
through graphical chart representations. On the basis of
these state charts, test cases are extracted by traversing all the
internal paths of the dependency charts.

Kim and Bae [8] argue that there are mainly two types of
features in a system: essential and accidental. Accidental
features are dependent on the essential features, thus
creating levels within a system. They define a systematic
approach to align the features as essential and accidental
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according to their dependencies. Accidental features change
more often than the relatively static essential features;
therefore, Kim and Bae claim that by properly managing the
changes in accidental features effectively, systems testing
effort can be reduced, ensuring trustworthiness.

Test case prioritization is not considered in either of the

above approaches.

7.2 Test Case Prioritization

In this section, we outline several prioritization techniques

that we consider closely related to our approach. We divide

these into three categories:

. history-based: these techniques use information about
the test suite from previous execution cycles to
determine test priorities;

. knowledge-based: these techniques use human knowl-
edge to determine test priorities; and

. model-based: these techniques use a model of the
system to determine test priorities.

7.2.1 History-Based Prioritization

For improving the rate of fault detection during regression
testing, Rothermel et al. [23] emphasize using execution
information acquired in previous test runs to define test
case priority. On the basis of this information, they define
multiple techniques to prioritize test cases, including
prioritizing on the basis of code coverage, prioritizing on
the basis of probability of finding faults, and prioritizing on
the basis of code not tested before, thereby prioritizing
untested code. A greedy algorithm selects the test with the
highest coverage (called total coverage), or the test with the
highest coverage on code not covered by all tests that have
already been prioritized (called additional coverage), until all
tests have been scheduled. These techniques are shown to
be effective at increasing the APFD of test suites.

We hypothesize that prioritizing on the basis of code or
function coverage is similar to our dependency structure-
based approach because by executing parts of the software
that interacts with other parts, we are likely to be increasing
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code coverage. However, dependency structures contain no
information about the code or functions that are executed.
Future work will determine how closely related these are.

Li et al. [14] present several nongreedy algorithms for
prioritizing tests, including hill climbing algorithms and
genetic algorithms. Their research is in response to
Rothermel et al.’s note that greedy algorithms do not
prioritize tests optimally [23]. Li et al. compare these
nongreedy algorithms to Rothermel et al.’s greedy algo-
rithms, noting that while the greedy algorithms achieve the
best fault detection rate, genetic algorithms also achieve a
high fault detection rate, although at an increased compu-
tational cost.

Jeffrey and Gupta [6] base an approach on the number of
paths covered during test runs. They called these affecting
paths relevant slices. The higher the number of relevant slices
covered, the higher the priority of that test case. The
relevant slices can only be achieved through test runs.

Wong et al. [30] present a test suite minimization and
prioritization technique for regression testing based on

changes in the source code from previous runs. By locating
the statements in that source code that have changed and
using execution traces from the previous test runs, Wong
et al. rank test cases based on the number of change
statements that are executed. Their results indicate that the
approach is more cost-effective than not using minimiza-
tion or prioritization.

Li [12] presents a code-coverage-based prioritization
technique. Li uses an extended form of dominator analysis to
rank the priority of blocks of program code. A block B1

dominates another block B2 if a test execution cannot go
through block B2 without going through B1. From the
relationships defined between code blocks, a dominator
graph is derived. Each node is then ranked based on the
number of blocks that are executed if that block is executed,
and test cases are prioritized based on this value. Although
coverage information is required, Li uses symbolic execu-
tion to determine which tests execute which blocks. In later
work [13], Li et al. use this technique to automatically
generate test suites, including priority.
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7.2.2 Knowledge-Based Prioritization

Ma and Zhao [15] introduce a prioritization technique
based on program structure analysis to improve the
effectiveness of finding severe defects. They first rank
modules on the basis of a prioritization index called testing
importance. Testing Importance of Module (TIM) is a combina-
tion of fault proneness and the importance of a module.
After each module has been ranked, all respective test cases
are then prioritized on the basis of their TIM ranking. Their
experimental results show an improvement in “severe”
fault detection as compared to faults detected by untreated
and random prioritization.

Krishnamoorthi and Sahaaya [9] present a method for
test case prioritization based on software requirements. Test
cases are ranked using six factors: customer priority,
requirements change, implementation complexity, comple-
teness, traceability, and fault impact. Through this techni-
que, system level test cases can be prioritized. Experimental
results show improvement in severe fault detection as
compared to random prioritization.

Srikanth et al. [26] introduce a technique similar to that of
Krishnamoorthi and Sahaaya, but with different factors. They
rank test cases based on the requirements volatility, customer
priority, implementation complexity, and fault proneness of
the requirements. Experiments showed that their technique
increases the probability of detecting severe faults, and that
customer priority contributes most toward this.

Tonella et al. [28] present the case-based ranking (CBR)
system, which is a machine-learning-based approach to
prioritization. It exploits already existing user knowledge
regarding the program and test cases to determine test case
priority by comparing two test cases. Thus, relative priority
is achieved. User knowledge gathered over time is
embedded in the prioritization indexes iteratively to
continuously refine the CBR system.

A problem with Tonella et al.’s approach is that a large
number of pairwise comparisons need to be made. For even a
small test suite, the number of comparisons is high, which
requires effort on behalf of the tester. To mitigate this, Yoo
et al. [31] present a clustering method for test case
prioritization that reduces the amount pairwise comparisons
required. Clusters of tests are created based on their
similarity—for example, tests that cover similar statements
of the program are clustered together—and the tester is
requested to do pairwise combination on a single test from
each cluster, with the assumption that the single tests are
representative of the entire cluster. Yoo et al. also rank the
priority of tests within clusters using statement coverage, and
interleave tests between clusters to arrive at a prioritized
order. Their empirical results demonstrate that their method
can outperform standard statement-based coverage.

Qu et al. [20] define a prioritization technique based on
combinatorial interaction testing (CIT). CIT is a systematic
technique for choosing subsets of test case combinations
to control the combinatorial explosion problem. To prior-
itize tests, the test engineer first weights the choice
(uncombined tests) in each category using some knowledge
of how the tests related to the system, such as complexity or
code coverage. For each choice, the weight of combining it
with each other choice (the combinations) provides an

interaction benefit. Tests are then prioritized based on this
interaction benefit. Results from a simple pairwise strategy
increase fault detection rate in regression testing compared
to an all combination, and a standard branch-based
technique achieved the best rates of fault detection overall.

Basanier et al. [2] describe an approach for prioritizing
test sequences generated from UML models. Their method
generates main trees, in which each level of a tree represents
a different integration level, and model the hierarchical
dependencies between these levels. A test engineer ranks
the weight of nodes in trees with weights in the range ½0; 1�,
where the weight represents the importance of the test. The
weight of all children of a node must total to 1. At each
integration level the priority of a test is the product of all
nodes from the root node to the node representing that test.

Jiang et al. [7] present an adaptive random testing (ART)
technique for test prioritization. We have categorized this as
knowledge based because knowledge about the input
domain is required; however, it is automatable. Jiang et al.
use a greedy algorithm for prioritization which schedules the
next test that is furthest away from all tests that have already
been prioritized. The distance measure is based on ART
techniques, which aim to spread the selection of random
tests as evenly as possible over the input domain. The results
demonstrate that ART prioritization achieves a higher fault
detection rate than random prioritization and total coverage
prioritization, but that additional coverage prioritization
achieves a higher fault detection rate than ART prioritiza-
tion. However, ART prioritization is markedly less compu-
tationally expensive than additional coverage techniques.

7.2.3 Model-Based Prioritization

Recent work by Kundu et al. [10] has produced a test case
generation and prioritization technique for object-oriented
programs that is perhaps the most closely related to our
work. This technique takes UML sequence diagrams as
system models and translates them into sequence graphs,
which are graphs that model all interactions between the
system and the user. Test cases are generated by taking all
basic paths in the sequence graph, and generating a test
case for each path. Each basic path represents a single
scenario in the system.

Each edge in the sequence graph is given two weights:
1) a message weight, which is the number of messages
between the edges nodes, and 2) an edge weight, which is the
number of paths in the sequence diagram that pass through
this edge. Using these weights, three prioritization metrics
for paths are defined: 1) the sum the message weights of all
edges in a path, 2) the weighted average edge weight of all
edges in a path, and 3) the average of the message weight
multiplied by the edge weight for all edges in a path.
Kundu et al. do not take measures such as APFD in their
evaluation; however, results indicate that their techniques
can increase the rate of code coverage, which is likely to
increase APFD.

The result of Kundu et al.’s technique is similar to ours in
that interactions between different system components are
given a higher priority in the system. However, our
technique can be applied to any set of test cases with
dependencies, so it is not linked to any particular type of
system modeling tools or languages. In addition, we
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maintain fine-grained test suites, whereas Kundu prioritizes
entire test sequences.

7.2.4 Discussion

From the related work, it can be contended that test case
prioritization helps in improving all testing effort and not
just regression testing. The results in this paper further
strengthen this claim.

With the exception of Kundu et al. [10], these techniques
do not consider functional dependencies between test cases.
Furthermore, many of these methods require either in-
formation from previous test runs or input from the tester.
In contrast, our techniques require only the test case
dependencies. These dependencies need to be considered
during testing whether our approach is used or not. As
Ryser and Glinz [24] note, “it is not possible to test the system
thoroughly if the dependencies and relations are not considered
appropriately.” The only overhead in our approach is in
recording test dependencies in a format such that the
dependency structure can be extracted.

Further to the above points, it is not immediately clear
how straightforward it would be to apply many existing
prioritization techniques to test cases with dependencies.

Take the example in Fig. 8. In this example, the numbers
in parentheses represent test case quality (or rank), such as
code coverage achieved or expected fault-finding ability.
Existing prioritization techniques advocate that t5 is the
highest quality test case, so it should be run first. However,
this violates the dependencies, because the sequence t1-t3
must be run before t5. For a naive algorithm that chooses t5
as the highest priority, running t1-t3-t5, is not optimal. If we
consider that the numbers in the parentheses represent
perfect predictions of the amount of faults that each test will
find, we have the following APFD scores:

APFDðt1-t2-t4-t6-t3-t5-t7Þ ¼ 62%;

APFDðt1-t3-t5-t2-t4-t6-t7Þ ¼ 56%:

Therefore, if one runs the left branch followed by the
right branch, the score is higher. The problem is further
complicated if we consider that there may be more tests that
depend on t6 and t7. To calculate the optimal score, one is
required to know the weights of these other test cases.

Such a scheduling problem is equivalent to scheduling
jobs with precedence constraints on a single machine, which
is known to be NP-hard [25]. If we consider cases such as
additional function coverage, the problem becomes even

more difficult because the coverage achieved by a test
changes, dependent on the tests that are run before it.
Despite these difficulties, approximation algorithms could
be used for coverage-based prioritization methods to
handle dependencies.

As a final point, we consider the combination of
dependency-based prioritization with other prioritization
techniques. Even though our techniques perform well, the
results show that for systems containing many unconnected
tests, such as in the CZT and Bash systems, the performance
is lower compared to systems with fewer unconnected tests.
We attribute this to the fact that a set of unconnected tests
will be arbitrarily prioritized by our techniques. To improve
our methods, other prioritization methods could be used to
prioritize unconnected tests. This requires information other
than dependency information. We see the value in an
approach that combines dependency information and other
information, such as coverage, to improve test ordering.

8 CONCLUSIONS AND FUTURE WORK

In this paper, we have defined a new set of techniques for
prioritizing test suites that contain dependencies between
test cases. The techniques prioritize tests based on the
dependency structure of the test suite itself. Six systems
being developed toward use in industry are used to
empirically assess the strength of these new techniques,
measured by the average fault detection rate, in comparison
to randomly generated test suites, greedily generated test
suites, and the untreated test suite used by test engineers,
where available. The results indicate that test suites
prioritized by our techniques outperform the random and
untreated test suites, but are not as efficient as the greedy
test suites. In addition, for open dependency graphs,
our techniques achieved better APFDs for most experiments
than the state-of-the-art coarse-grained function coverage
techniques. For open dependency structures, this improve-
ment was at a greatly lower execution cost. For closed
dependency graphs, our techniques achieved better APFDs
than total function coverage, and was comparable to
additional function coverage.

The results indicate that our techniques offer a solution
to the prioritization problem in the presence of test cases
with dependencies. There are two significant strengths to
our approach. First, information from previous test runs is
not needed to calculate the priorities, so our techniques can
be used on first versions of systems. Furthermore, it can be
used even if previous test runs have not completed, which
is useful in development processes containing short itera-
tions. Second, maintaining fine-grained test suites and
prioritizing these based on dependencies preserves the
flexibility of fine-grained test suites, while also enabling
larger test scenarios to be uncovered, thus increasing the
probability of each test finding a fault.

The results of the empirical study demonstrate the
potential of our techniques for prioritization and justify
further investigation in this area. In particular, we are
interested in automatically extracting dependency structures
from test suites. A further investigation will assess who to
extract dependency structures from models in model-based
testing, and how to use additional information from the
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models to increase the effectiveness of the techniques. For

example, the weight of a test case may be lower if it and its

children execute model operations that have been previously

executed, in comparison to a node where new operations are

executed, thereby increasing function coverage. Combina-

tions of dependency structure prioritization and existing

prioritization techniques could prove useful for test suites

that contain many tests with no dependents or dependencies,

such as the CZT and Bash systems outlined in Section 5.
In addition to assessing the techniques on more systems,

we also plan to compare our techniques with other types of

prioritization techniques, such as other code-coverage-

based techniques [4]. First, however, we must modify those

techniques to consider test case dependencies, as these

techniques assume no dependency relationship between

test cases.
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