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Abstract—Software systems are increasingly regulated. Software engineers therefore must determine which requirements have met
or exceeded their legal obligations and which requirements have not. Requirements that have met or exceeded their legal obligations
are legally implementation ready, whereas requirements that have not met or exceeded their legal obligations need further refinement.
In this paper, we examine how software engineers make these determinations using a multi-case study with three cases. Each case
involves assessment of requirements for an electronic health record system that must comply with the US Health Insurance Portability
and Accountability Act (HIPAA) and is measured against the evaluations of HIPAA compliance subject matter experts. Our first case
examines how individual graduate-level software engineering students assess whether the requirements met or exceeded their HIPAA
obligations. Our second case replicates the findings from our first case using a different set of participants. Our third case examines
how graduate-level software engineering students assess requirements using the Wideband Delphi approach to deriving consensus in
groups. Our findings suggest that the average graduate-level software engineering student is ill-prepared to write legally compliant
software with any confidence and that domain experts are an absolute necessity.

Index Terms—Legal implementation readiness, regulatory compliance software engineering, legal requirements, requirements engineering

1 INTRODUCTION

OFTWARE systems are increasingly becoming regulated.

The engineers who design, build, and deploy these sys-
tems have an ethical obligation to understand the laws and
regulations to which they must comply. Unfortunately,
understanding the law is not easy. Even the concept of the
law is missleading because there is no single, objective
understanding of the law. Asking a lawyer to explain the
law is like asking a philosopher to explain what truth is:
all that can be provided is an argument in favor of or against
a position. Laws and regulations must be interpreted,
whether by lawyers litigating a case, judges discerning a
case in court, or by engineers building software for regu-
lated domains. Engineers may be the first interpreters of
laws and regulations that apply to software systems, but lit-
tle research has been done to examine how software engi-
neers interpret laws and regulations.

In this paper, we examine the processes by which soft-
ware engineers make decisions about whether a require-
ment meets or exceeds its legal obligations. A requirement
is considered to be legally implementation ready (LIR) if
it meets or exceeds its legal obligations as expressed in
relevant regulations. We conducted a multi-case study to
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examine how legal implementation readiness decisions
are made. This study employs a set of 31 Electronic Health
Records (EHR) system requirements, coupled with a regula-
tory section of the US Health Insurance Portability and
Accountability Act (HIPAA)' to which the system must com-
ply. In each case, we ask participants to determine whether
or not the set of software requirements provided are LIR
with respect to a provided subset of HIPAA. Participant
responses are compared against a canonical set of answers
developed by three subject matter experts—individuals with
both software engineering and HIPAA compliance exper-
tise—who evaluated the same set of requirements for legal
implementation readiness.

Each case in this study focuses on the same set of 31 soft-
ware requirements. These requirements describe a portion
of the iTrust Medical Records System,2 an open-source EHR
system designed by faculty and staff at North Carolina State
University. iTrust has been in continual development since
2004. The project is designed to provide students with real-
istic challenges in software engineering: working within
non-trivial code bases, managing information security and
privacy issues, and using modern integrated development
and testing environments and tools. The iTrust system
shares many characteristics with other existing software
systems that must comply with new laws and regulations.
Such systems must be evaluated, updated, and improved in
order to achieve compliance with each enactment or amend-
ment of relevant laws and regulations.

Our multi-case study consists of three cases. In our first
case, 32 graduate students in software engineering made
LIR decisions individually for each requirement. For our
second case, 34 different graduate students in software

1. Pub. L. No. 104-191, 110 Stat. 1936 (1996).
2. http:/ /agile.csc.ncsu.edu/iTrust/wiki/doku.php
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engineering made LIR decisions individually for the same
set of requirements. This second case was conducted to rep-
licate the results of our first case. For our third case, 14 grad-
uate students in software engineering made LIR decisions
as a group using Wideband Delphi to derive consensus.

The software engineering literature is almost silent with
respect to case studies of professional software engineers
performing regulatory compliance tasks. To our knowl-
edge, Maxwell conducted the first and largest study of this
type [1]. His findings indicate that practitioners with a
median industry experience of over 12 years were only
able to accurately classify 5.5 legal cross-references out of
10, even when provided with a taxonomy designed to
aide them in this task [1]. Furthermore, participants in
Maxwell’s pilot study, who had a median industry experi-
ence of fewer than two years, out-performed the practi-
tioners and accurately classified seven legal cross
references out of 10 [1]. This finding suggests that educa-
tion and training specifically focused on legal requirements
activities may prove more valuable than industry ex-
perience for legal requirements analysis activities. In this
study, we examine how graduate students trained in legal
requirements analysis make legal implementation readi-
ness decisions. Although we did not study practitioners, it
is not clear that practitioners would be better suited to this
task. In fact, Maxwell’s research suggests education and
training in regulatory compliance for software engineering
is more valuable than industry experience when perform-
ing regulatory compliance tasks [1].

Results from our first and second cases indicate that
graduate-level software engineering students exhibit little
consensus about LIR decisions. To our knowledge, our
research is the first work to examine how people make legal
implementation readiness decisions. Examining graduate
student performance supports our goal of establishing a
baseline for future work. Individual participants in our
study tended to err on the side of determining a require-
ment to be LIR when it was not. Errors of this nature may
result in legal compliance concerns in the implemented soft-
ware. These results validate the need for subject matter
expert involvement or other additional guidance for making
legal implementation readiness decisions. Results from our
third case indicate that when participants are required to
come to a consensus LIR decision for each requirement they
are only slightly more accurate than when making these
decisions alone. Participants continued to err on the side of
determining a requirement to be LIR when it was not. These
results indicate that graduate-level software engineering
students are ill-prepared to accurately make these decisions.
When combined with Maxwell’s work, these studies dem-
onstrate the need for new tools and techniques for establish-
ing regulatory compliance in software engineering.

The remainder of this paper is organized as follows.
Section 2 describes related work in regulatory compliance
for software engineering. Section 3 provides an overview of
the methodology used in our multi-case study. Sections 4, 5,
and 6 detail the application of our methodology to each case
and provide results. Section 4 describes our initial examina-
tion of LIR decision making. In Section 5, we replicate our
results from the first case. Section 6 evaluates LIR decision
making as a group rather than as individuals. In Section 7,
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we describe the threats to validity and limitations of this
work. Finally, we summarize our results in Section 8.

2 RELATED WORK

Bringing software into legal compliance is an important and
challenging software engineering concern [2]. Ambiguities,
cross-references, the need to comply with multiple regula-
tions, the need to deploy software systems in multiple juris-
dictions, and a rich set of domain knowledge make legal
compliance particularly challenging for requirements engi-
neers without legal training [2]. In addition, amendments
from administrative agencies or interpretations from judi-
cial proceedings may change laws and regulations years
after their initial passage [2]. The US Department of Health
and Human Services (HHS) enforces HIPAA. Legal norms
suggest that HIPAA regulations could be revised as often as
every year [3].

Yin et al. developed Eros, which is an approach to exam-
ine business process outcomes, rather than software
requirements or other software artifacts, for compliance
with relevant laws and regulations [4]. This approach is
similar to checklists that focus on evaluation of a final prod-
uct against a law or regulation; such checklists are estab-
lished tools for establishing legal compliance of software
systems [3]. Although focusing on outcomes is a useful
approach for measuring compliance of an existing software
system, the research presented herein focuses on decisions
made well before outcomes can be assessed.

Many researchers have developed approaches to model-
ing laws and regulations for software systems. Barth et al.
employ a first-order temporal logic approach to model
HIPAA, the Childrens Online Privacy Protection Act
(COPPA),” and the GrammLeachBliley Act (GLBA)*—they
use this model to demonstrate legal compliance [5]. May
et al. employ an access control approach to model laws and
regulations, also using HIPAA as an example [6]. Massacci
et al. use goal-oriented modeling to analyze Italian data pro-
tection laws [7]. Jureta et al. proposed an approach to bench-
marking legal requirements models with the goal of
establishing more accurate comparisons of legal require-
ments modeling techniques [8]. Although promising, bench-
marks for legal requirements modeling remains nascent. The
utility of these modeling techniques depends on the relative
ease with which software engineers are able to make legal
compliance decisions for software systems. In this paper, we
examine one such decision: legal implementation readiness.

Kharbili et al. developed a more recent approach towards
modeling requirements called CoReL [9], [10]. CoReL is a
domain-specific modeling language for representing compli-
ance requirements [9], [10]. The goal of CoReL is to provide a
more user-friendly approach to compliance checking and
legal requirements traceability [9], particularly with respect
to business process management [10]. Interestingly, CoReL
allows users to document both possible violations and inten-
tional violations of policies [10]. As this work demonstrates,
legal implementation readiness decisions are non-trivial.
The ability to document decisions is, therefore, valuable.

3. Pub. L. No. 105-277, 112 Stat. 2681 (1998).
4. Pub. L. No. 106-102, 113 Stat. 1338 (1999).
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Hassan and Logrippo developed a logic-based approach
to compliance checking for requirements based on Alloy
[11], [12], [13]. Their most recent work includes a model for
extracting legal requirements from legal texts, a set of rules
to translate those requirements into a formal logic, and tool
support to analyze the resulting logical model for compli-
ance [13]. Although this research provides a reasonably
comprehensive methodology for establishing compliance in
legal requirements, it does not examine how people make
decisions when asked to consider regulatory compliance for
software requirements. We believe studies of how people
make requirements compliance decisions are both impor-
tant and too rarely conducted.

Maxwell and Antén employ production rules, an artifi-
cial intelligence technique, to model regulations for require-
ments engineers and check requirements for compliance
[14]. In their work, requirements engineers query a produc-
tion rules model and receive specific answers to questions
regarding a modeled regulation [14]. Maxwell and Antén
also use the HIPAA regulations to illustrate their approach
and trace requirements directly to elements of the legal text
[14]. Tracing requirements directly to specific elements of
the legal text is a required prerequisite to our approach in
this work.

Ghanavati et al. developed and examined methods for
integrating requirements compliance with goal-oriented
requirements engineering techniques [15], [16]. Early work
in this area provided an approach to model software arti-
facts that contributed to compliance, focusing on scenarios
where a single artifact alone could not establish compliance
[15]. Recently, Ghanavati et al. have begun examining
requirements engineering modeling and analysis for sys-
tems that must comply with multiple regulations [17], [18],
[19]. In this paper, we examine legal implementation readi-
ness, which may benefit from an understanding of compli-
ance contributions. A set of requirements that meet or
exceed their legal obligations, are not necessarily meeting
all legal obligations. The identification, elicitation, specifica-
tion, and analysis of all legal requirements, including those
from more than one legal text, are all activities outside the
scope of this work, but a complete requirements compliance
process must take these considerations into account.

Software systems are often regulated in multiple jurisdic-
tions, and researchers have begun investigating the impact of
this reality on requirements engineering. Gordon and Breaux
developed an approach in which they adopt a single standard
for software systems that meets the minimum or maximum
requirements of a collection of laws and regulations in multi-
ple jurisdictions [20], [21]. Their framework also highlights
potential conflicts and important trade-offs resulting from
multiple laws and regulations. Ingolfo and Silva Souza devel-
oped an adaptive approach to legal requirements engineering
intended to provide flexibility to requirements for systems
that must comply with multiple legal texts in multiple juris-
dictions [22]. Rifaut and Ghanavati support measurement-
based methodologies for comparing multiple regulations
using the Goal-Oriented Requirements Engineering Lan-
guage (GRL) [19]. We consider multi-jurisdictional concerns
to be out of scope for the work presented herein. Our goal is
to produce a baseline understanding of legal implementation
readiness decision-making, and consideration of multiple

laws or multiple jurisdictions adds unnecessary complexity
for establishing a baseline. However, compliance in multiple
jurisdictions is certainly a concern for practicing software
engineers, and determining how implementation readiness
decisions are made in these instances is an area for potential
future work.

Researchers are also exploring automated processes for
generating traceability links for regulatory compliance [23],
[24], [25]. Cleland-Huang et al. use a machine learning
approach to automatically generate traceability links for
regulatory compliance [24]. However, their links trace from
a requirement to an information technology responsibility
identified in the law rather than to a specific section of the
legal text itself. Berenbach et al. describe techniques for just-
in-time regulatory traceability [23]. They intentionally trace
requirements to higher level segments of the legal text
rather than to individual sections [23]. To complete the pro-
cess, a requirements engineer must be involved manually
[23]. Breaux developed a frame-based approach to eliciting
legal requirements from legal texts [25]. As a part of this
elicitation, requirements can be traced to specific elements
of the text from which they were elicited. Breaux and
Gordon developed an approach to preserve meaning and
ensure traceability during extraction of legal requirements
from source documents [26]. These approaches may reduce
the effort required to trace requirements to specific sections
of a legal text, which is required to conduct the multi-case
study described in this paper.

3 CASE STupY METHODOLOGY

The experiment design for our multi-case study employs
the Goal/Question/Metric (GQM) approach [27], [28],
which is based on the idea that measurement is useful for
making intelligent decisions and improving those decisions
over time, but that measurement must be focused, and
based on goals and models. The GQM approach proposes
that every measurement activity has one or more goals.
Each goal must then have at least one question that helps
achieve the goal. Finally, each question is answered using
one or more measures or metrics. Our research goal as for-
mulated using the GQM template is as follows:

Goal. Analyze empirical observations for the purpose
of characterizing legal implementation readiness
with respect to software requirements from the view-
point of software engineers in the context of an EHR
system that must comply with HIPAA regulations.

Given this research goal, we formulate the following
research questions:

Q1. Isthere a consensus among subject matter experts on
which requirements are LIR?

Q2. Is there a consensus among software engineering
graduate students on which requirements are LIR?

Q3. Can graduate students accurately’ assess which
requirements are LIR?

5. Objectively accurate assessment of LIR requirements is impossi-
ble due to the inherently subjective nature of interpreting laws and reg-
ulations. Thus, we compare against a canonical set of requirements
created by experts as described in Section 3.2.
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In Section 3.1, we describe the materials for our research
experiment. In Section 3.2, we describe how we created our
canonical set of correct LIR responses by achieving consen-
sus among experts. In Section 3.3, we discuss our analysis
methodology and the statistical tools we used in our multi-
case study. We introduce our participant populations and
measures for answering our research questions on a case-
by-case basis as described in Sections 4, 5, and 6.

3.1 Materials
Each participant for each case in our multi-case study
received three inputs:

Legal text. HIPAA 45 C.F.R. Section 164.312

Requirements. 31 iTrust requirements and a glossary of
terms.

Traceability mapping. A traceability mapping of the individ-
ual requirements to the legal text.

These same three inputs were provided to our subject
matter experts (described in Section 3.2) used to formulate
the canonical responses against which each case was
measured.

The legal text chosen for this experiment is HIPAA 45 C.
F.R. Section 164.312, which governs technical safeguards.
We selected this section for three reasons: First, it is a part of
HIPAA, with which we have extensive experience [14], [29],
[30], [31]. Second, it is focused on technical measures for
protecting healthcare information, with which software
engineers are more likely to be familiar than a less technical
or purely legal section of HIPAA. Thus, if there is a gap
between the results from the experts’ canonical classifica-
tion and that of the graduate students, we can reasonably
infer that this gap would widen if we were to perform the
experiment again on more ambiguous or less technically
oriented HIPAA sections.

Third, we sought to identify a concise, self-contained sec-
tion of HIPAA. This would allow us to test it in its entirety
rather than excerpting and testing a longer HIPAA section.
Cross-references, which are common in legal texts, make
identifying useful, self-contained sections of HIPAA chal-
lenging. Although Section 164.312 does contain two cross-
references, no other technically-oriented, reasonably short
section of HIPAA contains as few cross-references as it does.
The first cross-reference appears in the preamble of the text
and is not traced to any requirements. The second clarifies a
process by which persons or software programs are granted
access to protected health information. For some require-
ments, the details of this process may be relevant. For others,
they may not be. We allowed participants to use the existence
of the cross-referenced material to influence their determina-
tion. This mirrors real-world compliance scenarios for
software engineers, where legal cross-references are a funda-
mental problem that may make a complete examination of
all cross-references impractical [30].

For purposes of our experiment, we modified the iTrust
requirements specification. Instead of including all iTrust
system requirements, we started with the 15 requirements
with legal obligations traced within HIPAA Section 164.312.
Then we iteratively applied the methodology for evaluating
requirements for legal compliance outlined in our prior
work [31] to the other iTrust system requirements. After
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R-8: When patient account information is altered, iTrust shall
email the personal representatives of the affected patients with
a description of the alterations made. [Traces to § 164.312(b)]

Fig. 1. iTrust requirement 8.

three iterations, we identified an additional 17 requirements
for inclusion in our experiment. We selected one of our 32
requirements to be used as a part of the tutorial for provid-
ing basic training to participants about how software engi-
neers may reason about legal compliance. As a result, we
had 31 remaining requirements to use in our experiment.

To ensure that some requirements were explicitly not
LIR, we chose not to cover all elements of HIPAA Section
164.312 and included some requirements that only partially
covered the elements of the legal text. Additionally, we
modified our selected requirements to remove terminology
and references to other aspects of iTrust not relevant to
HIPAA Section 164.312. Any remaining terminology was
provided to the participants in the form of a glossary. The
materials also included a traceability mapping of the 31
selected requirements to the specific section(s) of HIPAA
Section 164.312 to which they applied. We constructed the
traceability links iteratively using the techniques outlined in
our prior work [31], stopping when we had enough require-
ments for the study. Had we continued applying our itera-
tive approach to evaluate and refine these requirements, we
would have removed any requirements that were not ready
for implementation.

Our goal in creating these input materials was not to cre-
ate a set of requirements that were already perfectly aligned
with the law; instead, we sought to examine a variety of
legal compliance situations ranging from relatively easy to
relatively challenging decisions while maintaining as much
realism as possible. For example, consider iTrust Require-
ment eight shown in Fig. 1. This requirement is in almost
direct conflict with the traced section of HIPAA, which calls
for audit controls for recording and examining changes of
this nature. Even a basic understanding of email would
allow an engineer to determine that this requirement is not
ready for implementation. However, the requirement is not
completely unrealistic. It describes functionality similar to
many web-based applications. If you update your billing
address or other account information on many websites,
you will receive an email notification detailing the changes.

The traceability mapping used in this study was con-
structed using the complete procedure describe in our prior
work [31]. This procedure begins with a directed terminol-
ogy mapping to normalize the terms used in both the legal
text and the requirements document to ensure that only one
term is used to refer to a particular concept. This is accom-
plished through the creation of separate hierarchies for both
actors and data objects. Once the terminology mapping is
completed, the requirements are elaborated and clarified to
use the new, normalized terms. Finally, the clarified
requirements are mapped to the specific sections of the legal
text. It is worth noting that the traceability mapping
strongly influences LIR determinations. All participants in
this study, including our experts, were told to accept the
mapping provided as correct for the purposes of this study.
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3.2 Subject Matter Experts

Canonical sets of LIR requirements can be used to check
other requirements sets for legal compliance [32]. A canon-
ical set of requirements is a set of requirements evaluated
by experts and found to be acceptable for some purpose
[32]. The expert assessment is accepted as correct and it is
a useful for comparative purposes when no absolute or
objective standard is possible. In this research, our canoni-
cal set is a set of requirements for which experts have
determined whether each requirement is legally implemen-
tation ready. To generate a canonical set of LIR require-
ments, we recruited three subject matter experts: the three
authors of this paper. All three experts have varying years
of academic experience with HIPAA legal compliance in
software engineering; additionally, one expert (Paul Otto)
has a law degree.

We employed the Wideband Delphi method [33] to
determine the consensus expert assessment regarding
which requirements were LIR and which needed further
refinement. First, we gave each expert the materials
described in Section 3.1. Next, we asked the experts to indi-
vidually identify both the LIR requirements and those need-
ing further refinement, recording their rationale for each
decision. This individual analysis was used to address our
first research question. Third, we held a coordination meet-
ing in which the experts discussed areas of disagreement
and worked to arrive at a consensus for each requirement.
Their final, consensus results serve as the canonical LIR
requirements set against which we compare responses from
the graduate-level computer science participants in both the
first and second case studies and the legal requirements tri-
age algorithm.

3.3 Analysis Methodology
We take two basic approaches in our analysis: (1) statistics
calculated individually for each participant as compared to
the consensus expert results and (2) statistics calculated
based on a calculated consensus participant assessment
compared to the consensus expert assessment. We are par-
ticularly interested in assessing how effective participants
are at correctly identifying requirements as not LIR. When
software engineers incorrectly believe a requirement is LIR
and begin implementation, they risk building a non-compli-
ant system. We also examine how effective participants are
at correctly identifying requirements that are LIR. When
software engineers incorrectly believe a requirement needs
further refinement, they risk over-engineering, which may
result in unnecessarily increased system complexity or
unnecessary implementation, deployment, and mainte-
nance expenses. We used the R Project,’ a statistical model-
ing package, to calculate statistics for the data in our study.
The performance of a participant to classify things as
being one of two possible options is often evaluated using
two measurements: sensitivity and specificity [34]. Sensitiv-
ity measures the ability to predict positives. In our case, this
is a measurement of how many LIR requirements par-
ticipants classify as not LIR. Sensitivity is defined in
Equation (1), where tp is the number of true positives and

6. http:/ /www.r-project.org/

fn is the number of false negatives,

. a)

Sensitivity =
Y tp+ fn

Specificity measures the ability of participants to predict
negatives. In our case, this is a measurement of how many
non-LIR requirements participants classify as LIR. Specific-
ity is defined in Equation (2), where tn is the number of true
negatives and fp is the number of false positives,

tn

tn+ fp’ @

Speci ficity =

Our choice of sensitivity and specificity is based on the
fact that a false negative (identifying a requirement as need-
ing refinement when it is actually LIR) has a low penalty
whereas a false positive (identifying a requirement as LIR
when it actually needs further refinement to meet its legal
obligations) has a high penalty. Precision and recall [34] are
similar statistical tools that may be better estimators in
some situations, but these statistics treat false positives and
false negatives as equally problematic.

We use two statistics to measure agreement of partici-
pants with the consensus expert assessment: percent agree-
ment and Cohen’s Kappa. Percent agreement is the
percentage of requirements where the participant assess-
ment matches the consensus expert assessment. Cohen’s
Kappa is a measure of inter-rater agreement for two raters
that attempts to account for agreement occurring by chance
[35]. Cohen’s Kappa is considered to be a more robust
measure of agreement than percent agreement [35]. Values
of Cohen’s Kappa range from —1 to 1 where the value —1
represents perfect disagreement and the value 1 represents
perfect agreement. Every value between 0 and 1 reflects
some level of agreement, with larger values indicating
more agreement.

The Fleiss Kappa statistic [36], k, measures level of agree-
ment between raters on a given set of subjects. Fleiss Kappa
is an extension of Cohen’s Kappa for groups of raters larger
than two. We employ the Fleiss Kappa statistic to calculate
the level of agreement among subjects’ determinations
about whether a requirement is LIR or not. As with Cohen’s
Kappa, the Fleiss Kappa statistic ranges from —1 to 1. The
value 1 reflects perfect agreement between all raters, the
value —1 indicates perfect disagreement, and the value 0
indicates the amount of agreement that would be expected
by random chance.

We formed a consensus using Wideband Delphi [33] for
the three subject matter experts. In Wideband Delphi, con-
sensus is formed in rounds with discussion at the end of
each round. First, each participant provides answers inde-
pendently and records their rationale for the answers
they have chosen. Next, participants share their answers
and reconsider their positions. Then, participants meet to
achieve a final consensus. Although we completed the
Wideband Delphi technique to produce our canonical set of
LIR requirements, we also chose to analyze the results of
our independently recorded first analyses to determine the
level of agreement that existed among the subject matter
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experts at the beginning of the process. We also employ
Wideband Delphi in our third case study as described in
Section 6.

4 FIRST CASE

Sections 4, 5, and 6 describe the exact methodology and
results of each case in our study. These sections also provide
some discussion of the results from each case. In this section,
we also describe the process used to develop our canonical
evaluation of the requirements using Wideband Delphi to
derive consensus for our subject matter experts. The canoni-
cal, expert assessment developed in this section is used to
evaluate the correctness of responses for all three cases. Our
threats to validity are described separately in Section 7.

4.1 Software Engineering Participants

The participants in our experiment were computer science
graduate students who had taken or were taking the gradu-
ate-level software engineering course at North Carolina
State University. Through their coursework, we knew that
they were familiar with the basic practices and responsibili-
ties of a software engineer working as a part of a larger
team. For this case study, conducted during the Spring
semester of 2011, we had 32 participants.

Before participating in the experiment, all participants
received lessons in requirements engineering. These lessons
consisted of two class sessions specifically devoted to legal
compliance concerns in software requirements for systems
that must comply with privacy regulations, including
HIPAA. Immediately prior to beginning the study, partici-
pants also received a 15 minute tutorial on legal compliance
in software systems. This tutorial introduced some basic
concepts in legal compliance for software requirements. It
consisted of an explanation of the importance of legal
compliance, as well as an explanation of the traceability
mapping of requirements to the legal text and how that
mapping might be useful in evaluating legal compliance.
The tutorial included the example legal compliance scenario
outlined in Fig. 2.

After explaining this example to the participants, we ver-
bally described another potentially conflicting requirement
that is a variation on Requirement B. We asked the partici-
pants to consider whether Requirement B would become
LIR if we added the phrase “so long as the user ID remains
unique.” After allowing the participants to consider this for
a few moments, we showed that it would be possible for a
user to adopt a previously discarded user ID as their own.
In this situation, a user could change their ID to something
totally unique, but their old ID would then become available
for another user to use as their ID. This could result in
access logs that have a single user ID that represents two
separate users, which would be a clear violation of the legal
obligations stated.

4.2 Results of First Case

First, we describe reactions and questions from our partici-
pants. Next, we discuss some of the points of disagreement
found during our consensus meeting for the subject matter
experts. Then, we analyze the data according to our analysis
methodology.
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Consider Requirement A:

Requirement A: iTrust shall generate a unique user
ID and default password upon account creation by a
system administrator. [Traces to § 164.312(a)(1) and
§ 164.312(a)(2)(1)]

Here are the two subsections of the legal text to which
Requirement A is traced:

(a) (1) Standard: Access control.
Implement technical policies and
procedures for electronic information
systems that maintain electronic protected
health information to allow access only

to those persons or software programs

that have been granted access rights as
specified in § 164.308(a) (4).

(2) Implementation specifications: (i)
Unique user identification (Required).
Assign a unique name and/or number for
identifying and tracking user identity.

Requirement A meets or exceeds its legal obligations
outlined in § 164.312 because no element of the regulation
related to the requirement describes different or additional
obligations than those described in the requirement.

In contrast, consider Requirement B:
Requirement B: iTrust shall allow an authenticated

user to change their user ID and password. [Traces to
§ 164.312(a)(1) and § 164.312(a)(2)(i)]

Note that Requirement B traces to the same two subsections
of legal text as Requirement A. Requirement B does not meet
or exceed its legal obligations outlined in § 164.312 because
it describes a situation where it is possible for users to end
up with the same identifying name or number, which violates
§ 164.312(a)(2)().

Fig. 2. Example scenario from case study tutorial.

4.2.1 Participant Experiences

We conducted our experiment with 32 graduate students.
The majority (21) of these participants completed the
experiment in the same room at the same time. The
remaining participants completed the experiment individu-
ally or in small groups over the course of the next week.
Participants were trained using the same training materi-
als, which took about five minutes to introduce and
explain at the beginning of the experiment. Each partici-
pant was then given 45 minutes to analyze 31 requirements
and determine whether each requirement was LIR or not.
Training was conducted in a group setting when possible,
but all participants worked on their own during the 45
minute analysis portion of the experiment.

We answered clarifying questions during each session,
and for each question asked we repeated the question and the
answer for every participant. Because the first session was the
largest group to participate, we assembled all of the questions
that could not be answered by referring to other material
within the requirements specification or legal text provided to
the participants; we then verbally discussed those questions
and corresponding answers to subsequent groups as part of
their training material. For example, a question about the
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R-18: Whenever a new employee account is created, iTrust
shall create a record of the employee account created and the
system administrator who created it in the access control log.
[Traces to § 164.312(b)]

Fig. 3. iTrust requirement 18.

definition of an invalid employee account was not repeated
because it is listed as a term in the glossary provided. How-
ever, a question about whether or not an email would be con-
sidered part of an access control log (answer: it is not) was
included in subsequent training material.

We did not answer substantive questions about legal
compliance or interpretation of the software requirements.
We instructed the participants that these were the sorts of
questions the study was designed for them to consider
when making their own assessment of the legal implemen-
tation readiness of the requirements. Although such a
response provided the participants with some information,
namely that the question asked was indeed substantive, we
felt our only alternative would have been to forbid any
questions about the study materials. Such an approach
would not have allowed us to respond to basic clarifying
questions about the materials and procedure. Refusing to
answer substantive questions about legal compliance or
interpretation of the software requirements, and thus indi-
cating that the question was indeed substantive, was an
acceptable trade off for us to ensure participants fully
understood their task.

4.2.2 Subject Matter Expert Discussion

The first step in the Wideband Delphi consensus process
involves each participant individually determining whether
each requirement is LIR. These initial determinations are
used as the starting point for the first group consensus
meeting. However, we also examined the level of agreement
in those initial determinations, as described in Section 3.2,
and found that our subject matter experts entered the group
consensus meeting already having achieved a moderate
level of consensus based on their individual responses.
However, there were still 12 out of 31 requirements for
which the subject matter experts did not achieve universal
agreement after the first round of Wideband Delphi.

In some cases, two subject matter experts immediately
accepted the rational used by one subject matter expert to
denote a non-LIR requirement. Consider Requirement 18,
as described in Fig. 3. Note that HIPAA Section 164.312(b) is
shown in Fig. 4.

Two of the subject matter experts believed that this require-
ment met or exceeded its legal obligations. However, one

Standard: Audit controls. Implement
hardware, software, and/or procedural
mechanisms that record and examine
activity in information systems that
contain or use electronic protected health
information.

Fig. 4. HIPAA Section 164.312(b).

R-26: Each time a printable emergency report for a medical
record is generated, iTrust shall email a notification to the
patient to whom the record pertains and to all of that patient’s
personal representatives. [Traces to § 164.312(b)]

Fig. 5. iTrust requirement 26.

subject matter expert believed that a record should also be cre-
ated in the access control log for each unsuccessful attempt to
create a new employee account as well as the successfully cre-
ated employee accounts, pursuant to the broad language of
HIPAA Section 164.312(b). The other experts agreed with this
rationale, and since no other requirement in the requirement
set describes this activity, R-18 was found to be in need of fur-
ther refinement in the canonical requirements set.

In other cases, the subject matter experts took some time
to debate whether or not a requirement should be consid-
ered LIR. In iTrust, any employee is allowed to generate a
printable summary of a patient’s medical record for the pur-
poses of handling emergency medical scenarios. Part of this
functionality is described by Requirement 26, shown in
Fig. 5.

This requirement traces to the same section of HIPAA as
our previous example, but the discussion of whether or not
it is a LIR requirement is more nuanced. The experts
debated several considerations: First, they determined that
email notification does not qualify as a record in an access
control log. Since R-25 describes the creation of such a
record in the exact same printable emergency report sce-
nario, R-26 could not be found in need of this refinement.
Second, the experts debated whether or not an email notifi-
cation qualified as a “procedural mechanism that records or
examines activity” as prescribed by HIPAA Section 164.312
(b). On one hand, email notification may allow a patient
some oversight through the ability to examine the activity
of generating a printable emergency report. On the other
hand, email notification does not ensure that a patient will
examine the activity. This second position is a broader inter-
pretation of HIPAA Section 164.312(b), and the experts
agreed that assuming the broader standard was the safer
course of action to ensure legal compliance. Third, the sub-
ject matter experts determined that R-26 should not be
traced to HIPAA Section 164.312(b) because notification is a
separate action from either “recording” or “examining
activity.” Ultimately, the experts reached consensus that
R-26 is LIR because it does not describe any action that vio-
lates any legal obligation.

4.2.3 Data Analysis

We now discuss the results of our first case for each of our
research questions identified in Section 3.

Q1. Is there a consensus among subject matter experts on
which requirements are LIR?

Measure. Fleiss Kappa statistic for three subject matter
experts results requirements.

The Fleiss Kappa statistic for our three experts was

k = 0.517 (p < 0.0001). This result indicates that with a high

level of statistical significance, our experts moderately

agreed on their first assessment of the 31 requirements
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Fig. 6. Raw student responses regarding legal implementation readiness.

before completing the Wideband Delphi session to reach
consensus.

Q1 Answer. There is a moderate consensus among

experts regarding LIR.

Q2. Is there a consensus among graduate students on

which requirements are LIR?

Measure. Fleiss Kappa statistic for 32 graduate students

on 31 requirements.

The Fleiss Kappa statistic for our 32 students was
k =0.0792 (p < 0.0001). This result indicates that with a
high level of statistical significance, the students in our case
study had only a slight agreement on their assessment of
the 31 requirements. Because Fleiss Kappa accounts for ran-
dom chance, this level of agreement is only slightly better
than what would be expected from a random set of
responses. Due to the high level of significance in both
Kappa scores for Q1 and Q2, we can say that there was a
higher level of consensus among experts than students.

Fig. 6 displays the responses for the students in the LIR
Assessment study on the top bar graph, labeled “Initial
Study.” (The bottom bar graph, labeled “Replication
Study,” displays the data from our replication study, which
is discussed in Section 5.) The vertical axis represents the
number of students. Students that indicated a requirements
is LIR (i.e., a “Yes” response) with a blue bar or not LIR (.e.,
a “No” response) with a red bar. The horizontal axis repre-
sents the requirement for which a decision was made. Note
that every requirement received some “Yes” responses and
some “No” responses. Also, the majority of requirements
have more “Yes” responses than “No” responses.

Q2 Answer. There is little consensus among graduate stu-
dents regarding LIR.
Q3. Can graduate students correctly assess which
requirements are LIR?
Measures. Sensitivity, specificity, percent agreement,
and Cohen’s Kappa between individual student

responses and the consensus expert responses for 31
requirements.

To answer Q3, we examined each individual student
response against the consensus expert response. On aver-
age, students only agreed with the consensus expert
assessment 55.95 percent of the time, with a standard
deviation of 7.45 percent. Two students tied for the larg-
est percentage agrement at 67.74 percent. Using Cohen’s
Kappa, we can characterize their agreement by taking
agreement occuring by chance into consideration. Under
this measure, the students had an average « value of
0.110, which is considered to be slight agreement with
the consensus expert assessment. At best, a student
achieved a « value of 0.362, which indicates fair agree-
ment with the consensus expert assessment.

For this study, it makes sense to differentiate between
false positives from false negatives, as shown in the upper
half of Fig. 7 and labeled Initial Study Response Counts.
Each individual student response is grouped and labeled
from 1 to 32. The consensus expert assessment of the
requirements resulted in 15 non-LIR requirements, which
are shown on the left side of each student response, and 16
LIR requirements, which are shown on the right side of each
student response. Identifying a requirement as LIR when it
is not LIR (i.e., a false positive or a Type 1 error), may result
in building legally questionable software. These errors are
shown in green in the figure. Correctly identified LIR
requirements are shown in red. Identifying a requirement as
not LIR when it is LIR (i.e., a false negative or a Type 2
error), may result in delays or increased cost of develop-
ment. These errors are shown in purple in the figure. Cor-
rectly identified non-LIR requirements are shown in blue.

Sensitivity measures the ability to predict positives. Spec-
ificity measures the ability to predict negatives. Using these
measures, the students had an average sensitivity of 0.576
and an average specificity of 0.549. These average values
indicate that students were only moderately successful at
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Fig. 7. Response counts for both initial and replication studies.

predicting positives and negatives. These results also indi-
cate that the students were more likely to err in saying that
a requirement was LIR when it was not than they were to
err in identifying a requirement as not LIR when it actually
was LIR. This is a serious legal compliance concern; imple-
menting a requirement that has legal compliance concerns
may result in expensive efforts to refactor the resulting sys-
tem or worse, a violation of the law.

We also sought to assess whether we could combine stu-
dent responses to improve their ability to correctly deter-
mine whether requirements were LIR. Our approach was
inspired by voting. For example, a consensus could be cre-
ated by identifying a requirement as LIR if more than half
of the students responded that it was. However, because a
50 percent vote is an arbitrary cutoff, we examined every
possible vote cutoff and selected the best one as measure
against the consensus expert assessment.

Using this approach, the students achieved their best
results when 20 or more of the 32 students were required to
vote that a requirement was ready for implementation.
However, this consensus agreed with the consensus expert
assessment only 67.74 percent of the time. Measured using
Cohen’s Kappa, this agreement is 0.357, which is only con-
sidered fair agreement with the consensus expert assess-
ment. Their consensus sensitivity was 0.714 and their
consensus specificity was 0.647. These values indicate that
even in their best case scenario, the students were still more
likely to err in favor of identifying a requirement as LIR
when it is actually not LIR. Implementing requirements that
need further refinement is the worst possible outcome
when making LIR determinations.

Q3 Answer. Individual graduate students cannot accu-
rately assess the LIR status of a requirement and are
more likely to miss requirements that are not LIR.

1
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4.3 Discussion of First Case

The results for this case of our study demonstrate that grad-
uate-level computer science students with a background in
software engineering are ill-prepared to make legal compli-
ance decisions with any confidence. These students exhibit
little consensus regarding whether or not requirements are
LIR, and they disagreed with our subject matter experts on
almost half of the requirements. If our participant popula-
tion of computer science graduate students does not
differ substantively from the average entry-level software
engineer, then this is a crucial finding for organizations
that must develop software that complies with laws and
regulations.

This finding further illustrates the importance of involv-
ing subject matter experts in evaluating requirements for
legal compliance. The subject matter experts bested the
experiment’s participants even before conducting the con-
sensus meeting. We note, however, that 12 out of 31 require-
ments did not enjoy universal agreement entering the
consensus meeting. The experts’ initial differences illustrate
the specific difficulty of determining whether or not require-
ments are LIR and the general challenge of dealing with
ambiguity-laden legal texts. We suspect that even subject
matter experts would benefit from structured support in
making their assessments of whether or not a given require-
ment is LIR.

5 SECOND CASE (REPLICATION STUDY)

We performed a second case study to replicate our results
from the first because we wanted to confirm the finding that
graduate students in computer science and software engi-
neering are not able to achieve consensus about whether
software requirements are LIR. Although it might have
been anticipated that they would not agree with the experts
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as to whether the requirements were LIR, it was surprising
to find that they did not agree as a group as to whether the
requirements were LIR. In fact, their responses were only a
marginal improvement over random selection.

In this case, we again employ the GQM approach. Our
goal remains the same as our first case study:

Goal. Analyze empirical observations for the purpose
of characterizing legal implementation readiness
with respect to software requirements from the view-
point of software engineers in the context of an EHR
system that must comply with HIPAA regulations.

However, we focus exclusively on two of our original
three research questions outlined in our first case:

Q2 Is there a consensus among graduate students on

which requirements are LIR?

Q3 Can graduate students accurately” assess which req-

uirements are LIR?

The written materials for this case were identical to those
used in the first case and described in Section 3.1. Although
we made a concerted effort to consistently answer partici-
pant questions in each case, the questions and our responses
to them were not identical in each case. As a part of our
effort to maintain consistency, we verbally discussed com-
mon questions and their corresponding answers from the
first case to participants in the second case as part of their
training material. We used the same data collected from our
subject matter experts as described in Section 3.2 as a canon-
ical set of correctly assessed requirements.

Our graduate-level software engineering participant
population, however, changed entirely from our first case.
This case was conducted during the Fall semester of 2011,
and we had 34 participants. Our participants were, once
again computer science graduate students at North Carolina
State University. However, they were all® currently taking
the graduate-level software engineering course. Further-
more, all of them had received one lecture on requirements
engineering and a second lecture on legal compliance in
software systems. We provided the exact same 15 minute
tutorial to the participants of this case study as in the first.

We now discuss the results of our experiment for both of
our research questions.

Q2. Is there a consensus among graduate students on
which requirements are LIR?
Measure. Fleiss Kappa statistic for 34 graduate students
on 31 requirements.
The Fleiss Kappa statistic for our 34 students was
k = 0.114 (p < 0.0001). This result indicates that with a high
level of statistical significance, the students in our case
study had only a slight agreement on their assessment of
the 31 requirements. This result is marginally higher than
that of our first case study (x = 0.0792), but it remains only
slightly better than the result expected from a random set of
responses. Thus, this result confirms the result from our first
case study.

7. See footnote 5.

8. Some of our participants in the first case study had previously
completed the course, whereas some of them were currently enrolled
in it.
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Fig. 6 displays the responses for the students in the LIR
Assessment study on the bottom bar graph, labeled
“Replication Study.” The top bar graph displays the data
from our previous case study. We have placed them both in
proximity so that they may be easily compared. The vertical
axis represents the number of students. Students that indi-
cated a requirement is LIR (i.e., a “Yes’ response) are shown
with a blue bar, and those that indicated a requirement is
not LIR (i.e., a ‘No’ response) are shown with a red bar. The
horizontal axis represents the requirement for which a deci-
sion was made. Note the similarities to the LIR Assessment
study, which is displayed on the top bar graph. The are
some notable differences (e.g., Requirements 17, 21, 23, 24,
and 27), but they are generally quite similar.

If the two groups are considered as a single group of 66
participants, which we believe is justifiable because the two
groups were created using the same participant selection
criteria and provided the same materials and training, then
our Fleiss Kappa statistic is « = 0.0958 (p < 0.0001). Once
again, this result indicates slight agreement and is margin-
ally better than random.

Q2 Answer. In both the first case and the second case,
we found a higher level of consensus among experts
than graduate-level software engineers.

Q3. Can graduate students correctly assess which req-
uirements are LIR?

Measures. Sensitivity, specificity, percent agreement, and
Cohen’s Kappa between individual student res-
ponses and the consensus expert responses for 31
requirements.

To answer Q3, we again examined each individual stu-
dent response against the consensus expert response. On
average, students only agreed with the consensus expert
assessment 55.69 percent of the time, with a standard devia-
tion of 9.20 percent. In our first case, the average agreement
was 55.95 percent, with a standard deviation of 7.45 percent.
The best performance in the this case was a single student
with an average agreement of 77.42 percent, which was
almost 10 percent better than the best performance in the
first study. We believe this performance to be an outlier.
The third quartile percentage for both studies was identical:
61.29 percent. The students had an average Cohen’s Kappa
value of 0.103, which is slightly lower than the 0.110 value
found in the first case. These results both indicate that the
students, on average, had slight agreement with the expert
assessment when taking agreement by chance into consider-
ation. The maximum Cohen’s Kappa achieved in this case
was achieved by our outlier: 0.545. The third quartile
Cohen’s Kappa for this study was 0.218 compared to the
third quartile of 0.219 from the first study. These numbers
indicate that for both studies roughly three quarters of the
students had only slight agreement with the consensus
expert assessment.

We also sought to differentiate between false positives
from false negatives using sensitivity and specificity. The
response counts for each student are shown in the lower
half of Fig. 7 as the Replication Study Response Counts.
Each individual student response is grouped and labeled
from 1 to 34. The consensus expert assessment of the
requirements resulted in 15 non-LIR requirements, shown
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TABLE 1
Comparison of Sensitivity and Specificity from Initial
and Replication Cases

Case Sensitivity Specificity
First Case Average 0.576 0.549
First Case Voted 0.714 0.647
Second Case Average 0.556 0.508
Second Case Voted 0.667 0.800

as either true negatives or false negatives, and 16 LIR
requirements, shown as either true positives or false posi-
tives. In this case, the students had an average sensitivity of
0.556, which is slightly lower than the 0.576 achieved in the
first case, and an average specificity of 0.508, which is also
slightly lower than the 0.549 from the first study. These
average values again indicate that students were only mod-
erately successful at predicting positives and negatives.
These results also reinforce our finding that the students
were more likely to err in saying that a requirement was
LIR when it was not than they were to err in identifying a
requirement as not LIR when it actually was LIR.

When examining every possible voting cutoff to deter-
mine the best student consensus, we found that the group
achieved their best results when 19 or more of the 34 stu-
dents were required to vote that a requirement was ready
for implementation. Their statistics also confirm those from
our first study: 70.97 percent agreement (compared to 67.74
percent in the first case) and Cohen’s Kappa of 0.413 (com-
pared to 0.375 in the first case).

The consensus values for sensitivity and specificity dif-
fer both from the first case and from the individual aver-
ages. These are the first statistics indicating that students
were more likely to err in identifying a requirement as
needing further refinement when it is actually LIR than
they were to err in identifying a requirement as LIR when
it needs further refinement. Table 1 highlights this differ-
ence. These results suggest that it may be possible to
improve performance by requiring roughly 60 percent of
software engineers to vote in favor of considering a
requirement to be LIR before implementing the require-
ment. However, additional research is needed before
recommending any cutoff percentage as a software engi-
neering practice.

Q3 Answer: Individual graduate students cannot accu-
rately assess the LIR status of a requirement and are
more likely to miss requirements that are not LIR.

Our findings suggest that our first case was correct: the

participants were once again unable to achieve consensus
on their assessment regarding whether the requirements
were LIR.

6 THIRD CASE (WIDEBAND DELPHI STUDY)

We conducted a third case in our study using the Wide-
band Delphi method to ensure a consensus assessment
from graduate-level software engineers regarding whether
the requirements from our two previous cases were LIR.
Neither our first case nor our second case derived a clearly
superior consensus assessment using vote-based methods

as to whether the requirements were LIR. We found no
cutoff percentage for vote-based consensus generation that
would indisputably represent consensus among graduate-
level software engineers about whether requirements are
LIR. The Wideband Delphi estimation method can be used
to derive consensus among smaller groups ranging from
three to about a dozen individuals [33]. Therefore, we
employed it to derive consensus among 14 graduate-level
software engineers about whether the requirements exam-
ined in our previous two studies were LIR. Our findings
suggest that our participants were able to slightly improve
the accuracy of their LIR assessments, but their assess-
ments were much more conservative than the experts,
which would likely result in over-engineering of the
underlying system.

We once again employ the Goal/Question/Metric
(GQM) approach [27], [28] to design our case study. For this
case study, our goal changes slightly compared to our previ-
ous cases:

Goal. Analyze empirical observations for the pur-
pose of characterizing legal implementation readi-
ness with respect to software requirements from the
viewpoint of a small group of software engineers
working together in the context of an EHR system
that must comply with HIPAA regulations.

Note the changes from the goal used in both of our prior
case studies are highlighted in bold. This goal prompts the
following research questions:

Q4 Can graduate students working together using the
Wideband Delphi method accurately assess which
requirements are LIR?

Q5 What is the extent of the discussion on requirements
during the application of the Wideband Delphi
method?

In Section 6.1, we present the methodology and describe
the material inputs used. In Section 6.2, we describe our par-
ticipant population. In Section 6.3, we present the results of
our case study. Finally, in Section 6.4, we discuss the impli-
cations of this research.

6.1 Wideband Delphi Case Study Methodology and
Materials

Because this case was designed to answer questions sur-
faced in our previous two cases, we retained the written
materials described earlier in Section 3.1: the sample legal
text, the requirements specification that includes a glossary
of terms, and the traceability mapping of the individual
requirements to the legal text. We continued our efforts to
consistently respond to participant questions by once again
verbally discussing common questions and their corre-
sponding answers from the first two cases.

We conducted this case study on three separate days
over the course of two weeks. On the first day, we intro-
duced the case study and received completed informed con-
sent forms for those participants interested in taking part in
the study. We then provided participants with all of the
materials for the case study and walked them through the
same tutorial described in Fig. 2. This tutorial introduced
some basic concepts in legal compliance for software
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requirements and explained the importance of legal compli-
ance in requirements engineering.

On the first day we also provided an overview of our
application of the Wideband Delphi method. Wideband
Delphi can be used to derive consensus among a group of
participants on a set of topics. Topics are the set of things
about which the participants seek to achieve consensus.
For example, topics may be questions that must be
answered, tasks for which effort must be estimated, or
requirements that must be disambiguated. In this case, our
topics were requirements that must be determined to be
either LIR or not.

In Wideband Delphi, each participant is required to
attend the initial consensus meeting having already made
an initial determination for all the topics about which con-
sensus is to be determined. This background ensures that
each participant has considered the topic at hand and made
a preliminary determination. In our case study, meeting this
aspect of the Wideband Delphi method meant that partici-
pants would have to take home the case study materials
and determine which requirements were LIR. They were
instructed to work alone and not contact other participants,
and they were given two days to complete the task.

The second day of the case study began two days after
the first one. On this second day, we conducted our first
consensus meeting. The meeting began by asking whether
the participants’ experience in making their initial determi-
nations had prompted any questions. In contrast to our first
two case studies in which participants made their determi-
nations in our presence, asking questions as they arose, the
participants in this study made their determinations indi-
vidually. However, during this consensus meeting, we did
answer questions that sought to clarify terminology or con-
cepts. As in the previous two cases, we did not answer sub-
stantive questions about compliance or content. We discuss
this initial question and answer session in Section 4.2.1.

Participants were instructed that our consensus meetings
would be time-limited to 75 minutes.” Our initial plan was
to conduct this as a single block of time, but we were unable
to do so given the extent of the questions we received in the
initial question and answer session. Therefore, our consen-
sus meetings were divided into two sessions as described in
Section 4.2.1.

During each consensus meeting, we moderated the dis-
cussion, allowing us to ensure that no one participant took
over the meeting by virtue of their official capacity as the
moderator. Our role as moderator entailed the following
activities:

1) Beginning the discussion of a new requirement with
a show-of-hands vote based on both the participants’
initial determination made prior to the meeting
and their thoughts on the discussion of previous
requirements.

2) Answering clarifying questions raised about termi-
nology or concepts, but not compliance or content.

9. As described in Section 6.2, all of our participants were students
in a graduate-level requirements engineering course at North Carolina
State University. We chose this time limit because it was the duration
of a single class period.
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3)  After the initial show-of-hands vote, asking for a par-
ticipant who felt the requirement was not LIR to
explain their rationale. We selected a participant
who felt the requirement was not LIR because any
valid rationale that demonstrates a compliance con-
cern is likely to persuade the other participants that
the requirement was not LIR.

4)  Allowing the discussion to continue in a free-form
fashion until it either achieved consensus or stalled.
At that point, we called for another show-of-hands
vote. If this vote was unanimously in favor of either
considering the requirement under discussion as LIR
or not-LIR, we recorded the result and moved on to
the next requirement. If this vote was not unani-
mous, we asked the participants if they wanted to
continue discussion or move on to the next require-
ment. Only requirements that had received a unani-
mous vote in favor of considering it to be LIR were
officially considered LIR at the end of the study.

5) Recording the time taken to discuss
requirement.

6) Recording the votes taken for each requirement.

7)  Recording our observations on the level of disagree-
ment for each requirement using a Likert scale as
described in Section 6.3.

8)  Recording any additional observations made during
the consensus meetings, such as the number of
requirements for which a participant explicitly
referred to the sample legal text as a part of their
rationale.

We did not explicitly pressure participants to wrap up
their discussion based on the length of time the discussion
was taking. However, we did tell participants at the begin-
ning of each session how much time was reserved for the
activity.

each

6.2 Wideband Delphi Case Study Participants
Fourteen computer science graduate students currently
enrolled in a graduate-level Requirements Engineering
course at North Carolina State University participated in
this study. A graduate-level software engineering course is
a pre-requisite for the Requirements Engineering course.
Through their coursework, we know that they are familiar
with the basic practices and responsibilities of a software
engineer working as a part of a larger team. In addition, the
study was conducted after a week of lectures on legal com-
pliance concerns in requirements engineering.

These were the most sophisticated, most experienced
participants of our three case studies. This was the only case
study for which all of our participants were enrolled in a
requirements engineering course. In addition, several of
them had professional experience as software engineers.

6.3 Wideband Delphi Case Study Results

The first result from our Wideband Delphi case study is
the initial starting point for each participant, which
represents their individual determination for each
requirement prior to any group discussion. This starting
point does not represent the initial vote for each require-
ment. Since we conducted votes by a simultaneous
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Fig. 8. Assessment of requirements by participants prior to wideband Delphi method.
TABLE 2
Comparison of LIR Assessments
Case Percent Agreement Cohen’s Kappa Sensitivity Specificity
First Case (Average) 55.95% 0.110 0.576 0.548
First Case (Best-case Vote) 67.74% 0.357 0.714 0.647
Second Case (Average) 55.69% 0.103 0.556 0.509
Second Case (Best-case Vote) 70.94% 0.413 0.667 0.800
Third Case (Average) 52.15% 0.044 0.521 0.492
Third Case (Wideband Delphi) 54.84% 0.111 0.625 0.522
TABLE 3
Percentage of Participants Identifying a Requirement as LIR for the Initial, Replication, and Wideband Delphi Cases
c1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
I 81 94 53 84 88 81 53 31 53 50 56 63 63 59 66 69 41 81 72 75 59 47 47 56 81 69 53 91 84 50 59
R 79 94 62 85 82 82 50 32 50 38 56 68 53 65 56 62 59 94 91 88 47 47 74 82 85 65 76 74 100 56 62
W 69 92 38 8 85 8 23 15 31 15 31 46 23 46 46 23 54 100 69 100 15 8 31 38 92 38 23 46 77 46 54

show-of-hands, participants could influence one another
even for the first vote. Furthermore, discussion from the
earlier requirements may influence the voting on later
requirements. Fig. 8 displays the initial starting point for
the discussions in the Wideband Delphi case study. The
vertical axis represents the number of students. Students
that indicated a requirement is LIR (i.e., a “Yes’ response)
are shown with a blue bar, and students that indicated
a requirement is not LIR (i.e., a '‘No’ response) are shown
with a red bar. The horizontal axis represents the req-
uirement for which a decision was made. Note that par-
ticipants have indicated more requirements are not LIR
than the previous case studies shown in Fig. 6, particu-
larly for Requirements 6 through 16. Also, note only
13 students are represented in this figure because one
student did not record their individual determinations
for each requirement prior to the case study.

For this case study, we seek to examine the accuracy of
the assessments and the extent of the consensus within
the group. We now discuss results for the accuracy of the
assessments made by consensus, which was represented in
this study using the following question:

Q4. Can graduate students working together using the

Wideband Delphi method accurately assess which
requirements are LIR?

Measures. Sensitivity, specificity, percent agreement, and
Cohen’s Kappa comparing graduate students’ con-
sensus assessment to the consensus expert assess-
ment for 31 requirements.

First let us consider the level of agreement found by aver-
aging the individual responses from the Wideband Delphi
study participants prior to their consensus meeting. They
were a little lower than the averages found in the previous
two cases, as shown in Table 2. Their average percent agree-
ment with the consensus expert assessment was 52.15 per-
cent, which is about 3.5 percent worse than the previous
two cases, and their average Cohen’s Kappa was 0.044,
which is close to what would be found with random
responses. For sensitivity and specificity, the participants
averaged 0.521 and 0.492 respectively. Individual averages
were slightly better for both sensitivity and specificity in the
first two cases as well.

Table 3 provides another way to compare the individual
results from each of our three cases. The column on the left
indicates the case with ‘I" indicating the Initial case, ‘R’ indi-
cating the Replication case, and ‘W’ indicating the Wideband
Delphi case. The header indicates each of the requirements
examined from 1 to 31. The numbers in each row are the per-
centage of participants who found the requirement to be LIR.
The Initial case had 32 participants and the Replication case
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Fig. 9. Raw wideband delphi study response counts.

had 34 participants, and the results of these studies are quite
similar. However, the Wideband Delphi case only had 13
participants because the Wideband Delphi technique is
designed to work with at most about a dozen participants.
The smaller number of participants in the third study may
account for some of the discrepancies between it and the pre-
vious two studies. In particular, the individual participant
responses for requirements 6,7, 21, and 22 stand out.

Fig. 9 shows the counts for each type of response the
individual Wideband Delphi study participants had on
their initial evaluation for each requirement. Each individ-
ual student response is grouped and labeled from 1 to 13.
As with Fig. 7, the 15 non-LIR requirements are shown as
true negatives and false negatives, and the 16 LIR require-
ments are shown as true positives and false positives.

Now let us consider the level of agreement between the
graduate students’” Wideband Delphi consensus assessment
using the experts’ consensus assessment. In this case, the
students achieved 54.84 percent agreement with the consen-
sus expert assessment, an improvement of 2.69 percent over
their individual average. This result is similar to the average
agreement from the first two cases, which were 55.95 and
55.69 percent respectively. When measured using Cohen'’s
Kappa, the students demonstrated slight agreement with a
value of 0.111, which is an improvement over their individ-
ual average as well. This result is also similar to the aver-
ages from the first two studies, which were 0.110 and 0.103
respectively. The similarity of these numbers overall indi-
cates that students working together to make LIR determi-
nations using Wideband Delphi performed roughly as well
as the average individual student.

The students’” Wideband Delphi consensus assessment
also improved for both sensitivity and specificity. The larg-
est improvement was for sensitivity, where the students
went from 0.521 to 0.625. For specificity, the students only
went from 0.492 to 0.522. Although an ideal evaluation of
requirements would have both high sensitivity and high
specificity, if forced to pick between the two, we would pre-
fer to improve specificity because we would rather see
improvement in the ability of the group to correctly exclude
a requirement as definitively not LIR. It is safer to be more
cautious and avoid mistakes when identifying a require-
ment as needing further refinement.

We can also compare our results from the real consen-
sus derived using Wideband Delphi to the hypothetical
consensus graduate student assessments from the first
two cases. These results are displayed in Table 2. In a

Wideband Delphi consensus scenario, students performed
worse than the hypothetical, best case votes from both the
initial study and the replication study. The sensitivity mea-
sure was the largest improvement between the Wideband
Delphi consensus assessment and the average assessment
from the first two cases. This matches the improvement
found when the Wideband Delphi consensus result is com-
pared to the average sensitivity for the students prior to
their consensus session. This indicates that the Wideband
Delphi consensus technique slightly improved the group’s
ability to correctly identify a requirement as legally imple-
mentation ready.

Q4 Answer. The similarity of the Wideband Delphi con-
sensus results found in this case indicate that gradu-
ate students in software engineering remain ill-
prepared to make legal implementation assessments
of software requirements even when using a meth-
odology designed to facilitate discussion among par-
ticipants and achieve unanimous consensus.

Q5. What is the extent of the discussion on requirements
during the application of the Wideband Delphi
method?

Measures. Length of discussion in minutes and observa-
tion of the level of disagreement on a Likert scale
from 1 (very little disagreement) to 5 (very high
disagreement).

As discussed in Section 6.1, this case study was conducted
with a planned 75-minute window for discussion. To ensure
that each requirement was discussed, the participants agreed
to end discussion without achieving unanimous consensus
seven times. The participants also agreed that those require-
ments where unanimous consensus could not be reached
would be considered non-LIR. Had the participants only
required 50 percent of the participants to achieve consensus,
only one of these requirements (R-27) would have been con-
sidered LIR; the others (R-11, R-14, R-15, R-28, R-30, and R-31)
would have all remained non-LIR.

The length of discussion for each requirement varied
from unanimous agreement at the outset to roughly 8
minutes of discussion. For example, Requirement 11, dis-
played in Fig. 10, was discussed for 6 minutes and 18 sec-
onds. The participants were split between two beliefs about
the account structure described by the iTrust system. One
group believed that employee accounts were distinct from
patient accounts; the other group believed that employees
with accounts must use the same account when they are
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R-11: When an employee record is updated, iTrust shall send
an email to an employee’s email address according to the
stored preferences regarding email for that employee. [Traces
to § 164.312(b)]

Fig. 10. iTrust requirement 11.

considered patients in the system. Ultimately, the partici-
pants decided that they would not be able to come to a
unanimous consensus for this requirement, which meant
that it is considered not LIR. Fig. 11 displays the duration of
the discussion for each of the requirements.

In addition to recording the duration of discussion for
each requirement, we observed and recorded the level of
disagreement for each requirement using a Likert scale. For
a discussion that was unanimous or nearly unanimous, we
recorded a 1, indicating very little disagreement. If a partici-
pant raised a point for the sake of argument but didn’t press
the point when challenged, we recorded a 2, indicating little
disagreement. If participants discussed two or more alterna-
tive interpretations and weighed them seriously before
making a decision, we recorded a 3, indicating moderate
disagreement. If participants discussed two or more alterna-
tive interpretations with a standard bearer from each alter-
native actively campaigning for their choice, we recorded a
4, indicating a high level of disagreement. If participants
discussed two or more alternatives and either appeared to
be unable to come to consensus or actually were unable to
come to a consensus as a result of the discussion, we
recorded a 5, indicating a high level of disagreement.

We also noted the content of the discussion for those
requirements with a non-trivial amount of discussion (.e.,
those requirements that were not unanimously or nearly
unanimously decided). For example, we noted the specific

words or phrases that were interpreted differently by the
various participants. We also noted whether the partici-
pants referenced the glossary, the traceability matrix, or the
legal text during these disputes.

6.4 Wideband Delphi Case Study Discussion

We now discuss the results of and observations from our
third case, which used the Wideband Delphi method to
achieve consensus among graduate students in computer
science with a background in software engineering. Our dis-
cussion begins with the first consensus meeting for our third
case, which was after the participants had made their indi-
vidual determinations for each requirement.

6.4.1 Question and Answer Session

The session began with a brief question and answer
period. Recall that after providing our participants with
our tutorial on legal implementation readiness, they had
two days prior to our first consensus session to make
their individual determinations about the requirements
we would be discussing in our consensus session. They
came back with two basic types of questions about the
study, as we now discuss.

The first type of question involved clarifying questions
about the concepts (e.g., legal implementation readiness or
refinement of requirements) from the study. We responded
to these as directly and succinctly as possible. For example,
one participant wanted to know whether the requirements
that were determined by consensus to be LIR would be
implemented immediately after the decision was made. We
explained that additional design and engineering concerns
may require further refinement of the requirement, but that
it would not be refined further to address legal concerns
prior to being implemented.
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Fig. 11. Duration of discussion for requirements in the wideband delphi case study.
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Standard: Access control. Implement

technical policies and procedures for
electronic information systems that
maintain electronic protected health
information to allow access only to those
persons or software programs that have
been granted access rights as specified in
§ 164.308(a) (4) .

Fig. 12. HIPAA Section 164.312(a)(1).

Several students wanted to know whether the iterative
cycles in the development process used for these require-
ments were days, weeks, or months long. We explained that
LIR decisions could be made in short or long development
cycles, and that the more important concern was that any
requirement determined to be LIR would not be further exam-
ined as a part of the legal requirements compliance process.

The second type of question the participants asked
related to the content of the study. We responded to these
questions by reinforcing that they were ultimately the sorts
of things we wanted the participants themselves to consider
as they determined whether the requirements in the study
were LIR. For example, some students asked what weight
they should give to the cross-reference in the sample legal
text. Fig. 12 displays the cross-reference they were con-
cerned about, which we mentioned in Section 3.1.

We explained that participants could determine for
themselves whether or not they believed this cross-reference
was important from a legal compliance standpoint. We also
told the participants that it may or may not contain informa-
tion relevant to the various requirements that traced to
Section 164.312(a)(1), and each participant could decide
whether they wanted to concern themselves with this sort
of risk.

Participants also asked several questions about the glos-
sary terms. For example, one participant wanted to know if
there was any overlap between the iTrust roles defined in
the glossary provided. We explained that anything not
explicitly excluded by the role could be a valid concern to
anyone in a legal compliance decision-making process.

The third type of question participants asked was proce-
dural. For example, the students wanted to know more
about the role of the moderator. We explained that the mod-
erator’s purpose was to facilitate the consensus sessions,
including prompting participants to vote, observing and
recording aspects of the discussion, and ensuring the group
proceeded from one requirement to another if the vote
resulted in consensus or if it was clear consensus could not
be achieved in a timely fashion.

6.4.2 First Consensus Session

Once participant questions had been adequately addressed,
we began the first discussion session. This session took 55
minutes and covered the first 26 requirements. Our stated
goal was to take no more than 75 minutes to discuss the
requirements. Although time limitations are not typically a
part of the Wideband Delphi process, they are a real world
constraint. Fig. 11 details how long participants discussed
each requirement.

NO.6, JUNE 2015

R-1: iTrust shall support user authentication by requiring
a user to input their user ID and password. [Traces to
§ 164.312(a)(1), § 164.312(a)(2)(i), and § 164.312(d)]

Fig. 13. iTrust requirement 1.

The discussion was conducted one requirement at a time
starting with R-1 and ending with R-31. For each require-
ment, the discussion started with an initial vote, conducted
by a show-of-hands. For the first several requirements, these
initial votes were identical to the participants’ individual
determinations made in the previous 48 hours. However, as
the votes progressed, some participants altered their deci-
sions for their initial public vote based on the discussion of
previous requirements.

For many of the early requirements, the participants
focused the discussion on terminology. In particular, the
first requirement, R-1 shown in Fig. 13, spawned an
extended discussion about the uniqueness of user IDs.

Some participants asked questions about account hierar-
chies based on the definitions provided in the glossary.
These participants were concerned that employees who
were also patients in the healthcare facility would be able to
violate access control rules if they had two separate
accounts. The participants spent some time discussing this
before determining that many of the authentication require-
ments were LIR based on the definitions provided in the
glossary. Although it was not the purpose of this study, it is
interesting to note that the actor hierarchies discussed in
our prior work [31] may have alleviated some of this discus-
sion had they been available.

6.4.3 Second Consensus Session

We were unable to achieve consensus on every requirement
before our scheduled session ended. Therefore, we com-
pleted the consensus building in a second session. The sec-
ond consensus session took about 20 minutes, covered the
final five requirements, and consisted of 12 participants. In
addition, two of the 13 participants from the first session
were unable to attend the second. One participant who was
unable to attend the first session was present for the second.

We began the second session with a brief overview of
the previous session. When asked, the participants unani-
mously decided that their determinations for each of the
previous 26 requirements remained correct and did not
require revision. We then proceeded to examine the final
five requirements, which proved to be some of the most
contentious requirements in the study. The participants in
the study agreed that they would be unable to achieve
a unanimous consensus for four of these final five req-
uirements. For example, the discussion for Requirement 27,
displayed in Fig. 14, focused on whether or not a crypto-
graphic hash would provide any level of security. Some
participants felt that it was intended to do so; others felt
that the hash was meant simply as a means of identification.
The participants felt that it was clear these two groups
would not agree on the final decision.

At the end of the session, we asked the participants if
they felt their determinations for any of the requirements
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R-27: Each time a printable emergency report for a medical
record is generated, iTrust shall include a cryptographic hash
of the authenticated employee user ID and the patient user ID
at the end of the report. [Traces to § 164.312(b)]

Fig. 14. iTrust requirement 27.

had changed. The participants unanimously agreed that
their earlier determinations remained accurate even after
subsequent discussion.

7 THREATS TO VALIDITY

Internal validity refers to the ability to establish causal rela-
tionships based on recorded observations [37]. The case
studies described in this paper are descriptive in nature. We
only attempt to describe the relationship that exists between
the structure of a legal text and the software requirements
that can be traced to them. We have not attempted to estab-
lish a causal relationship (e.g., we show that our partici-
pants were ill-prepared to make LIR decisions, but we do
not explain why they were ill-prepared). Therefore, we do
not need to consider internal validity as a threat.

Construct validity refers to the appropriateness and
accuracy of the measures and metrics used for the concepts
studied [37]. The primary measure we use for all three cases
in our study is the canonical set of LIR requirements gener-
ated by the subject matter experts using a Wideband Delphi
procedure, which was constructed as described in Section
3.2. The use of a canonical set of LIR requirements to test
other requirements for legal compliance is an accepted prac-
tice [32]. In addition, Wideband Delphi is an accepted prac-
tice for achieving consensus in software engineering [33].
However, the three subject matter experts worked together
previously on the concept of LIR requirements. As a result,
they are not entirely independent individuals despite con-
ducting the first phase of our Wideband Delphi consensus
procedure independently from one another. In addition,
our subject matter experts have not developed a commercial
EHR system.

In Section 3.1, we describe our process for creating the
materials used throughout this case study. Although we
adhered as closely as possible to the iterative techniques
described in our prior work [31], we did include some
requirements that we knew were not legally implementa-
tion ready. The 31 requirements used were designed to be
realistic, albeit not fully refined, and the traceability map-
ping was designed to reflect the correct relationship
between the requirements and the relevant areas of legal
text. It is possible that the design of these materials intro-
duced some bias, but based on our extensive work with
healthcare requirements, we believe any resulting bias to
be minimal.

Our selection of Section 164.312 as the sole legal text
under examination may also limit the significance of our
findings. To ensure statistically significant results and estab-
lish a baseline against which tools, techniques, and pro-
cesses for LIR decision-making could be compared, we
sought to focus our examination on a single section of
HIPAA. If we had been able to survey more than 32

participants in the initial study, then we may have been
able to expand the selection of text examined while main-
taining reasonable confidence that our results would hold
statistical significance. Depending on the number of partici-
pants, we may have been able to group participants and
have them evaluate requirements in different sections of
HIPAA to determine whether and how participant perfor-
mance was affected by the legal text under examination.
This is an area for potential future work.

The materials for this study were designed so that the
study could be conducted in a classroom session on printed
paper. For each of the first two cases, the participants were
monitored as if they were sitting for a proctored examina-
tion, and a result sheet containing the LIR or not-LIR status
for each of the requirements was collected. Because partici-
pants could make determinations for requirements in an
unknown order, we are not able to determine whether there
was a learning effect in participant performance or whether
participants identified possible connections from one part
of the study to another. Studies examining whether and
how order affects LIR decision-making are an area for
potential future work.

In Section 5, we performed a statistical calculation on the
combined results from both the original case and the repli-
cation case. Although these studies were conducted with
the same materials, training, and participant selection crite-
ria, they were not conducted at the same time, and they
were conducted on different groups. It is possible that dif-
ferences in their respective backgrounds are not appropri-
ately reflected in these results.

In Section 6.4.3, we discuss our Wideband Delphi con-
sensus process, which spanned two separate sessions. Con-
ducting multiple consensus sessions may have introduced
some bias that differentiates the analysis the group used on
requirements discussed in the first session as compared to
the second session. However, real world compliance analy-
sis for systems intended for deployment are unlikely to be
conducted in a single session, so any bias introduced may
better reflect real world situations.

The answers we provided to participants’ questions
during the experiment are another source of potential con-
struct validity concerns. For example, one participant
asked about the difference between Required and Address-
able as used in the legal text. We explained that
“Required” indicates a legal obligation to implement all
elements described in that section as closely as possible,
whereas “Addressable” indicates that the general concept
must be present but does leave some implementation
details up to the specific software engineer. Our explana-
tion for “Addressable”, however, was an inadvertent mis-
representation of the term’s precise legal meaning,
provided in HIPAA Section 164.306(d)(3). “Addressable”
sections allow entities to assess whether the section’s
requirements are “reasonable and appropriate” for their
systems; if not, then entities may instead implement equiv-
alent alternative measures that are in fact “reasonable and
appropriate” for their system, or explain why no such
measures are reasonable and appropriate. Our explanation
implied that all “Addressable” sections had been predeter-
mined to be “reasonable and appropriate” for implementa-
tion in iTrust. Since we used this explanation in response
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to a question for the first case, we continued using it in the
remaining cases to maintain consistency.

External validity refers to the ability to generalize find-
ings and results to other domains [37]. By selecting a
highly technical section of HIPAA that should have played
to the technical background of our participants, we believe
that we have established a valid baseline from which we
can generalize to other sections of HIPAA or other pieces
of legislation. Had we chosen a less technical, more legally
oriented section of HIPAA, we believe our results would
be less generalizable to other domains and more variable
over repeated experiments. We believe it is likely that our
participants would exhibit even less consensus on a more
legally oriented piece of legislation because they lacked
legal domain knowledge. However, it is also possible that
their lack of domain knowledge would increase consensus
simply because the participants would not even know
what questions to ask about a more legally oriented piece
of legislation. In either case, their lack of legal domain
knowledge would lead to a less generalizable, and perhaps
less repeatable, result had we not chosen a highly technical
section of HIPAA.

Another external validity concern is that graduate stu-
dents may perform differently from practitioners in a genu-
ine legal compliance scenario. For example, we had to limit
the time and resources that our participants were allowed
to use while reviewing the requirements for legal compli-
ance. Graduate students in computer science are a popula-
tion of convenience. It is extremely challenging to get
practitioners whose professional reputations depend on
their ability to build software compliant with laws to take
part in research that may reveal their inability to do so effec-
tively. However, graduate students may be better qualified
than practitioners to assess requirements for legal compli-
ance [1]. To our knowledge, no research has been conducted
that demonstrates otherwise. Maxwell has shown that prac-
titioners are ill-equipped to perform a similar task when
evaluating legal cross references [1]. Many practitioners
have never received formal training in software engineering
or requirements engineering, either at the graduate or
undergraduate level. Also, in each of the cases for this
study, several of our participants had several years of pro-
fessional experience as software engineers.

Reliability refers to the ability of other researchers to
repeat an experiment [37]. We assiduously documented our
process and procedures while conducting our experiment.
In addition, we have made available'® copies of all materials
used in our experiment for other researchers interested in
repeating it.

Statistical conclusion validity is the degree to which rela-
tionships found using statistical methods are valid [38]. A
type 1 error occurs when a correlation is found when that
correlation does not actually exist [38]. A type 2 error occurs
when no correlation is found and a correlation actually does
exist [38]. Numerous methodological mistakes could have
resulted in both types of errors. When selecting between
multiple statistical techniques, we chose the most accepted,
widely used, and reliable technique to mitigate this

10. http://www.cc.gatech.edu/ akmassey/documents/LIRstudy.
pdf
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possibility. It is possible that our restriction of responses to
a simple LIR or not-LIR could result in a statistically under-
powered survey that may be mitigated by accepting a prob-
ability of LIR as a response from participants and using
alternative statistical measures. In making determinations
of this nature, we have opted to adhere as closely as possible
to real-world engineering scenarios. For example, software
engineers must determine whether or not to implement
a requirement rather than assess the probability that a
requirement is implementable.

8 SUMMARY

There is a clear need to better understand how we can sup-
port software engineers in developing legally compliant
software systems. Understanding the law is an ethical obli-
gation for software engineers. The Association for Comput-
ing Machinery Code of Ethics'' states that computing
professionals must “know and respect existing laws per-
taining to professional work.” This is increasingly important
in an increasingly regulated environment. Software engi-
neers must manage compliance with laws and regulations
during development. Legal compliance may ultimately
become the single most important non-functional require-
ment for a large number of software systems. In this paper,
we discuss a multi-case study examining legal implementa-
tion readiness decision-making with three cases:

First case. An initial examination of how graduate-level
software engineers assess software requirements for
legal implementation readiness. The findings from
this study indicate that they are ill-prepared to make
these determinations.

Second case (replication study). Confirms our findings from
the First Case; graduate-level software engineers are
ill-prepared to make LIR assessments of software
requirements.

Third case (wideband delphi study). Indicates that graduate
students in software engineering remain ill-prepared
to make legal implementation assessments of soft-
ware requirements even when using a methodology
designed to facilitate discussion among participants
and achieve unanimous consensus. This study also
found that the Wideband Delphi consensus tech-
nique slightly improved LIR assessment accuracy.
However, both our quantitative findings and our
qualitative findings suggest that graduate-level soft-
ware engineers using the Wideband Delphi method
to achieve consensus about software requirements
are overly cautious in their assessments.

Each of these studies is designed to examine the nature
of assessing software requirements for legal compliance.
This research supports the goal of understanding legal
compliance in software systems by establishing an empir-
ical baseline for the accuracy of legal compliance deci-
sions made by graduate-level computer science students
with a background in software engineering individually
or in groups. As we have shown in this paper, these engi-
neers are ill-prepared to make legal compliance decisions
with any confidence. They exhibit little consensus

11. http:/ /www.acm.org/about/code-of-ethics
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regarding whether or not requirements are LIR, and they
disagreed with our subject matter experts on most deci-
sions. If our participant population of computer science
graduate students does not differ substantively from the
average entry-level software engineer, then this is a cru-
cial finding for organizations that must develop software
that complies with laws and regulations.

Our research further illustrates the value of involving
subject matter experts in evaluating whether or not require-
ments are LIR. The subject matter experts did not display
universal agreement on 12 of the 31 requirements prior to
conducting the consensus meeting. These differences high-
light the general challenge of dealing with ambiguity-laden
legal texts. Since this research was conducted, we have
begun a detailed examination of ambiguity in legal texts
[39] with the eventual goal of providing structured support
to both experts and novices assessing legal implementation
readiness for requirements.

Herein, we present empirical evidence that Wideband
Delphi alone does not provide enough improvement to
ensure accurate LIR decision-making. We also present
empirical evidence demonstrating that graduate students
need tools and methods to help guide their interpreta-
tions of the law. This support must serve two purposes.
First, it must provide insight that engineers can use to
make engineering decisions. Although tool support
cannot replace lawyers, it may provide useful, action-
able guidance to engineers. Second, it must enable pro-
ductive exchanges with lawyers. Tools and methods that
provide insight to engineers regarding legal concerns
reduce compliance costs and improve communication. In
our future work, we plan to continue to develop tools
and methods, such as legal requirements metrics [40] or
models of policy documents [41], which support engi-
neers building software systems that verifiably comply
with laws and regulations.
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