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Abstract

An ad-hoc network is a collection of mobile nodes forming a temporary network
without any form of centralized administration or predefined infrastructure. In such
a network, nodes move freely and their batteries drain out quickly. These lead to
frequent network partitions, which may significantly degrade data and service avail-
ability. In such circumstances, replicating data or services at multiple nodes may
improve data availability and response time.

In this thesis!, we propose six localized replication protocols for mobile ad-hoc
networks, where each node can make decision based only on the information from
nodes within a constant hop distance. Network partitioning, energy consumption,
and scalability are the three major issues that are considered in the design of these
protocols. We first propose two partition prediction algorithms, the first one is for a
single topology change and the second one is for concurrent topology changes. The
algorithms can determine the time at which network partitioning might occur and
replicate data items and services beforehand. We then propose three location-based
data replication protocols that can achieve a good balance between scalability and
availability. The last protocol we propose is based on clustering approach, where
each node can send update and query messages to a cluster-head node that is within
a constant hop distance.

Our simulation results and analytical studies show that the proposed replication
protocols experience low cost, high data and service availability, and high data accu-
racy.

Keywords: localized replication, location-based protocol, partition prediction algo-

rithm, availability, accuracy, scalability.
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Introduction

Wireless Communication between mobile users is becoming more popular than ever
before. This is due to the recent technological advances in laptop computers and
wireless data communication devices, such as wireless modems and wireless LANS.
This has lead to lower prices and higher data rate, which are the two main reasons
why mobile computing continues to enjoy rapid growth.

There are two distinct approaches for enabling wireless communication between
two hosts. The first approach is to let the existing cellular network infrastructure
carry data as well as voice. The major problems include the problem of handoff,
which tries to handle the situation when a connection should be smoothly handed
over from one base station to another base station without noticeable delay or packet
loss. Another problem is that networks based on the cellular infrastructure are limited
to places where there exists such a cellular network infrastructure.

The second approach is to form a Mobile Ad-hoc NETwork (MANET) among all
users wanting to communicate with each other. An ad-hoc network is a collection
of autonomous wireless nodes that may move unpredictably, forming a temporary
network without any fixed backbone infrastructure. This means that all users partic-
ipating in the ad-hoc network must be willing to forward data packets to make sure
that the packets are delivered from source to destination. This form of networking is
limited in range by the individual nodes transmission ranges and is typically smaller
compared to the range of cellular systems. Ad-hoc networks are useful in places with
damaged communication infrastructure where rapid deployment of a communication
is needed. They can also be useful in situations, in which users want to form a
temporary network.

In ad-hoc networks, since mobile nodes move freely and and run out of battery
power so quickly, disconnections may occur frequently. If a network is divided into

multiple partitions, mobile nodes in one of the partitions cannot access the data or



services held by the other partitions. To deal with these issues, data and services can
be replicated at multiple nodes to improve data availability. Further, data replication
can also reduce the query delay, since mobile nodes can get the data from some nearby
replicas.

The goal of this thesis is to provide novel solutions for data and service replica-
tion in mobile ad-hoc networks. The solutions are localized, i.e. nodes make decisions
based solely on the knowledge of their k-hop neighborhood. They take into consid-
eration the issues arising from constraints imposed by the ad hoc environment, such
as: network partitioning, energy limitation, and scalability. They also try to make
tradeoffs between data availability, data accuracy, and cost metrics.

The rest of the thesis is organized as follows: Chapter 1 introduces the mobile
ad-hoc networks and its characteristics. It also explains the difficulties encountered
to implement services and protocols in such networks. Chapter 2 defines some termi-
nologies that will be later used in this thesis, presents the fundamental design issues
to be considered when developing a replication protocol for MANETS, and proposes
a classification scheme that categorizes the replication protocols into various classes,
with respect to the issues they address. Chapter 3 presents and compares the existing
replication protocols. Chapter 4 proposes a partition-aware replication protocol. The
protocol can determine the time at which network partitioning might occur and repli-
cate data items and services beforehand. However, the proposed protocol can only
tolerate a single topology change. To fix this shortcoming, a self-stabilizing partition-
aware replication protocol that can tolerate concurrent topological changes is pro-
posed in Chapter 5. Chapter 6 proposes three scalable location-based data replica-
tion protocols. Simulation results and analytical studies show that the location-based
replication protocol can achieve a good balance between scalability and availability.
Chapter 7 proposes another scalable data replication protocol, it is cluster-based and

aims at making a tradeoff between availability, consistency and update cost.



Chapter 1

Mobile ad-hoc networks

1.1 Introduction

Mobile ad hoc networks [116, 16] are formed dynamically by an autonomous system of
mobile nodes that are connected via wireless links without using an existing network
infrastructure or centralized administration. The nodes are free to move randomly
and organize themselves arbitrarily; thus, the network’s wireless topology may change
rapidly and unpredictably. Such a network may operate in a standalone fashion, or
may be connected to the larger Internet. Mobile ad hoc networks are infrastructureless
networks since they do not require any fixed infrastructure such as a base station for
their operation. In general, routes between nodes in an ad hoc network may include
multiple hops and, hence, it is appropriate to call such networks "multi-hop wireless
ad hoc networks”.

Figure 1.1 shows an example of mobile ad hoc network and its communication
topology. As shown in Figure 1.1, an ad hoc network might consist of several home-
computing devices, including notebooks, handheld PCs, and so on. Each node will
be able to communicate directly with other nodes that reside within its transmission
range. For communicating with nodes that reside beyond this range, the node needs

to use intermediate nodes to relay messages hop by hop.



Figure 1.1: Mobile ad hoc network

1.2 Characteristics and advantages of mobile ad-

hoc networks

MANETS inherit common characteristics found in wireless networks in general, and

add characteristics specific to ad hoc networking:

e Wireless: Nodes communicate wirelessly and share the same media (radio, in-

frared, etc.).

o Mobility: FEach node is free to move about while communicating with other
nodes. The topology of such an ad hoc network is dynamic in nature due to

constant movement of the participating nodes.

o Multi-hop routing: No dedicated routers are necessary; every node acts as a
router and forwards each others’ packets to enable information sharing between

mobile hosts.

o Autonomous and infrastructureless: MANET does not depend on any estab-
lished infrastructure or centralized administration. Each node operates in dis-

tributed peer-to-peer mode, acts as an independent router.



1.3 MANET Applications

Historically, mobile ad hoc networks have primarily been used for tactical network-
related applications to improve battlefield communications and survivability. The
dynamic nature of military operations means it is not possible to rely on access to a
fixed communication infrastructure on the battlefield.

Although early MANET applications and deployments were military oriented,
non-military applications have grown substantially since then and have become the
main focus today. Especially in the last few years, with the rapid advances in mo-
bile ad hoc networking research, mobile ad hoc networks have attracted considerable
attention and interest from the commercial sector as well as the standards commu-
nity. The introduction of new technologies such as Bluetooth, IEEE 802.11, and
Hyperlan greatly facilitate the deployment of ad hoc technology outside of the mili-
tary domain. As a result, many new ad hoc networking applications have since been
conceived to help enable new commercial and personal communications beyond the
tactical networks domain, including personal area networking, home networking, law
enforcement operations, search-and-rescue operations, commercial and educational

applications, sharing information in a conference, sensor networks, and so on.

1.4 Design Issues and Constraints

As described in the previous section, the ad hoc architecture has many benefits, such
as self-reconfiguration, ease of deployment, and so on. However, this flexibility and
convenience create a number of complexities and design constraints that are new to

mobile ad hoc networks, which are:

o Lack of infrastructure: The lack of a fixed infrastructure and a centralized entity
mean that network management has to be distributed across different nodes,

which brings added difficulty in fault detection and management.

e Dynamic network topology: In mobile ad hoc networks, since nodes can move
arbitrarily, the network topology, which is typically multi-hop, can change fre-
quently and unpredictably, resulting in route changes, frequent network parti-

tions, and possibly packet losses.



e Physical layer limitation: The radio interface at each node uses broadcasting for
transmitting traffic and usually has limited wireless transmission range, result-
ing in specific mobile ad hoc network problems like hidden terminal problems,
exposed terminal problem, and so on. Collisions are inherent to the medium,
and there is a higher probability of packet losses due to transmission errors

compared to wireline systems.

o Limited link bandwidth: Because mobile nodes communicate with each other
via bandwidth-constrained, variable capacity, and error-prone wireless channels,
wireless links will continue to have significantly lower capacity than wired links

and, hence, congestion is more problematic.

o Variation in link and node Capabilities: Each node may be equipped with one
or more radio interfaces that have varying transmission/receiving capabilities.
This heterogeneity in node radio capabilities can result in possibly asymmetric
links, and designing network protocols and algorithms for this heterogeneous

network can be complex.

e FEnergy constrained operation: Because batteries carried by each mobile node
have limited power, processing power is limited, which in turn limits the lifetime
of services and applications that can be supported by each node. If some nodes
die due to the lack of energy [98], it may result in a lack of connectivity between
nodes that are alive. Turning off network devices to conserve energy may also

lead to network partitioning [111].

o Network security: Mobile wireless networks are generally more vulnerable to in-
formation and physical security threats than fixed-wireline networks [107]. The
use of open and shared broadcast wireless channels means nodes with inadequate
physical protection are prone to security threats. The security requirements in
ad-hoc networks include: preventing eavesdropping, protecting access to wire-
less network infrastructure, preventing tampering with traffic (i.e., accessing,
modifying or injecting traffic), and protection against denial of service attacks

by malicious nodes.

e Network scalability: Current popular network management algorithms were

mostly designed to work on fixed or relatively small wireless networks. Many



mobile ad hoc network applications involve large networks with tens of thou-
sands of nodes, scalability is critical to the successful deployment of such net-
works. The evolution toward a large network consisting of nodes with limited
resources is not straightforward and presents many challenges that are still to

be solved.

1.5 Media Access Control in ad-hoc networks

In MANET, use of broadcasting and shared transmission media introduces a nonneg-
ligible probability of packet collisions and media contention, which severely reduces
channel utilization as well as throughput, and brings new challenges to conventional
CSMA /CD-based and MAC protocols in general. Among the top issues are the
hidden-terminal and exposed-terminal problems.

The hidden-terminal problem occurs when two (or more) terminals, say, A and C,
cannot detect each other’s transmissions (due to being outside of each other trans-
mission range) but their transmission ranges are not disjoint. As shown in Figure 1.2,
a collision may occur, for example, when terminal A and C start transmitting toward

the same receiver, terminal B in the figure.

>
.UJ
o

Figure 1.2: Hidden-terminal problem

The exposed-terminal problem results from situations in which a permissible trans-
mission from a mobile station (sender) to another station has to be delayed due to
the irrelevant transmission activity between two other mobile stations within sender’s
transmission range. Figure 1.3 depicts a typical scenario in which the exposed-
terminal problem may occur. Let us assume that terminals A and C' can hear trans-
missions from B, but terminal A cannot hear transmissions from C'. Let us also

assume that terminal B is transmitting to terminal A, and terminal C' has a frame to



be transmitted to D. According to the CSMA scheme, C' senses the medium and finds
it busy because of B’s transmission, and, therefore, refrains from transmitting to D,
although this transmission would not cause a collision at A. The exposed-terminal

problem may thus result in loss of throughput.

Figure 1.3: Exposed-terminal problem

A very large number of new-generation ad hoc protocols such as MACA (multiple
access with collision avoidance protocol), MACAW (MACA with CW optimization),
FAMA (floor acquisition multiple access), MACA /PR and MACA-BI (multiple access
with collision avoidance by invitation protocol) [80, 19, 49, 94, 133] have been pro-
posed to resolve the various hidden-terminal, exposed-terminal and similar problems,
and improve channel performance in MANET. The key ideas behind these protocols
involve sending RT'S (request to send) and CTS (clear to send) packets before the data
transmission has actually taken place. Specifically, before transmitting a data frame,
the source station sends a short control frame, named RTS, to the receiving station,
announcing the upcoming frame transmission. Upon receiving the RTS frame, the
destination station replies by a CTS frame to indicate that it is ready to receive the
data frame. Both the RTS and CTS frames contain the total duration of the trans-
mission, that is, the overall time interval needed to transmit the data frame and the
related ACK. This information can be read by any station within the transmission

range of either the source or the destination station. Hence, stations become aware of



transmissions from hidden stations, and the length of time the channel will be used
for these transmissions.

However, studies [62, 34] show that when traffic is heavy, a data packet can still
experience collision due to loss/collision of RTS or CTS packets. To alleviate this
problem, comprehensive collision-avoidance mechanisms have been introduced via a
backoff mechanism. In principle, once a transmitting node senses an idle channel, it
waits for a random backoff duration (determined by a contention window, and increas-
ing exponentially with each reattempt) before attempting to transmit the packet, and
congestion control is achieved by dynamically choosing the contention window based

on the traffic congestion situation in the network.

1.6 Ad-hoc routing

In the absence of a fixed infrastructure, nodes have to cooperate in order to provide the
necessary network functionality. Routing is one of the primary functions each node
has to perform in order to enable connections between nodes that are not directly
within each others transmission range. The development of efficient routing protocols
in ad-hoc networks is a nontrivial and challenging task because of the high dynamic
and unpredictable topology of such networks.

In the literature, we distinguish two different approaches: topology-based and
position-based routing. Topology-based routing protocols use the information about
the links that exist in the network to perform packet forwarding. They can be further
divided into proactive [132, 114], reactive [115, 74], and hybrid [56] approaches.

Proactive protocols maintain routing information about the available paths in the
network even if these paths are not currently used. The main drawback of these
approaches is that the maintenance of unused paths may occupy a significant part of
the available bandwidth if the topology of the network changes frequently.

Reactive protocols, on the other hand, maintain only the routes that are currently
in use, thereby reducing the burden on the network when only a small subset of all
available routes is in use at any time. However, they still have some limitations. First,
since routes are only maintained while in use, it is typically required to perform a
route discovery before packets can be exchanged between communication peers. This
leads to a delay for the first packet to be transmitted. Second, even though route

maintenance for reactive algorithms is restricted to the routes currently in use, it may
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still generate a significant amount of network traffic when the topology of the network
changes frequently. Finally, packets on route to the destination are likely to be lost
if the route to the destination changes.

Hybrid ad hoc routing protocols combine local proactive routing and global reac-
tive routing in order achieve a higher level of efficiency and scalability. In the Zone
Routing Protocol (ZRP) [56], a route discovery is initiated on demand. A routing
zone is defined for each node and includes the nodes whose distance is less than a pre-
determined maximum number of hops. Each node is required to know the topology
of the network within its zone only. Updates about changes in topology within the
zone are propagated by using a proactive routing protocol. Each node therefore, has
a route to all other nodes in the same zone. If the destination node resides outside
the source zone, a reactive search-query routing method is used. The disadvantage
of ZRP is that for large values of routing zone the protocol can behave like a pure
proactive protocol, while for small values it behaves like a reactive protocol.

To eliminate some of the limitations of topology-based routing, the position-based
routing [15, 84, 81, 73, 93, 131] is proposed. The latter uses the geographic position of
nodes available from positioning systems such as GPS [79] or other type of position-
ing service [5, 22, 6] to forward data packets. The position-based routing protocols
have several advantages. First, the forwarding decision at each node is based on the
destinations position and the position of the neighboring nodes. Typically, the packet
is forwarded to a neighbor that is closer to the destination than the forwarding node
itself, thus making progress toward the destination. In order to inform all neighbors
within transmission range about its own position, a node transmits beacons at regular
intervals. These protocols are localized since the knowledge of each node is limited
to one hop. Second, they consume less overhead as they do not require to establish
or maintain routes. Third, they can scale to a large number of nodes, since nodes
do not have global knowledge of the identities of other nodes in the network. To
enable position-based routing, a node must be able to discover the location of the
node whom it wants to communicate with. Location information are provided by a
so-called location service. The role of a location service is to map the ID of a node
to its geographical position. Each location service performs two basic operations:
the location update and the location query. The location update is responsible for
replicating information about the current location of a given node D to a set of nodes

called location servers. If a node S wants to know the location of node D, it sends
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a location query message to some or all the location servers of node D. The only
drawback of the current greedy approaches is that the position of the destination
needs to be known with an accuracy of a one-hop transmission range; otherwise, the
packets cannot be delivered.

The comparison between different routing protocols was the subject of many works
(13, 12, 43, 21, 31, 23, 29, 127].

1.7 Fault-tolerant algorithms in ad hoc networks

Several coordination problems such as: distributed mutual exclusion, consensus,
leader election, and group communication, have been well-studied in wired networks.
These problems are considered as important building blocks in distributed systems
97, 8, 75, 14].

In particular, certain applications of ad hoc networks require primarily distributed
services to coordinate the collective actions of nodes. We can find many applications
that have immediate needs for both ad hoc networking and distributed coordination
services. For example, using teamed robots for unmanned explorations and rescue
operations becomes an increasingly tempting application. Therefore, several ongoing
researches [76] are focussing on coordinating robots with wireless communication
networks. Another example [121] is a set of vehicles running through critical points,
such as highway entrances and blind crossings (crossings without light control), have
to be scheduled to share the resources (i.e., those critical points), in order to avoid
collisions. Distributed algorithms relying on inter-vehicle communications could be a
conflict resolution method performed by the vehicles themselves.

Recently, there has been considerable interest in using leader election [100, 63,
139, 110], mutual exclusion [141, 140, 27, 37|, and group and routing coordination
[123, 89, 7, 124, 103, 122, 69, 50] algorithms in ad hoc networks.

By their nature, network applications for mobile computing involve cooperation
among multiple sites. For these applications, which are characterized by reliability
and reconfigurability requirements, possible partitioning of the communication net-
work is an extremely important aspect of the environment. In addition to accidental
partitioning caused by failures and node movement, mobile computing systems typi-
cally support disconnected operations, i.e., a mobile host may intentionally decide to

disconnect itself from the network and work only locally, which is an additional cause
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of partitioning. Intuitively, partitions correspond to maximal connected components
of the logical graph representing the reachable relation among nodes. Partitioning
may result in service degradation but need not necessarily render services completely
unavailable.

Informally, we can define the class of partition-aware applications as those that
are able to make progress in multiple concurrent partitions without blocking. Service
reduction and degradation depend heavily on the application semantics. For certain
application classes with strong consistency requirements, it may be the case that all
services have to be suspended completely in all but one partition. This situation
corresponds to the so-called primary component model.

Babaoglu et al. [11] present an example of partition-aware applications, which
can build upon a partitionable group membership service, called Partitionable Service
Activator. They consider a network service for distributing a continuous stream of
data (e.g., audio, video, stock quotes, news headlines) to a collection of subscribers.
The data distribution can be provided by any one of a set of servers that have access
to the data source. The service should be available in every partition that contains
at least one server; furthermore, to minimize resource usage, multiple active servers
within the same partition should be avoided. New servers may be added and existing
ones removed at will by an administrator. The goal is to devise a service activator
algorithm such that a server can decide when it should be active and when it should
be passive. A solution must activate a new server if the current one is removed from
the system, if it crashes or if it ends in another partition.

Such distributed, partitionable applications are well suited for ad hoc networks
due to their peer-to-peer architecture. However, important network applications and
services such as web servers, location information databases, and network services
are inherently centralized [142]. These services are often critical to the mobile node’s
operation such that every node requires constant and guaranteed access to them.
When the network partitions, those mobile users that are not in the same partition
as the centralized server lose access to the service. To ensure that the service is
available to all nodes, a trivial solution is to place the service on every mobile node,
so that the service availability is independent of any changes in the network topology.
However, this trivial solution incurs a prohibitively high service cost (in terms of the
number of servers deployed). Several research works [142, 26, 25] have addressed the

problem of maintaining the network-wide coverage of the centralized service in the
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presence of frequent partitioning, and without incurring high service cost.

Current fault-tolerant algorithms for partitionable mobile ad-hoc networks assume
either that: (a) mobile nodes move in a free space with bounded physical speed and
never fail, or that: (b) the network re-connects infinitely often so that the algorithm
can make progress. Although in a real system (b) may hold for most of the time
(i.e., with high probability), it can still be the case that waiting for network compo-
nents to re-merge may require unbounded node resources and communication delays.
Therefore, we retain that in practice the problem of permanent partitioning cannot

be avoided.

1.8 Conclusion

In this chapter, we have presented the ad hoc mobile networks, its characteristics,
advantages, limitations, and its application fields. We have also presented a brief
overview of MAC protocols in ad-hoc network. Then, we have summarized the ex-
isting classes of routing protocols, and explained how it is difficult to ensure routing
between users in such networks. We have also explained how the network partitioning
issue affects the behavior, and the performance of services and applications. In the
next chapter, we will discuss the issues to be considered when designing a replication
protocol for ad hoc networks, and based which, a taxonomy of the existing replication

protocols is proposed.



Chapter 2

Replication protocols in Mobile
Ad-hoc Networks: Issues and a

taxonomy

2.1 Introduction

Accessing remote services and data is one of the most important applications in
both fixed and mobile networks. As an example, a battlefield communication system
where a platoon of soldiers and vehicles that form an ad-hoc network, move together
to complete a task. Soldiers should be able to gather the latest information such as
maps and share this information with others. In the same context, we can find various
data sharing services: Mobility management [112, 55, 54|, distributed management
of cryptographic keys and certificates [155, 85, 72] and distributed addressing service
[113, 138, 106].

In distributed systems, a single server may serve many clients and the heavy
load on the server may cause the response time to be adversely affected. In such
circumstances, replicating objects (e.g., service or data) may improve performance.

Replication is a fundamental technique used in distributed systems. It consists
of storing the same data or service at multiple nodes. Data or services are often
replicated to improve availability, reliability, fault-tolerance, and performance. Repli-
cation may also improve data and service availability when the server crashes. The

other issue facing data replication is the correctness of data. Node mobility and node

14



15

failure may lead to network partitioning, where the network is split up into disjoint

partitions, given rise to the possibility of data inconsistency.

2.2 System model and definitions

The system consists of a set of n mobile nodes. The database of interest, denoted by
DB, is either centralized or distributed. In the centralized database systems, a single
node called server holds the whole database. The database in this case may also
be a set of configuration items used by a given service. In the distributed database
systems, each node i has a data item D, associated with it (i.e., D; is only updated
by node i), and DB = Dy,---, D,. Each node can perform two types of operation:
update and query. When a data item D; is updated, node i sends an update message
to one or multiple nodes, called replica servers, to modify the value of its replicas.
When a node wants to query the value of a given data item, it sends a query message
to one or multiple nodes that hold a copy of this data item. A replicated object (i.e.,
replica) is a data item that is stored redundantly at multiple replica servers. We
define data replication as a technique of creating and managing duplicate versions of

data items.

2.3 Replication versus caching

There are two different mechanisms to establish copies of data at different nodes:
replication and caching. There are a number of subtle differences between replication
and caching.

The first difference between replication and caching concerns the mechanism used
to establish copies of data. Replication is carried out by a separate process that copies
the data items to target servers. Caching, on the other hand, is a by-product of query
execution. A client node keeps all the used data items in its cache, if the cache is large
enough. Replication can occur at servers even if no queries are processed by these
servers, whereas the cache of a client is empty if no queries have been processed by
that client. As a consequence, caching decisions need to be made by the query process
while replication decisions can be made by a separate component that is established

at every server and works independently of the query process.



16

Second, replicas are kept by the servers until they are explicitly deleted whereas
copies of data are kept in a client’s cache until they are replaced by copies of other
and more interesting data using a replacement policy such as LRU (Least Recently
Used) or until they are removed from the cache because of invalidation.

Third, propagation-based protocols are used to keep replicas of data consistent
and accessible at servers at all times. For caching, on the other hand, maintains the
consistency by using protocols that are based on invalidation and removes out-of-date
copies.

Fourth, replication copies all or the majority of data items, since a large group
of clients benefit from replication, and it is quite likely that most parts of the data
items will be used by this group of clients. Caching, on the other hand, copies only
individual data items to the clients, because it supports the queries of a single client
or of a fairly small group of clients, and clients tend to be only interested in a small
fraction of the data stored at a specific server.

Although many caching protocols [149, 108, 24, 144] have been proposed for ad-
hoc networks, but we focus in this thesis on replication protocols because they can
improve data availability more than the caching ones. This is due to the fact that the

replication protocols trigger the replication process independently of client queries.

2.4 Design issues of data replication protocols for

ad hoc networks

Data replication has been extensively studied in distributed systems, especially in
wired networks [68, 30]. In such systems, nodes that hold database are more reliable
and less likely to disconnect or fail. They more focus on replica placements so as to
improve the query latency and the update cost. They do not consider data availability
as a big concern, since the failure of links and nodes is infrequent and a small number
of replica servers can provide high data availability. In ad hoc networks, mobile nodes
move freely and their batteries drain out quickly, which cause frequent link breakages
and node failures. The failure of some links and nodes considered as critical can split
up the network into several disjoint partitions. This situation considerably reduces
data availability and gives rise to more data inconsistency. In addition, the shared

nature of the wireless channel increases the cost of a remote access, since each 1-hop
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query transmission must contend with other transmissions to access the channel. By
replicating data at multiple nodes, data availability can be improved. Further, data
replication can also reduce the query delay, since mobile nodes get the data from
some nearby replicas.

In addition to availability and performance issues that have been well discussed
in fixed networks, data replication in ad hoc networks must address additional issues
arising from the constraints imposed by the ad-hoc network environment. These

issues are the following:

e Network partitioning issue: Due to network partitioning in ad hoc networks,
the chances to access a data item become low since the mobile users may be
not in the same partition as the node holding the data item. Replicating data
in future separate partitions before the occurrence of network partitioning can
improve data availability. To do so, the replication protocol should determine

the time at which network partitioning might occur and replicate data items
beforehand.

e Energy consumption issue: Mobile nodes operate on low-power batteries. A sin-
gle server may serve many clients, which leads that its battery is exhausted very
quickly. To improve data availability, the replication protocol should replicate
the critical data items on nodes that can last for a long time period. Moreover,
it should also replicate data in such a way that the power consumption of servers

is reduced and is balanced among all servers in the network.

e Scalability issue: As the network size increases, a query sent by a client node
may need to traverse a long path to reach the server node, therefore increasing
the query cost and latency. Moreover, the existence of a large number of query-
ing nodes gives rise to more channel access contention among clients, which
decreases considerably the available bandwidth and increases channel access
delay. The replication protocol should be designed so that its performance is

not greatly affected if the number of nodes or the network size increases.

When designing a data replication protocol, the following basic questions need to
be considered. (1) When should a node trigger the replication process? (2) what

criteria are used to select replica servers (i.e. servers that receive update messages)?
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(3) how should a node find the appropriate servers to query for a data item, and (4)
how can the protocol provide high data availability?

These questions highlight the need of designing a data replication protocol that
addresses both availability and performance issues. To judge the merit of protocols,
we use six performance metrics that can help promote meaningful comparisons and

assessments of each protocol. These metrics are formally defined as follows:

e Replication cost: The number of replica servers (i.e. nodes holding data items).

e Update cost: The average number of hops each node needs to perform to carry

out the update operation.

e Query cost: The average number of hops each node needs to perform to carry

out the query operation.
e Storage cost: The number of data items a node needs to store as a replica server.

e Data availability': If N, denotes the number of successful attempts to access
a data item, and N, is the total number of attempts. The data availability is

defined to be: ]]:,fa

e Data accuracy: If N, denotes the number of query operations. and N, the

number of outdated values returned by those queries. The data accuracy is
defined to be: (N‘IN;N")

q

In designing a data replication protocol for ad hoc networks, one must have clear
goals, since optimizing all metrics is hard to achieve. In the following, we discuss how

one metric is optimized at the expense of others.

e Data availability vs. replication cost: In ad-hoc networks, critical object may
suffer from low availability in the face of of node failures, unreachable nodes,
and attacks. Creating a large number of replicas can provide high availability.
However, this strategy comes at the price of high cost, since each replica server
needs to receive changes made by the original server so as to maintain up-to-
date information. Omne of the challenges facing replication protocol is how to

ensure high availability without generating a large number of servers.

'In the literature, data availability is also called data accessibility
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e Replication cost vs. query cost: As the number of replicas increases, the number
of hops traversed by a query request decreases, since client nodes are more likely
to query near servers for the objects they need. However, decreasing the query
cost increases the cost of updating replicas. The replication protocol should

make a trade-off between update and query costs.

e Update cost vs. accuracy: Replication protocols differ in the way they update
their replicas. In the first policy, a data item is propagated to the replica servers
each time it is updated. Although this policy increases the consistency of local
databases, but this comes at the price of an increase in update cost especially
when data items are updated at high rate. In the second policy, the update
cost is decreased by delaying the propagation of updates to the different replicas.
However this policy increases the probability to access an invalid data item, and
hence reduces the accuracy of information obtained from replica servers. The

replication protocol should balance between data accuracy and update cost.

Motivated by these observations, a number of trade-offs must be made in design-
ing a data replication protocol. The replication protocol needs to balance between

availability, query cost, update cost, storage cost, and accuracy.

2.5 Classification of replication protocols

| Data replication protocols |

Not addressing Ad hoc network issues |

addressing Ad hoc network issues |

| Scable |

o

| Cluster-based | | L ocation-based |

Access frequency-based Partition-aware Energy-aware

Dissemination-based | Quorum-based |

Figure 2.1: A taxonomy of replication protocols
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Network partitioning, energy consumption, and scalability are the most important
issues to be considered when designing a replication protocol for ad hoc networks.
Based on these issues, we propose a taxonomy of the replication protocols as depicted
in 2.1. At the top level, we divide the replication protocols into those that address
and those that do not address the three criteria mentioned above.

The protocols that do not deal with the ad hoc network issues can be further
divided into: dissemination-based, quorum-based, and access frequency-based ap-
proaches. In the dissemination-based approach, the update packet is flooded to all
nodes in the network. In the quorum-based approach, the update packet is sent to
a subset of nodes called update quorum, and the query packet is sent to a subset of
nodes called query quorum. The subsets are designed such that each query quorum
for a node intersects an update quorum for any other node. In the access frequency-
based approach, each node maintains replicas of data that is frequently requested,
and replication decisions are taken based on the access frequency to data items.

The protocols dealing with the ad-hoc network issues can be classified as Partition-
aware, Energy-aware, and Scalable protocols. Partition-aware protocols try to predict
network partitioning and replicate data items beforehand. Energy-aware protocols
take into account the power consumption of client and server nodes. Scalable proto-
cols try to design localized solutions, in which each node can decide on its own be-
havior based only on the information from all nodes within a constant hop distance.
The scalable protocols can be further divided into location-based and cluster-based
approaches. In the location-based approach, a node chooses its replica servers based
on their positions and the area where they are located. In the cluster-based approach,
all nodes are put into multiple non-overlapping groups and a cluster head is selected

for each group to handle the control packets for replica query and update.

2.6 Conclusion

In this chapter, several design issues concerning the development of a replication pro-
tocol for mobile ad hoc networks have been discussed. Existing replication protocols
have been classified based on the issues they address.

The design of an efficient replication protocol involves tradeoffs among six per-
formance metrics, which are: replication cost, storage cost, update cost, query cost,

data availability, and data accuracy. In the next chapter, we will provide overviews
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of different replication protocols for ad-hoc mobile networks.
Any solution trying to deal with the problem of replication in ad-hoc networks

has to take also into consideration the following features:

e When does the servers replicate data items, i.e., which parameters are consid-
ered for the decision to replicate ? Is it link stability, access frequency, energy

consumption, or overhead?

e Partition-aware: Does the replication protocol predict network partitions before

they occur and replicate data accordingly?
e Fnergy-aware: Does the replication protocol address node power limitations?
e Scalability: Is the replication protocol scalable ?

e Network partitions prediction: How does the protocol predict network partitions

while taking the decision to replicate?
e What criteria are used to choose the mobile node that will hold the replicas?

e Routing protocol dependency: Does the replication protocol depend on any par-

ticular routing protocol?



Chapter 3

Replication protocols in Mobile
Ad-hoc Networks: State of the art

3.1 Replication protocol not addressing the ad-hoc

network issues

3.1.1 Dissemination-based replication protocols

In the dissemination approach, whenever a node updates its data item, it floods the
update packet to all nodes in the network. Thus, when a given node requires the data
item of another node, the information is found in the node’s memory or in nearby
nodes, i.e., the dissemination protocols usually do not send query packets.

In [64], the authors try to reduce the storage space by choosing the appropriate
node to hold the replica. They propose a protocol, in which using only local informa-
tion, each node upon receiving a disseminated data item, decides whether it caches
a data item or not. For a given source node S holding the data item Dg, the first
nodes that cache the data item must be located at a distance m to the source. Those
nodes are at the first rank, called ry. Each of those nodes will cover a zone located
at a distance (A x m) around them. They give a rule for constructing rank (r + 1)
from rank r and probabilistic rule P(d) so that a node u located at a distance d to
the source S can decide by itself either it should cache the Dg or not. Each node u
receiving the update packet, generates a random number p. If p < P(u), it saves Dg

in its cache.

22
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Hayashi et al. [67] propose two updated data dissemination methods, called DU
and DC to update old replicas. Each mobile node holds a table in which the informa-
tion on the latest update times (timestamps) of all data items in the entire network
is recorded.

In the DU (Dissemination on Update) method, when a mobile node updates its
data item, it floods all connected mobile nodes with an invalidation report. When
a mobile node receives the invalidation report, it checks whether the replica it holds
is invalid. If so, it updates the time stamp in its own table to that in the received
invalidation report, and broadcasts the received invalidation report to its neighboring
nodes. If that node holds a replica of the corresponding data item, it discards the
replica from its own cache and requests the updated data item to the node holding
the original. When the node holding the original receives this request, it transmits
the updated data item to the requesting node.

In the DC (Dissemination on Connection) method, a node holding an original data
item floods other nodes with the invalidation report and disseminates the updated
data item every time it updates the data item. In addition, every time two mobile
nodes (M;, M;) are newly connected with each other, the flooding of invalidation

reports is performed as follows:

1. The mobile node with the larger node identifier (1/;) sends its own table to the
other one (MM;).

2. Node M; compares the entry for each data item in its own table with that in

the table received from M; and updates its own table.

3. M; floods invalidation reports for data items whose timestamps held by M; are

smaller than that held by M; to mobile nodes originally connected to M,;.

4. M; sends information on the updated time stamps for data items whose times-
tamps held by M; are smaller than those held by M; to M;. Then, M; floods the

nodes originally connected to M; with the invalidation reports for these items.

The traffic produced by the DC method is larger than that in the DU method since
each mobile node floods others with invalidation reports and disseminates updated
data items more frequently. To deal with issue, they have proposed three variants:
DC/One-to-One, DC/Group-to-Group, and DC/local group-to-local group methods,
which try to reduce the network traffic.
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The dissemination approach is very costly in terms of storage space and message

overhead. This approach does not address the issues of ad-hoc networks.

3.1.2 Quorum-based replication protocols
Karumanchi’s protocol

Karumanchi et al. [82] have proposed a set of quorum-based strategies for information
dissemination in mobile ad hoc networks with partitions. Given a set of S servers,
structured into m fixed subsets (i.e. quorums) denoted by Sy, Si,- - ,Sn_1. Each
node performs two operations: (1) information update and (2) information query.
Four different policies that determine the time to send updates have been proposed

as follows:

1. The time-based strategy: The time between successive update attempts by a

node is exponentially distributed, with a mean of ¢ units.

2. The time and location-based strategy: In this policy, a node remembers its lo-
cation when it last sent an update. If the node’s location unchanged since the

last successful update, no updates are sent.

3. The absolute connectivity-based strategy: A node sends an update when a certain
pre-specific number of links incident on it have been established or broken since

the last update.

4. The percentage connectivity-based strategy: An update is triggered when a pre-

specific percent of the links incident on it have changed since the last update.

When a node z wishes to update some information, it timestamps the datum with

its local clock value. Then, the following actions are performed:

1. Node x randomly selects a quorum 5; from the set of quorums and sends UP-
DATFE message, timestamped with its local clock value, to all servers in the
quorum. Because of network partitioning, it may happen that, only S. C S;
receive the UPDATE message.

2. The servers, on receiving the UPDATE message, overwrite their old copy of

the data item with the new copy. If they do not have an old copy of that data
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item, they simply add the information received in the message to their database.

Optionally, the servers may also send a positive acknowledgment to x.

When a node y wants to perform the query operation, it executes the following

actions:

1. Node y randomly selects a quorum S; and sends a QUERY message to all
servers in the quorum. Because of network partitioning, it may happen that,
only S} C S; receive the QUERY message.

2. When a server receives a QUERY for a datum and has a copy of it, the server
sends a REPLY containing the information along with the timestamp associated

with the datum. Otherwise, the server sends a NULL reply.

3. Receiving all the REPLY messages, y selects the value of the datum with the

largest timestamp.

There is a possibility that the query may not return any information or return
a stale information, this is due to the fact that: S; NS, = ¢. To reduce S; — S;
(increase the accuracy of information) and reduce S; — S} (increase the accessibility
of information), the authors have defined the Disqualified list, DQL,, which contains
servers that z believes to be unreachable. Using the Disqualified list, they have also

proposed three techniques, which are:

1. Select_Then_Eliminate (STE) strategy: Node x randomly selects quorum S; and
sends query/update to (S; — DQL,). An update is considered to be successful if
at least one server sends an AC'K within a given timeout. In the case of queries,

the received copy with the largest timestamp is selected.

2. Eliminate_Then_Select (ETS) strategy: Node z first eliminates all quorums that
have at least one node in DQL,. One of the remaining quorums is randomly
selected to perform query/update operations. If at least one server sends an
ACK in the case of an update, or a NON-NULL value in the case of a query,
the operation is said to be succeed. If all quorums get eliminated before there

is a success, the query/update operation is said to be failed.

3. Hybrid strategy: It uses ETS for updates and STFE for queries.
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The STE strategy tries to maximize availability of information at the expense of
accuracy whereas the ETS strategy tries to maximize accuracy of information at the
expense of availability. The hybrid strategy does not try to recover from a timeout

access, and fails to return the most recent information in all cases.

Probabilistic Quorum Systems (PAN)

Luo et al. [96] have proposed a protocol, called Probabilistic quorum systems for
Ad hoc networks (PAN). The protocol uses a gossip-based multi-cast protocol to
disseminate updates in a probabilistic quorum system. A probabilistic quorum system
[99] relaxes the intersection property of the strict quorum system, such that write and
read quorums intersect only with high probability.

The authors assume a subset of network nodes termed Storage Set (ST'S) are
elected to hold shared data in a replication fashion. Any node ¢ € STS is called
server, whereas the rest of the nodes are called clients. The set ST'S may change
from time to time due to frequent network disconnections, joining, and leaving of
nodes. It is not necessary that either the client or the server know all the members
of the ST'S.

The probabilistic system includes two sides: a client protocol and a server protocol.
A client node sends a query or an update to an arbitrary server in the ST'S called
agent for that client. The agent performs a corresponding operation of the server
protocol.

The server protocol maintains two types of quorum: a write quorum accessed by
an update, and a read quorum accessed by a query. The server protocol has two

entities, which are:

1. Server update: The agent propagates the update information within the STS
with the aid of other servers. Each receiver receiving the update message stores
the updates temporarily in the buffer. The Update process is executed every
t seconds to disseminate the message stored in the buffer. Any server that
receives this update message using a gossip protocol forwards it to randomly

chosen receivers based on the current membership of the STS.

2. Server query: After receiving a query message from the client, the agent sends

it to other servers. Upon receiving the message, each server belonging to the
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read quorum, responds with its own copy of the data item if its version is more

recent than the one of the agent.

The gossip mechanism employed to spread update operations prolongs the update
propagation time and results in high update loss and update conflict problems in

dynamic ad-hoc networks.

Virtual backbone

Liang and Haas [92] have proposed a virtual service backbone, which comprises server
nodes that serve only as containers for location storage and retrieval [98, 111]. The
server nodes are members of quorum groups. When a node moves, it sends an update
to one quorum containing the nearest backbone node. A source node then queries
the quorum containing its nearest backbone for the location of the target node.

The authors have adopted a multi-level ad-hoc routing scheme, in which packets
are sent from the source node to the destination node through a set of backbone
nodes. The servers are dynamically created and terminated as the network topology
changes to ensure network-wide service availability.

The authors have defined r-zone for each node i as follows: r—zone = {j|d(i,j) < r},
such that r denotes the guaranteed maximum hop count for a node to its nearest
database, and d(i, j) is the distance in terms of number of hops between two nodes
1 and j. They have tried to find a set of database servers with minimum cardinality
such that every node in the network is within at least one database server’s r-zone.
Each node monitors the identity and connectivity of other nodes within its r-zone
and calculates dependency_number, which denotes the number of panic nodes that
are within r hops from the node. A panic node is the node, which there is no database
server within its r-zone. In contrast, it is called normal node. If a node ¢ has high
dependency_number, it creates the service and joins the virtual backbone. If a new
server appears in its r-zone and there is no panic node in the r-zone, node i will
become a normal node. Database servers are deleted in the region where there are
too many of them. This can be achieved by merging two databases that are within a
threshold distance of D hops.

In this strategy, the quorum system depends on a topology-based routing protocol
for the virtual backbone, which tremendously increases the implementation complex-

ity. In addition, ad-hoc networks are subject to frequent network partitioning, link
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and node failures. In such environments, quorum systems may suffer from low avail-
ability. Update and query operations may be performed at non-intersecting quorums,

which may disable the quorum system.

3.1.3 Access frequency-based data replication protocols
SAF, DAFN, and DCG methods

Hara [57] has proposed three allocation methods to improve data availability: Static
Access Frequency (SAF), Dynamic Access Frequency and Neighborhood (DAFN), and
Dynamic Connectivity Based Grouping (DCG). These methods make the following
assumptions: (1) each node has finite memory space to store replicas, and (2) the
access frequency from each node to each data item is known, and does not change.
Each node maintains replicas of data that is frequently requested. Replicas are re-
located during a certain period, called the relocation period. Replica allocation is

determined based on the access frequency from each node to each data item.

Table 3.1: Access frequencies to data items

| Data | My | My | M3 | My | Ms | Ms |
Dy [065]025]0.17]022]0.31]0.24
Dy 044062041040 ] 0.42]0.46
Ds |0.35[0.44 | 0.50 | 0.25 | 0.45 | 0.37
Dy [0.31]0.150.10 [ 0.60 | 0.09 | 0.10
Ds |0.51041]043]038]0.710.20
Dg |0.08]0.07[0.05]0.15 ] 0.20 | 0.62
D; 10381032037 ]0.33]0.40 | 0.32
Dg [0.22]033]0.21]023]0.24]0.17
Dy |0.180.16 | 0.19 | 0.17 | 0.24 | 0.21
Dyp | 0.09|0.08|0.06 | 0.11 | 0.12 | 0.09

In the SAF method, each node arranges data items in the descending order of
their access frequencies. The access frequency of each mobile node to each data item
is shown in Table 3.1. The nodes do not need to exchange information with each
other for replica allocation. However, nodes with the same access characteristics may
allocate the same replicas, which results in low data availability. For example, in
figure 3.1, D7, Dg, Dy, D1 are not allocated.
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Figure 3.1: An example of executing the SAF method
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Figure 3.2: An example of executing the DAFN method

In the DAFN method, each node determines the allocation of replicas using SAF.
It then eliminates replica duplication between all neighboring nodes 7 and j. The
following procedure is repeated in the order of breadth first search, starting from the
node with the least identifier:

e If ¢ holds an original data item and j holds a replica of that data item, 7 will
replace this data item with another data item that has the next highest access

frequency from j.

e If both and j hold replicas of the same data item, the node which has a lower
access frequency of that data item replaces it with another data item that has

the next highest access frequency from it.
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The DAFN method increases data availability compared to the SAF method.
However, it comes with the cost of higher overhead, because at each relocation period,
nodes exchange information and relocate replicas. Moreover, the author has shown
that DAFN does not completely eliminate replica duplication among neighboring.
Figure 3.2 shows an example of executing the DAFN method in the environment
given by figure 3.1. We can see the replica duplication of Dg between M, and M,
and between M3 and My, and D; between M, and Ms;.

Table 3.2: Access frequencies of groups

’ Data ‘ Gy \ Gy ‘
Dy | 1.29 | 0.55
Dy | 1.87 | 0.88
Ds | 1.54 | 0.82
Dy 1.16 | 0.19
Ds | 1.73 ] 0.91
Dg | 0.35 | 0.82
D7 | 1401 0.72
Dg 0.99 | 0.41
Dy | 0.70 | 0.45
Do | 0.34 | 0.21

Figure 3.3: An example of executing the DCG method

The DCG method shares replicas in larger groups of mobile nodes than the DAFN

method that shares replicas among neighboring nodes. It creates groups of mobile
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nodes that are bi-connected components [1] in the network. A given group is bi-
connected component if the removing of a single node or link will not split up that
component into disjoint subgraphs. These groups are considered to have high stability
in terms of network connections. In each group, an access frequency of the group to
each data item is calculated as a summation of access frequencies of nodes in the
group to the data item. In the order of the access frequencies of the group, each
data item is allocated at a node from which the access frequency of the data item
is the highest compared with other nodes in its group that have free memory space.
After allocating replicas of all the data items, if there is still free memory space at
some nodes in the group, replicas are allocated in the descending order of access
frequencies in those particular nodes until the memory space is full. Figure 3.3 shows
an example of executing of the DCG method, in which the mobile nodes are divided
into two groups: Gy = {My, My, M3, My} and Gy = {M;5, Mg}. Table 3.2 shows the
access frequencies of the two groups, which are calculated from Table 3.1. Compared
with the DAFN method, the DCG method shares more replicas and, thus the data
availability is expected to be higher than the DAFN method. However, this method
consumes more time and overhead, because the construction of bi-connected groups

is carried out at every relocation period.

E-SAF, E-DAFN, and E-DCG methods

Hara [58] proposes extensions to the methods presented in [57], to handle periodic
and aperiodic updates. The update of data item is done only by the node that holds
the original data item. Replicas of a data item become invalid if the nodes that hold
them cannot connect to the node holding the original copy, because the update is not
propagated.

In the periodic update, each data item is updated at constant interval. The
extensions consider data access frequencies and the time remaining until each data
item is updated next. They define the PTj value for each data item D;. PT} denotes
the average number of access requests which are issued for D; until D; is updated
next. It is defined as the product of the access frequency of the data item and the
time remaining until the next update. The extended methods E-SAF, E-DAFN, and
E-DCG work in the same way as SAF, DAFN, and DCG respectively, except they
use PT values instead of the access frequencies.

In the aperiodic update, when a node issues a request, the request succeeds on
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the spot if the node holds the original data item. If the node issues a request to a
data item of which the node does not have the original, the request is processed by

the following steps:
1. The requesting node broadcasts a data search packet in the network.

2. A node that receives the data search packet checks whether it has the original

or a replica of the data item requested by the requesting node.

e If it has the original, it returns a message notifying the requesting node of
that fact and whether the update has occurred or not. At the same time,

it stops the broadcasting of the data search packet.

e If it does not have the original but has a replica, it returns a message
notifying the requesting node and continues the broadcasting of the data

search packet.

e If it does not have either the original or a replica, it does not reply to the

requesting node, and continues the broadcasting of the data search packet.
3. When the requesting node receives a reply packet, it performs as follows:

e If the reply packet is from the owner of the original, and the requesting
node has a replica of the target data, and the update has not occurred,
then it accesses the replica. Otherwise, it sends a data request packet to

the owner of the original.

e If the reply packet is not from the owner of the original but from the
owner(s) of replica(s), the following two cases can occur:
(a) If the requesting node has a replica, it makes an interim access to its
own replica (interim access becomes a dirty read when it finds that an
update has occurred)
(b) Otherwise, the requesting node sends a data request packet to one of

the owners of the replicas, e.g., the nearest owner to the host.

e If no reply packet is received, the following two cases can occur:
(a) If the requesting node has a replica, it makes an interim access to its
own replica.
(b) Otherwise, the request fails.
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The extended methods have the same drawbacks as their original ones. Moreover,
the data items are not sent to replica servers when they are updated but the update
operations are performed locally, which increases the number of requests that access

invalid data items.

AL and GM methods

In [59], Hara has extended the SAF and the DCG methods and proposed the AL
(Access Log) and the GM (Group Management) methods respectively.

In the AL method, each mobile node holds an access log table, which contains the
pairs of a data identifier and a list of nodes that hold the data item corresponding
to the data identifier. When a node sends an access request to data item D;, the
request succeeds by accessing the original or a replica of the target data item held
by a mobile node M;, the requesting node inserts M; at the top of the list of node
identifiers corresponding to D;. If M; already exists in the list, the old one is deleted
from the list. The size of each list is limited to L items and the last one is deleted
if the size exceeds L. When a node issues a request to D;, it successively unicasts
the request to the mobile node according to the order in the list for D; in its own
AL table until the request succeeds. If all the requests fail, it broadcasts the access
request in the network.

In the GM method, each mobile node holds a location management (LM) table,
which consists of pairs of a data identifier and a list of nodes that hold the data item
corresponding to the data identifier. It also holds a gateway (GW) information that
represents gateway nodes in the group to which the node belongs. Here, a gateway
node represents a node that connects to at least one mobile node belonging to other
groups. A mobile node sends its request for data item D; by executing the AL method.
If all the requests based on the LM table fail, the requesting node successively unicasts
the request to a gateway node according to its own GW information until the request
succeeds. Figure 3.4 shows a case when mobile node M; issues an access request to
Ds. As there is no node that holds Dy in the same group, M; unicasts the request to
gateway node My. The gateway node forwards the received request to the neighboring
nodes in other groups Ms5. My forwards the request to Mg according to its own LM
table. If the requests fail, the node unicasts the request to gateway nodes in its group.
This process repeats until the request succeeds. If all the above processes result in

failure, the requesting node broadcasts the access request over the entire network.
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Figure 3.4: An example of executing the GM method

AL+ and GM+ methods

Hara [60] has extended the methods in [59] an proposed AL+ and GM+ to adapt
to an environment where each data item is updated. He has assumed that every
node knows the node that holds the original of each data item. Thus, a requesting
node first unicasts the request to the node holding the original. If this attempt fails,
the extended methods try to find nodes that hold replicas of the target item. In
the extended methods, the list for each data item in an LM table is managed to
give higher priorities to nodes that hold replicas with larger time stamps. In an
environment with data update, the replica that is first found according to the LM
table may not be the latest version among replicas held by the connected mobile
nodes. So, the extended methods execute one of the following two actions: First, if a
replica is found, the data access process finishes. Second, if the first action does not
succeed, the requesting node continues the data access process until it finds £ replicas.
After finding k replicas, it tentatively accesses the replica of the latest version among
them.

The readers can easily conclude that the AL, GM methods, and their extensions
(AL+, GM+) are costly in terms of storage space and message overhead, which make

them unsuitable for ad-hoc networks.

Greedy-S, OTOO, and RN methods

Yin et al. [148] have stated that although being able to achieve low query delay by
replicating most data locally, the data accessibility is reduced if many nodes replicate

the same data items, while some data items are not replicated by any node. On
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the other hand, if the nodes do not replicate the same data that neighbor nodes have
already replicated, the data accessibility is increased. However, the query delay in this
case is increased since some nodes may not be able to replicate the most frequently
accessed data, and have to access it from neighbors. To balance the tradeoffs between
data accessibility and query delay, the authors have proposed three methods to achieve
this aim. The methods assume that each node only has a memory size of C' memory
space to host data replicas. The access frequency of node NN; to a data item Dj is
denoted by a;;, s; is the size of D;, and f;; is the link failure probability between node
N; and N;.

In the greedy method, as smaller data items require less memory size, thus repli-
cating them can save the memory size for other data items. The authors propose the
following function AF;(k) = (5%). Each node allocates data items in descending order
of AF; until no more data can be replicated to the memory. This method replicates
more frequently accessed data locally. However, it does not consider the cooperation
between neighboring nodes.

In the One-To-One Optimization (OTOO) method, each mobile node only cooper-
ates with at most one neighbor to decide which data to host. Each node N; calculates
the Combined Access Frequency (CAF) value of N; and N; to data item Dy, at IV,
denoted as CAF1;;(k).

(air + aj x (1= fij))
Si

Then, it allocates the data items in descending order of C'AFI until no more data
items can be replicated. Although, this method improves the data accessibility, but it
may happen that node V; should host D; but the node that hosts D; is not reachable
to N; because of network partitions.

In the Reliable Neighbor (RN) method, for a mobile node, if its communication
links to other nodes are stable, more cooperation with these nodes can improve the
data accessibility. In other words, each mobile node contributes part of its memory
to hold data items for other reliable nodes, i.e. the link failure probability is less than
a given threshold value. Let nb; be the set of the N;’s reliable neighbors. The total

contributed memory size of N;, denoted as C'c(i), is set to be

Ce(i) = C x min(1, » %)

Nj an(i)



36

where « is a system factor. The most interested data are first allocated to the up
(C' — Ce(7)) memory space. Then all the rest of the data are sorted according to
CAF2 values. The CAF2;(k) function of N; to Dy is defined as:

(> apx(1-fy)

Sk
The proposed methods try to increase data accessibility by considering only neigh-
boring nodes. The authors consider only query requests that traverse at most one
hop. They do not consider larger stable group, in which more data items can be
shared, and high data accessibility can be obtained. In such groups, the query delay
can be limited to a constant number of hops that does not affect the query latency

allowed by the system.

3.2 An Energy-aware data replication protocol: Ex-

panding Ring Replication (ERR)

The authors [136] have proposed a replication scheme, called Ezpanding Ring Repli-
cation (ERR) that combines the push-based and the pull-based data delivery ap-
proaches. In the pull-based approach, when a node wants to access some data items,
it broadcasts to its neighbors interest advertisements message, containing a descrip-
tion of the data items required. If the request is not satisfied within a given time
period, the node initiates an information request to the server. In the push-based
approach, the data server measures the frequency of requests f; for each data item
D;. If f; exceeds a threshold value, \;, set by the server for D;, the server decides to
replicate the data on one or more capable nodes in the network. The capability func-
tion considers parameters such as available memory space, remaining battery power,
and processing power. The data server maintains a set of hop count values, .5;, for
each data item, D;. These hop count values represent the number of hops from the
server where the data should be replicated.

To replicate the data in the network, the server probes the nodes h € S hops
into the network, soliciting their capabilities to replicate data items. When the probe

packet reaches a node h € S hops away, the node computes its capability to replicate
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a data item. If it is capable, it replies back to the server, sending a probe acknowl-
edgement packet. The probe acknowledgement packet contains the list of items the
node is interested in or has the memory space to cache. The server then directly
sends the data items to the nodes from which it receives a probe acknowledgement.
In this solution, the authors do not consider data update or how a client node

should behave if the data server is unreachable.

3.3 Partition-aware replication protocols

Network partitioning decreases data and service availability to a large extent. A good
replication strategy should be designed to maintain data and service availability at a

desired level even during frequent disconnections and network partitioning.

3.3.1 Service Coverage

Wang et al. [142] have proposed a set of run time algorithms to ensure the avail-
ability of centralized services to all mobile nodes. The authors assume that nodes
move according to correlated mobility patterns, called the Reference Point Group
Mobility (RPGM) [143]. In this model, each group has a logical group center called
the reference point, which defines the movement of all the nodes in the group. They
have extended the RPGM model and proposed a Reference Velocity Group Mobility
(RVGM). In RVGM, each group has its own mean group velocity, and all the nodes
within a group have a velocity that slightly deviates from their mean group velocity.

The authors also assume that each node is aware of its position and its velocity
via GPS or through received signal power measurements. In order to guarantee the
service availability, server nodes need to predict the occurrence of network partitioning
to replicate the services or data that they hold in advance. Server nodes know the
client velocities as these are piggy-backed on the client requests. They use a sequential
clustering algorithm to identify the different mobility groups, which are used to predict
the time and location of network partitioning. By calculating the time of service
replication, a server can replicate the service onto the partitioned nodes beforehand.
In order to minimize the number of service instances deployed in the network, servers
also run a distributed grouping algorithm at regular service discovery intervals to

discover a set of stable servers (servers with a stable connectivity that is unlikely
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to be disconnected). By doing so, the servers in the same stable group monitor
each other’s presence. As an arbitration, the server with the highest id continues its
service, and the others automatically terminate the service instances.

At each service discovery interval, a distributed grouping algorithm is run by clients
to discover mobility group membership. After the run of the algorithm, a client
constructs its stable group and discovers a set of servers. The client selects the best
server among the discovered servers; the best server is the one whose relative velocity
will allow it to stay in the client group for the longest time.

The proposed algorithms guarantee the replication of the services before the oc-
currence of network partitioning, which ensures that the service is available in each
network partition with the cost of one server per mobility group. However, the pro-
posed solution has the following drawbacks. First, client nodes need frequent accesses
to at least one of the servers in order that the server nodes run the sequential cluster-
ing algorithm, which incurs a heavy load on these clients characterized by their limited
resources. Second, the solution addresses only for group mobility model. Third, the

solution depends on expensive and bulky positioning system (GPS).

3.3.2 Hauspie’s Protocol

Hauspie et al. [65, 66] have proposed a new metric to detect network partitioning
without using GPS. The metric is based on finding a set of disjoint paths between
a client node and a server node. A set of disjoint paths is a set of paths that have
no common nodes except the client node and the server node [33, 88, 90, 95]. The
decision to replicate a service or a data item is taken when the connection between
a client and a server becomes bad in terms of reliability, bandwidth, delay,-- -, etc.
Replicating the service or the data item on a node that is closer to the client node
can enhance the quality of connection between the client and the server nodes.
Given w is a server node, each client node v periodically calculates the reliability
metric Rg(v,w). The metric first determines the set of k—sub—optimal paths between

v and w, SO Py (v, w) providing that k£ > 0. A path p is k—sub—optimal if and only if

e p is loop free.

e |p| < d(v,w) + k, where d(v,w) is the distance of the optimal path between v

and w.
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Then, it determines the set of parts of SO P, (v, w) containing only disjoint paths.
Such a subset is denoted by DSPy(v,w). The robustness of the link is given in

equation 3.1.

p|

1
= 1
Rk(”, w) CED%lgjiv,w) {I;j } (3 )

Based on this metric, each client node v executes the following algorithm.
1. v sends a link evaluation request to w using an efficient routing protocol.

2. w replies by a link evaluation reply using a flooding algorithm like [88, 137] with
a TTL of d(v,w) + k.

3. v checks if the received path is disjoined of all the stored paths. If so, it stores
it. Otherwise the path is discarded.

4. When a given time out is elapsed, v evaluates Ry (v, w).

When Ry (v, w) falls below a given threshold during a determined amount of time,
the replication process is triggered. The replication is not only for predicting network
partitioning, but also when the connection becomes bad. Although the algorithm
does not use GPS, but the computation of Ry(v,w) metric requires a lot of network
load, memory and CPU. Moreover, a client node stores many disjoint paths to the

same server, which represents a heavy load on it.

3.3.3 Chen’s Protocol

Chen et al. [26, 25] have proposed a data lookup service, in which data availability
information is exchanged between nodes of a connected group. Each node periodically
broadcasts an advertising message called ad to each member of the group. The ad
message contains a sequence number, node’s capability (free space, remaining power,
and processor utilization), and the available data items at the node. Each node, upon
receiving the ad message, updates its local Data lookup table. When duplicated data
is found at the receiver node and if its address is lower than the advertising node’s
address, the local copy of the data is deleted.

Each node of the group uses location information provided by GPS, and those

received by other nodes of the group to calculate the movement of each member in
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the group, and hence to predict group partitioning and replicate data items of the
future separate partitions on other nodes that are still connected to the node.

Since this strategy predicts the occurrence of network partitioning ahead of time
and considers the power constraints of mobile hosts. However, this strategy suffers
from the following disadvantages. First, GPS is not suitable for small devices due to
its high power consumption. Second, the network is highly loaded due to continuous
information exchange. Third, data access delay is not bounded. Fourth, the authors
have not given a definition for the group of nodes. One can assume that the whole

connected network is also a group.

3.3.4 DAFN-S1, DAFN-S2, and DCG-S1 methods

Hara [61] has proposed three methods, DAFN-S1, DAFN-S2 and DCG-S1, to decrease
the effect of network partitioning. The methods aim to eliminate duplicate replicas of
data items between two nodes if the wireless link that connects them is stable. The
methods assume that each node through GPS knows the speed and the direction of the
movement. The wireless link is disconnected if the distance between the neighboring
nodes becomes longer than the communication range. The time ¢;; at which two nodes
1 and 7 will be disconnected can be estimated by their movements. The stability of

the wireless link between the two nodes ¢ and 7 is then given by:

1 tij >T
B’Lj = { ti; )
= otherwise

where T is the relocation period.

DAFN-S1 (DAFN - Stability of radio links: 1)

DAFN-S1 differs from DAFN [57] in the fact that stability of wireless links are taken
into account when eliminating duplicate replicas between neighbor nodes. For each
neighboring nodes ¢ and j, if there is a duplication of a data item between them and
B;; is more than a threshold value, one of the redundant data item is eliminated.

When B;; is smaller than the threshold value, the link (4, j) is simply ignored.
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DAFN-S2 (DAFN - Stability of radio links: 2)

DAFN-S2 is a variation of DAFN-S1. It uses another evaluation method to eliminate
duplicate replicas. First, the node whose replica is to be replaced is chosen with the
same method as described in DAFN-S1. Let the access frequency to this data item
at this node be p. This node calculates the value of ((1 — B;;) x p), which represents
the probability that this node will access the data item after being disconnected from
the other node. If this value is more than a threshold value, the node replaces the

data item.

DCG-S1 (DCG - Stability of radio links: 1)

DCG-S1 works in the same way as DCG except that it takes into account the stability
of wireless links when grouping the nodes together. Two nodes 7 and j are considered
to be connected (i.e., the link (7, j) is stable) if B;; is greater than a threshold value.

The set of bi-connected groups are created by considering only stable links.

The three methods DAFN-S1, DAFN-S2; and DCG-S1 considerably alleviate the
issue of network partitioning but they are not partition-aware strategies. The decision
to replicate is taken only at every relocation period, and the author has not explain
how the methods deal with frequent topology changes, and especially when a network
partitioning occurs between two successive relocation instants. For example, when the
network partitions, queries that arrive between the occurrence of network partitioning
and the next immediate relocation period, will fail. Moreover, DAFN-S1, DAFN-S2,
and DCG-S1 inherit the same advantages and disadvantages of DAFN and DCG

respectively.

3.3.5 DRAM protocol

Huang et al. [71] have proposed DRAM, a replication protocol to alleviate the re-
duction of data accessibility. The protocol exploits the group mobility of nodes for
replication allocation. It uses the RPGM [143] model to identify network partitions.
As network connectivity changes frequently, DRAM is executed at every relocation
period. DRM consists of two phases: (1) the allocation unit construction phase, and

(2) the replica allocation phase.
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In the allocation unit construction phase, each node exchanges its motion informa-
tion with nodes located within a determined hop count. Then, a clustering algorithm
clusters mobile nodes with similar motion behavior into mobility groups. Clusters
that are likely to be connected are merged into an allocation unit. An allocation unit
is a set of mobile nodes which share their storage and do not store repeated data
items unless all data items have been allocated in this allocation unit. Each node in
its broadcast zone that has the lowest node identifier is chosen as the master of the
broadcast zone. Zone masters then cluster member nodes having the same motion be-
haviors into clusters. Each member then sends status messages to the cluster master
and, when it is unable to reach the master, enters the initial state and joins another
group. The master also removes nodes that do not send status messages from the
cluster. The merging of clusters that are about to be connected into a big allocation
unit makes the mobile nodes within the resulting cluster share more data items and
hence the data accessibility is improved.

In the replica allocation phase, the replicas of all data items are allocated in
accordance with the access frequencies of the data items and the derived allocation
units. The allocation weight of data item D; in allocation unit C, in timestamp 7'(k)
(denoted as wj(k)), is the expected number of data accesses from all mobile nodes in

C, before the next update of D;. wj(k) can be obtained as follows:
wi (k) = fj < (U; = k),

where
F= 2 fu
VM;€C,

where U; the timestamp of the next update of D;. Since the update of each data
item is periodic, U; can be predicted in advance. All data items are allocated in C,
according to their allocation weights in C), in descendent order.

The proposed protocol works only for group mobility. If random motion of nodes
occurs, the group joining and leaving operation may become an overhead in the
system. Moreover, if there is a large number of nodes that have diverse movement

patterns, the groups formed may be small in size.
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3.3.6 Jorgic’s protocol

Jorgic et al. [77] have proposed localized algorithms to detect critical nodes and
links that could partition the network. A node makes a decision to determine critical
nodes or links based on limited local knowledge, called the k-hop knowledge. The
authors define the k-hop neighbors of a node A as the set of nodes S such that: the
shortest route between each node in S and A has k or less hops. Nodes collect k-hop
knowledge by sending hello messages to its neighbors containing the graph of their
(k-1)-hop neighbors. Nodes may add geographic position information in the hello
messages.

A node A is k-critical node if the subgraph of k-hop neighbors of A (assuming that
A does not exist) is disconnected. Based on information used (i.e. topologically or
positionally), the corresponding algorithms, which are used to detect k-critical nodes,
are referred to as being k-top_critical_node and k-pos_critical_node algorithms. If a
node is globally critical, localized algorithm will detect it as such.

If topological information is only used, the algorithm, referred to as k-link_top_critical
algorithm, defines a link AB as a critical if the sets of k-hop neighbors of A and B
(assuming that the link AB does not exist) are disjoint. Otherwise, if position infor-
mation is used, the corresponding k-link_pos_critical algorithm is defined as follows.
AB is a critical link if the sets of k-hop neighbors of A and B (assuming that the
link AB does not exist) are disjoint, and there are no two nodes, one from each set,
which are neighbors.

The localized algorithms monitor the nodes and the links of a given route. If
such a node or a link is detected, an alternative service is searched or the service
is replicated. However, the proposed algorithms may detect some nodes or links as
critical although they may not be globally critical. The accuracy of the algorithms
can be increased if k is increased, but this comes with the cost of additional overhead.
Moreover, these algorithms are executed even if the network is in a stable state, which

represents a vain effort.
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3.4 Scalable data replication protocols: Cluster-

based approach

3.4.1 Distributed Hash Table Replication (DHTR)

Yu et al. [150], have proposed an optimistic replication management system, called
Distributed Hash Table Replication (DHTR). A replication system is said to be opti-
mistic if all replicas are allowed to be independently written and read during update
propagation.

DHTR is built on a cluster-based architecture, in which all mobile nodes are put
into multiple non-overlapping groups and a cluster head is selected for each group
to handle the control packets for replica query and update propagation. The DHTR
system is mainly composed of two elements: replica managers and cluster heads.
Replica managers are mobile nodes that hold replicas. They accept query requests
from other mobile nodes and reply with the requested files. A replica manager period-
ically communicates with its cluster head to register and update replica information.
The structure of DHTR is illustrated in Figure 3.5.

O Cluster .

Cluster
O ® o
O Replicamanager
® O
Cluster head
®
Cluster

O

Figure 3.5: Structure of DHTR

The clusters are formed by executing an election algorithm similar to the highest-
connectivity leader election algorithm. The authors assume that the number of clus-
ters is set to M and that all the nodes are aware of M and the total number of mobile
nodes. All nodes flood their capacity, including current residual energy, and free stor-
age space, and their node IDs. After receiving all the broadcast information, each

mobile node puts the node IDs into a sequential list sorted by their capacity, with
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node ID used to break ties in capacity. The M nodes at the top of the list become
the initial cluster heads and their specific location in the sequential list becomes their
cluster ID. The number of clusters remains constant during execution to maintain the
stability of the replica information directory.

After the initial phase, each cluster head forms its cluster domain by enrolling
replica managers and other clients. Cluster heads synchronously flood the whole
network with its node ID and cluster ID in a CH_AN NOU NCE message. The mobile
node joins the cluster head whose CH_ANNOU NC'E message arrives earliest. When
a cluster head receives a CH_ANNOU NCE message, it extracts related information
and adds an entry in its local Cluster-Node ID Mapping (CIM) table. The function
of the CIM table is to map Cluster IDs and corresponding cluster head node IDs.

After the creation of the clusters, each replica manager transfers information about
the replicas it holds to its cluster head, which puts it into a Local Replica Cache (LRC).
A Replica Keeper for an object O is a cluster head that stores all the replica location
information for O in a Global Replica Cache (GRC). The role of the GRC is to record
the distribution of particular object replicas in various clusters.

The movement or failure of a replica manager triggers the modification of the
LRCs and GRCs. So, a replica manager must send hello packets at fixed intervals to
its cluster head in order to keep the cluster head’s LRC up-to-date. When a manager
decides to associate with a new cluster head at a shorter distance, it issues a register
request to the new cluster head and an un-register message to the former one. If
a cluster head receives an un-register message or fails to collect the hello message
during three consecutive intervals, it assumes the manager has left the cluster or
disconnected from the network and flushes all related replica information from the
LRC. Furthermore, if no further replicas of that object remain in the cluster then
the cluster head has to send an un-register message to the object’s replica keeper to
update its GRC.

For a query request, a client sends the request to its cluster head. When the home
cluster head receives the request it first searches its LRC for a local replica manager
with the required object. If no LRC is found, the query is forwarded to the replica
keeper of the required object. The replica keeper refers to its GRC and sends the
query request to the cluster head. The request finally reaches the replica manager via
that cluster head. Updates to an object are first sent to the replica keeper for that

object and then disseminated to other replicas after it is accepted by the keeper.
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This solution has some disadvantages. First, the replica keeper is not well ex-
plained. One can assume that the replica keeper is a centralized node, which makes
the system less resilient to node failure and network partitioning. Second, the authors

assume that the number of clusters does not change.

3.4.2 A Clustering-Based Data Replication Algorithm (CDRA)

In [154], a set of mobile nodes are grouped into clusters. The clusters should guarantee
the following properties: they are composed of stable links, and there is at least one
stable path between any pair of nodes in a cluster. A link is said to be a-stable if the
connectivity probability between node i and its neighbor j is greater than . A path
is said to be a-stable if the product of the connectivity probability of the links that
compose the path in question is also greater than «.

Every cluster head maintains states of all other cluster heads in the networks.
When a node requests to access a data item, the node broadcasts the access request
in the whole of cluster C' that the node belongs to. If there are some replicas of the
data item in the cluster, the closest replica node serves the access request. If there is
not replica node for the requested data object in C', the request is propagated from
the cluster head of C' to all other cluster heads. If there is replica in some cluster C”,
the cluster head of C” sends the data to the cluster head of C, and the cluster head
of C sends the data to the requesting nodes. The node which has requested the data
item is chosen to be a replica for this data item.

The write requests for the data object are propagated to all cluster heads whose
cluster has the replica of the data object, and then are forwarded to the replica nodes
in the cluster. If the write request is granted, data update message forwards to all
the replica nodes in the same way.

The proposed protocol suffers from the following drawbacks: First, the mainte-
nance of clusters is costly since an a-stable path must exist between any two nodes
of the same cluster. Second, the replicas of a given data item are created only in
clusters that contain requesting node of that data item. Third, whenever a data item
is updated, the new version of the data item is propagated to all cluster heads of the
network. If data items are updated at high rate, the throughput for data update may
reduce due to channel access contention. Fourth, the update operation is performed

in two phases, which incurs high update delay and update cost.
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3.5 Scalable data replication protocols: Location-

based approach

Nodes in ad hoc networks operate on low-power batteries. A replica server may
respond to the requests of many clients, which leads that it may quickly drain out its
battery. Moreover, as load increases the server is likely to become a bottleneck. In
some cases, the subset of nodes that play the role of replica server is fixed, such static
membership may result in low data availability because the replica servers may drain
out of power very quickly.

To select a new replica server, some of the replication protocols have to scan the
entire network to find out the appropriate node. Moreover, they use a topology-based
routing protocol to deliver the query and the update packets to their destinations,
which incur high message overhead and increase the implementation complexity.

To deal with these issues, many solutions suggest that a node does not need
to know the ID of its replica server to whom it should send its update and query
packets, but it only has to know to where should a node send the packets. Using
a geographic routing protocol, update and query packets can be sent toward fixed
regions or positions and not toward nodes. Some or all nodes inside the regions or
close to the positions can act as servers. Using this method, the dynamic nature of

the ad hoc network is masked by a static scheme.

3.5.1 Geography-based Content Location Protocol (GCLP)

Tchakarov and Vaidya have proposed the Geography-based Content Location Protocol
(GCLP) [135]. GCLP uses similar approaches described in [9, 105]. [105] proposes
propagating the advertisements and queries in cross-shaped trajectories, thus guar-
anteeing two intersections. Queries are answered by nodes, called content location
servers (CLS), at the intersection of the advertising and query trajectories.

Content advertisement is performed by periodically sending update messages
through the network in four geographical directions (north, south, east, west). If
a content location server receives multiple advertisements for a particular resource,
it will only forward updates from the content server closest to it. To locate content
on the network, a client sends out a query message through the network in a manner

identical to the update messages (i.e. sent in the four geographical directions).
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This protocol does not guarantee intersection of update and query messages. At-
tempting to route queries and updates in a straight line can become difficult when
there are obstacles that create holes in the network topology. Second, it incurs high
overhead since updates are sent periodically, and each message is sent in the four

geographic direction.

3.5.2 Geographic Hash Table for Data-Centric Storage (GHT)

In [120], the Geographic Hash Table system for Data-Centric Storage on sensor net-
works have been proposed. In this system, a data object is associated with a key.
It hashes keys into geographic coordinates, and stores a key-value pair at the sensor
node geographically nearest the hash of its key. GHT requires nodes to know their
exact geographic location and uses the GPSR [81] routing protocol to identify and
to reach a packet’s home node (the node closest to the geographic destination). The
update and a query operations on the same key k, both hash & to the same location.

This protocol is not well-suited to highly dynamic networks, since it depends on
exact location information that become stale very quickly. Moreover, as nodes change
positions, the node chosen by the update operation and that by the query operation

may be not the same.

3.5.3 Rendezvous Regions (RRs)

In [125], Rendezvous Regions (RRs) incorporated a similar approach to GHT [120],
but uses rendezvous regions instead of rendezvous points. The network topology is
divided into geographical regions, where each region is responsible for a set of keys
representing the services or data of interest. Each key is mapped to a region based
on a hash-table-like mapping scheme. A few elected nodes inside each region are
responsible for maintaining the mapped information. The service or data provider
stores the information in the corresponding region and the seekers retrieve it from
there.

The mapping is known to all nodes and is used during the update and query
operations. A node wishing to update or query a key obtains the home region re-
sponsible for that key through the mapping, then uses a geographic-aided routing to
send a message to the region. Inside the region, a simple local election mechanism

dynamically promotes nodes to be servers responsible for maintaining the mapped
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information.

By using regions instead of points, this protocol requires only approximate location
information and accordingly is more robust to errors and imprecision in location
measurement and estimation than schemes depending on exact location information.
A major disadvantage of this design is the single fixed home region. Nodes are not
limited in their movements. As a result, nodes may be far away from their home region
and their updates may have to travel long distances. Furthermore, even queries from
nodes close to the target node must be forwarded all the way to the home region.

This can lead to high network load and latency.

3.5.4 Special case: Location services

Location services are special cases of replication protocols when the data items are
location information, and a node sends an update packet to server nodes when only
it changes its position.

According to Mauve classification [102], the location services are classified ac-
cording to how many nodes host the service (i.e., some or all nodes). Furthermore,
each location server may maintain the position of some specific nodes or all nodes of
the network. This yields four possible combinations are as follows: some-for-some,
some-for-all, all-for-some, and all-for-all. In the all-for-all location services, all the
nodes flood their location information. Clearly this approach is not scalable. Some-
for-some and some-for-all schemes also have problems as they put great burden on
nodes selected as servers. The majority of location services proposed in the literature
such as: SLURP [145], SLALoM [28], GLS [91], DLM [147], and HIGH-GRADE [151]
are classified as all-for-some approach, where all the nodes in the network store some
information about other nodes.

When designing a location service, the following basic questions need to be con-
sidered: (1) How does a node A choose a set of location servers to store its location
information? (2) How should A update these location servers as it moves around?
and (3) How does another node B discover the appropriate location server(s) of A to
retrieve A’s location? Figure 3.6 depicts three structures to deploy location servers, in
which the solid line represents the location update path and the dashed line represents

the location query path.
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Figure 3.6: Location server organizations

Quorum-based location services

Quorum-based approach for information replication at multiple nodes acting as repos-
itories is the basic principle of several location services [82, 87, 55, 99]. A location
update is sent to a subset of nodes called update quorum, and a location query is
sent to a subset of nodes called query quorum. The subsets are designed such that
each query quorum for a node intersects an update quorum for any other node, and
the probability of a query success is maximized. The quorum-based location service
can be configured to operate as all-for-all, all-for-some, or some-for-some approach,
depending on how the size of the quorum is chosen.

In the Column/Row Location Service (CRLS) [130] (see Figure 3.6(a)), the lo-
cation of each node is propagated in the north-south direction, while any location
queries are propagated in the east-west direction. When a node decides a location
update is needed, it propagates the location update along the north-south direction,
i.e., with the goal of reaching all the nodes in the same column in the geographic
area. Each node selected as a location server in the north or south direction broad-
casts the update to its one hop neighbors. The update contains the identifier of the
next location server in the update direction. When a source node initiates a location
request for a destination node, the query is propagated along the east-west direction,
i.e., along its row of nodes in the geographic area. The query contains the time of
the most recent location known to the source. If a node along the row has a cached
location for the destination node that is more recent than the time in the query, it
sends a reply packet via geographic forwarding back to the source. The intersection

of row and column can be guaranteed by adding outer face [20] of the ad hoc network
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to both of them.

Flat hashing-based location services

The home location register (HLR) technique, in which a well-known hash function is
used to map each node’s identifier to a home region, is employed in SLURP [145].
In SLURP, the network area is divided into a flat grid of squares. Node A selects
its location servers by applying a hash function to A’s ID and obtains the (z,y)
coordinate of a point in the entire area. The square containing that point is called the
home square for node A. All nodes in that square store A’s exact location information.
Every time node A moves to a different square, it updates its home square with new
location information. For any node B wishes to communicate with node A, the
same hash function is applied to node A’s ID to obtain A’s home square. A query
packet is then forwarded to A’s home square to retrieve A’s location information.
This is illustrated in Figure 3.6(b). However, SLURP still suffers from the same

disadvantages as Rendezvous regions protocol.

Hierarchical location services

To address the problems of the flat-based approach, SLALoM [28] uses a two-level
structure. The entire network is first divided into a flat grid of level-1 squares as in
SLURP. The network is then partitioned into various level-2 squares with each level-2
square containing many level-1 squares. Node A selects its location servers by hashing
to the same point in each of the level-2 squares. Node A thus has a home square in
every level-2 square as in Figure 3.6(c). SLALoM defines home squares near A as
the nine level-1 home squares closest to A (i.e., the home square in the level-2 square
where A is in, plus the eight home squares in the surrounding level-2 squares). It
employs a two-level grained location information, i.e., all the home squares of A know
which level-2 square A resides in, and all the home squares near A know the exact
location of A. As A moves around, only closer servers need to be updated frequently,
whereas remote servers require only infrequent updates. To query node A, node B
sends query packet to A’s home square in the level-2 square B is in. If that home
square is the one near A, B can retrieve A’s exact location. Otherwise, the servers in
that home square know which level-2 square A is in. The two-level structure reduces

the location query cost but increases the cost of updating location servers.
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The alternative structure is called the multi-level structure. It is employed by
GLS [91], DLM [147], and HIGH-GRADE [151]. A major benefit of maintaining a
hierarchy is that when the source and the destination nodes are nearby, the query
traversal is limited to the lower levels of hierarchy.

In HIGH-GRADE, the entire network area is called a level H square. The level H
square is divided into four quadrants, called the level-(H — 1) squares, each of which is
further divided into four quadrants as well, so and so on forth, until the entire region
is divided into 47 level-0 square. If the size of the geographical area covered by the
network is S. The side length of a level-0 square is denoted by R = \2/_5 Figure 3.6(d)
illustrates this hierarchy of squares with an example where H = 3.

Servers in HIGH-GRADE store multi-grained information, i.e., each level-i server
(0 <i < H) stores the information of ”which level-(i — 1) square A is in”, and only
level-0 servers store the exact location of A. To determine the relative location of
A’s servers in each level-i square, HIGH-GRADE applies (H + 1) hash functions on
A’s ID. The set of hash points are called Location Server Points (LSPs), denoted
by LSPy; for each level-i square, are shown as white circles in Figure 3.6(d). The
location servers are a set of nodes that are closest to each LSP,4 ;. As multi-grained
information is stored at each level of LSP. Update are made on level-i only when a
node traverses level-(i + 1).

When a node B wants to find A’s location, it obtains sequentially the level-i
potential LSP (pLSPgp 4;) by applying the same hash functions to A’s ID in B’s
level-i square. These points are shown as black circles in Figure 3.6(d). IF B and A
are co-located in the same level-0 square (i.e., pLSPp a0 = LSPay), B can retrieve
A’s exact location information from the server at LSP,o. Otherwise, the nodes at
pLSPp 40 re-forward the query packet to pLSPp 41. This process continues until
pLSPp a; = LSP,,; for some ¢, where the first location server of A is found. Then,
the query is re-forwarded to lower levels LSPs sequentially, i.e., LSP4;_1,- -+, LSPay,
where the exact location of A is finally retrieved.

In GLS, each mobile node may designate nodes in each sibling region with IDs
closest to its own ID to serve as its location servers. When a node B wants to find
the location of A, it sends a query packet toward a node whose ID is the least greater
than or equal to the A’s ID within the order-1 square. The query packet is then re-
sent to the node in the next order square in the grid hierarchy, whose ID is the least

greater than or equal to the A’s ID within the order-2 square. The process continues
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Table 3.3: Notations

number of nodes

constant

quorum size

node speed

node degree (the average number of neighbors of one node)
storage capacity

the maximum number of servers in DHTR

EU}Q@@%3

until a node that has the position information available is found. Such a scheme
works fairly well in stationary networks; however, when node mobility is considered,
it becomes less efficient. First, in order to find an appropriate location server, a node
needs to potentially scan the entire region to find out which node has the closest
ID. Second, with node mobility, a new node may appear in a specific region and the
original location server may move away from this region; in order to keep the closest
ID property of location servers, the location service needs to check the entire region
periodically and change location servers accordingly.

DLM partitions the entire network like GLS. There are H + 1 levels of squares.
The location servers are distributed uniformly across the network, one server in every
level-k square. If the server is located in the same level-k square as A, the complete
location information is stored. When a node B wants to find the location of A, and
the partial address policy is used, a query packet is sent toward the location server
of its level-k square. If the complete address of A is found, the query is complete.

Otherwise, the server of A indicates which level-j square A is in such that j > k.

3.6 Discussion and comparison

In this section, we compare the replication protocols described in this chapter using
a common framework consisting of (1) the performance metrics presented in Chapter

2 and (2) the following eight features.

e Partition-aware: Does the replication protocol predict network partitions before

they occur 7
e FEnergy-aware: Does the replication protocol address node power limitations ?

e Scalability: Is the replication protocol scalable 7
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Table 3.4: Comparison of data replication protocols not addressing ad hoc issues
(Part 1)

Hauspie | DU, DC | Karumanchi PAN | Virtual Backbone

[64] [67] [82] [96] [92]
Architecture D D D D C
Read-only Yes No No No Yes
Partition-aware No No No No No
Energy-aware No No No No No
Scalability No No No No No
Robustness No No No No No
Localized Yes Yes No No No
Routing dependency || None None T T T
Replication cost O(n) O(n) O(n) O(n) | O(n/y")
Update cost N/A O(n) O(Q(n++/n)) | O(n) | N/A
Query cost 0 0 o(Q(n++vm)) | O(n) | O(r)
Storage cost O(n) O(S) O(v/n) O(n) | O(n)
Data availability L L L L L
Data accuracy N/A L L L N/A

Table 3.5: Comparison of data replication protocols not addressing ad hoc issues
(Part 2)

SAF, DAFN, | E-SAF, E-DAFN, | AL, GM AL+, GM+ | Greedy-S,

DCG [57] E-DCG [58] [59] [60] OTOO, RN [148]
Architecture D D D D D
Read-only Yes No Yes No Yes
Partition-aware No No No No No
Energy-aware No No No No No
Scalability No No No No No
Robustness No No No No No
Localized No No No No No
Routing dependency || Any Any Any Any None
Replication cost O(n) O(n) O(n) O(n) O(n)
Update cost N/A 0 N/A 0 N/A
Query cost O(n + +/n) O(n + v/n) O(n++/n) | O(n+ v/n) 1
Storage cost o(95) O(S) O(S) o(95) O(S)
Data availability L L L L L
Data accuracy N/A L N/A L N/A

e Read-only: Does the replication protocol support only query operations?

o Architecture: The system architecture determines how the data items are de-
ployed. There are two types of architecture: (1) Centralized (denoted by C): the
database is held by a server node and the replication process copies the whole
database to a new server, or (2) Distributed (denoted by D): each node holds its
data items and the replication process copies one or some data items to another

node.

e Robustness: A replication protocol is considered to be robust if it performs well

not only under static environment but also under dynamic environment, i.e, the



Table 3.6: Features and performance of ERR

95

Architecture | Read-only | Partition-aware | Energy-aware | Scalability | Robustness | Localized
ERR [60] || C Yes No Yes No Yes No
Routing Replication | Update cost | Query cost storage cost | Data Data
dependency | cost availability | accuracy
ERR [60] || T O(n) N/A [1,0(n++vn)] | O(n) MH N/A
Table 3.7: Comparison of partition-aware data replication protocols
Service coverage Hasupie Chen DAFN-S1, DAFN-S2, | DRAM | Jorgic
[142] [65] (26] DCG-S1 [61] [71) [77]

Architecture C C D D D C
Read-only Yes Yes Yes Yes Yes Yes
Partition-aware Yes Yes Yes Yes Yes Yes
Energy-aware No No Yes No No No
Scalability No No No No No No
Robustness Yes Yes Yes Yes Yes Yes
Localized No No No No No Yes
Routing dependency None T P None None None
Replication cost 1/group mobility | >1 1/partition | O(n) O(n) >1
Update cost N/A N/A N/A N/A N/A N/A
Query cost O(v/n) O(n++n) | O(y/n) O(n + /n) N/A N/A
Storage cost O(n) O(n) N/A O(S) N/A O(n)
Data availability MH MH MH MH MH MH
Data accuracy N/A N/A N/A N/A N/A N/A

data availability is not highly affected by topological changes caused by node

mobility and node failures.

e Localized: A replication protocol is said to be localized if each node can make

decision based only on the information from nodes within a constant hop dis-

tance.

e Routing dependency: Does the replication protocol depend on any particular

routing protocol? If so, is it topology-based or position-based 7

Based on the above metrics an features, Tables 3.4, 3.5, 3.6, 3.7, 3.8, 3.9 and

3.10 compare the previously described data replication protocols. We summarize our

notations in Table 3.3.

In the tables, the values for these metrics represent worst case behavior.

We

assume that data availability takes five qualitative values, which are: Low (L) if

the replication protocol does not handle node mobility or node failures, Medium-Low
(ML) if it handles either link failures or node failures, Medium (M) if it handles node
and link failures, Medium-High (MH) if the protocol is partition-aware or energy-

aware, and High (H) if it is partition-aware and energy-aware. Data accuracy takes
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Table 3.8: Comparison of cluster-based data replication

DHTR CDRA

[150] [154]
Architecture C D
Read-only No No
Partition-aware No No
Energy-aware Yes No
Scalability No No
Robustness No No
Localized No No
Routing dependency || None None
Replication cost M O(n)
Update cost O(n++/n) | O(2n)
Query cost O(n++/n) | O(n++/n)
Storage cost (n) N/A
Data availability L L
Data accuracy L L

Table 3.9: Comparison of location-based data replication

GCLP | GHT RR

[29] [120] [125]
Architecture D D D
Read-only No No No
Partition-aware No No No
Energy-aware No No Yes
Scalability Yes No No
Robustness No No No
Localized Yes Yes Yes
Routing dependency || P P P
Replication cost n O(n) O(n)
Update cost O(yv/n) | O(v/n) | O(/n)
Query cost O(Vn) | Om) | O(vm)
Storage cost (n) O(1) O(yv/n)
Data availability L L MH
Data accuracy L L MH

its values based on the same criteria as the data availability metric. The routing
dependency metric can take four values: (1) T or (2) P if the replication protocol
utilizes a topology-based or a position-based routing protocol respectively, (3) Any
if it does not matter which routing protocol is deployed, and (4) None if no routing
protocol is used.

Table 3.4 and 3.5 show the performance and features of replication protocols not
addressing the ad-hoc network issues. These protocols provide low data availability
and data accuracy since they do not take the issues of network partitioning and
battery exhaustion into consideration, which make them bad choices as replication
protocols. The dissemination category [64, 67] incurs high overhead since each update
packet is flooded in the whole network, which leads to the complexity of O(n). Its

unique advantage is that each nodes uses location information to flood data items.



Table 3.10: Comparison of location service protocols

HIGH-GRADE | GLS DLM SLURP | SLALoM | CRLS

[151] [91] [147] [145] [28] [130]
Architecture D D D D D D
Read-only No No No No No No
Partition-aware No No No No No No
Energy-aware No No No No No No
Scalability Yes Yes Yes Yes Yes Yes
Robustness No No No No No No
Localized Yes Yes Yes Yes Yes Yes
Routing dependency P P P P P P
Replication cost O(n) O(n) O(n) O(n) O(n) O(n)
Update cost O(vlogn) O(vy/n) O(wn) | O(wyn) | O(wn) | O(vy/n)
Query cost OVm) Om | O(Fn) [ OWn) | O(Fn) | Ovyn)

(uniform) (uniform) (both) (both) (both) (both)

O(logn) O(logn)

(localized) (localized)
Storage cost O(logn) O(logn) o(¥n?) | o(y/n) O(¥/n) O(y/n)
Data availability L L L L L MH
Data accuracy L L L L L MH

57

The replication protocols based on quorum systems [82, 96, 92] are not robust since
a failure of a single node can disable the whole system, which make them unsuitable
for ad-hoc networks. In order to perform an update or a query operation in a quorum
system, a constant number of nodes must be contacted. Each of these operations is
preceded by a routing discovery procedure that needs a complexity of O(n) packets
to establish a route between a source node and one node of a quorum set. The update
and the query cost of each message depends linearly on the diameter of the network
and thus scales with O(y/n). Therefore, the overall update and query cost grows as
O(Q(n++/n)). In [96], due to the epidemic nature of PAN, each server that receives
the update message, makes a write operation and chooses a number of other servers to
whom it sends the update packet. In this manner, the update packet may be received
by all the nodes; therefore, the complexity of PAN is of O(n), which is superior than
the quorum system of [82]. However, the update operation in PAN takes more time
than the usual update operation used in quorum systems. In [92], the replication
cost of the virtual backbone depends on the average node degree v, and the value of
r. It has the complexity of O(n/~") servers. Each servers stores the whole database,
leading to the storage cost of O(n). In addition the query packets are sent towards
server that are at most r hops away from the querying nodes. However, it imposes
on nodes to use ZRP [56] as an underlying routing protocol to forward the query

packets.
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The three methods: SAF, DAFN, DCG [57] and their extensions: E-SAF, E-
DAFN, E-DCG [58], AL, GM [59], and AL+, GM+ [60] methods assume that the
access frequencies to data items from each node are known, which make them unscal-
able for large ad-hoc networks. Moreover, they are not robust. For example, SAF,
DAFN, DCG, E-SAF, E-DAFN, and E-DCG do not explain how a node should be-
have when the data item which it wants to allocate is not reachable. In addition, AL,
GM, AL+, and GM+ do not handle the case of request failures due to unreachable
nodes holding the original data items or replicas. In these protocols, each node needs
to broadcast its access frequencies to data items. This operation has a complexity of
O(n). The route between the node holding the original or a replica and the requesting
node is of O(y/n), which leads to a query cost of O(n + y/n). In [148], the authors
claim that they can increase data availability by replicating data items that neighbor
nodes have already not replicated. Although the query delay is low and is limited
to one hop, data availability is not much improved, since the protocol considers only
neighboring nodes and not larger groups.

Table 3.6 shows the performance and the features of ERR [136]. In ERR, the
centralized server replicates a data item when the frequency of requests for the data
item exceeds a threshold value. ERR tries to reduce the query cost by first requesting
the data items from its neighbor nodes, If the request is not satisfied, it contacts the
server. This operation leads to the complexity of O(n+ +/n). This performance com-
plexity shows that ERR is not scalable. The data availability of ERR is medium-high,
because replica servers are chosen based on their residual battery power and other
capability parameters. However, ERR does not improve so much data availability
because the new server replicas are chosen only among the requesting nodes that are
reachable to the current server. Also, it does not consider the case of nodes that lose
their connection to the server due to network partitioning.

Table 3.7 contrasts the protocols addressing the issue of network partitioning.
These protocols are robust since they can react preemptively to topology changes. In
addition, they achieve medium-high data availability and accuracy, since they only
address the network partitioning issue.

The replication process in [142] is triggered when the server node predicts the
occurrence of network partitioning by using the location information provided by a
GPS system, which leads to a full network service coverage with a cost of one server

per mobility group. Although full service coverage is achieved, the proposed protocol
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suffers from the fact that client nodes need frequent accesses to at least one of the
servers in order that the server nodes run the sequential clustering algorithm, which
incurs an additional overhead. This protocol and DRAM [71] both assume that
nodes only move according to the group mobility model, which significantly limits
their implementations.

In [65], the replication is triggered when the client node is about to be in a separate
network partition or when the QoS of the connection between the client and the server
becomes bad. Contrary to [142], the server node’s concern in [65] is to provide the
service to the actual client node and not to the other non-connecting nodes, which
results in low data availability. Although the algorithm does not depend on GPS, a
client node has to store multiple disjoint paths to the same server, which represents a
heavy load on it. Moreover, Hauspie’s protocol generates a higher number of replica
servers than that of [142].

In [26], based on the information provided by GPS, a node can predict the parti-
tioning of the group of nodes. The advantage of Chen’s protocol is that it can provide
the lowest service cost (i.e., one server per partition). However, The authors have not
given a definition for the group of nodes. One can assume that the whole connected
network is also a group. In this case, to predict network partitioning, a single node
needs to collect the location information of all the nodes, which makes this solution
unscalable, and limits its implementation.

The three methods proposed by Hara [61] (i.e. DAFN-S1, DAFN-S2, DCG-S1) do
not predict network partitioning, but they decrease its effects by eliminating duplicate
replicas of data items between two nodes if the wireless link that connects them is
stable. The decision to replicate is taken only at every relocation period. If the
relocation period is shorter than the time needed for a certain link to move from an
unstable sate to a failed state, DCG-S1 in this case can be considered to be partition-
aware.

In [77], Hauspie et al. have proposed localized algorithms to detect nodes and
links that could partition the network. A node makes a decision to determine critical
nodes or links based on limited local knowledge, called the k-hop knowledge. The
proposed algorithms may detect some nodes or links as critical although they may
not be globally critical. Moreover, these algorithms are executed even if the network

is in a stable state, which makes them costly in terms of message overhead.
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Table 3.8 contrasts the cluster-based data replication protocols. The obvious
drawback introduced by almost all clustering algorithms [150, 154] is the additional
signaling overhead incurred in order to maintain the cluster structure. Maintenance
of clusters with mobility would be extremely difficult, given the dynamic topology
changes. Reconfiguration information must be propagated across the nodes. Cluster
head changes can cause a rippling effect, where the role change of a leader in the higher
level of hierarchy results in subsequent changes in lower leaders all the way to the
bottom of the hierarchy. Due to these disadvantages, the replication protocols that
are based on the clustering approach offer poor scalability. To send an update or a
query packet, a topology-based routing protocol must be invoked, which incurs higher
data packet delay and overhead. Thus, the communication complexity of an update
or a query operation scales with O(n + y/n): O(n) to execute the route discovery
procedure, and O(y/n) to transmit the packet to its target.

Table 3.9 contrasts the location-based data replication protocols [135, 150, 125].
To send an update or a query packet, these protocols need a message complexity
of O(y/n), which makes them more scalable to large ad-hoc networks. In this cat-
egory, it seems that RR protocol outperforms GCLP and GHT because it requires
only approximate location information and accordingly is more robust to errors and
imprecision in location than GCLP and GHT.

Table 3.10 shows the performance of the location services proposed in the litera-
ture. The performance results can be found in [151]. From this table, we can see that
the message complexity of HIGH-GRADE increases logarithmically with the number
of nodes. It outperforms the protocols belonging to its category. We can also see
that CRLS [130] CRLS outperforms the other location services in terms of location
availability location accuracy because the intersection of row and column is guaran-
teed providing that the network is not partitioned. On the other hand, hierarchical
location services imposes on querying nodes to contact a chain of servers in a certain
order so as to retrieve the queried node’s exact location. If one of these servers is
unreachable, the query operation cannot be performed.

Using a position-based routing protocol by a replication protocol is a sword with
two edges. Omn one hand, it ignores the effect of topological changes, and hence
the protocol is highly scalable. On the other hand, the location-based replication
protocol cannot improve data availability since it does not deal with the issue of

network partitioning.
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As discussed above, the partition-aware and the location-based protocols seem
to be the most promising data replication protocols. In addition, the energy-aware
component can be easily integrated in both of the two categories.

To achieve both high data availability and scalability, we argue that the partition-
aware replication protocols should be deployed in small-scale ad-hoc networks, while
the location-based data replication protocols should be deployed in large-scale ad-hoc
networks that have high node degree, i.e. strongly connected networks in order that
the occurrence of network partitioning can be reduced.

More work remains to be done in order find the intersection domain, in which
a partition prediction algorithm and a scalable data replication protocol can work
together. We think that another way to achieve this goal is by developing a scalable

partition prediction algorithm.

3.7 Conclusion

In this chapter, we have provided overviews of different replication protocols for ad-
hoc mobile networks. While most of the current solutions are known to be either
partition-aware or scalable, there has no considerable effort in the research of repli-
cation protocols that address all the MANET issues, that is, none of them is energy-
aware, partition-aware as well as scalable. Development of a data replication protocol
that considers all the three issues would be an attractive topic for future research.

Through the study of different data replication protocols, we can conclude that
each protocol has advantages and disadvantages and has certain situations for which
it exhibits good performance. We argue that the most promising categories for the
design of a data replication protocol is the partition-aware and the location-based
categories. The partition-aware protocols improve significantly data availability, but
they are not scalable to large ad-hoc networks. On the other hand, the location-based
data replication protocols are scalable but provide low data availability.

To achieve both high availability and scalability, a better compromise should be
found between the two categories, or each class should be deployed in its suitable
environment, i.e., the partition-aware protocols perform well in a small-scale network,

whereas the location-based protocols perform well in a large-scale network.



Chapter 4

Partition prediction algorithm for

service replication

Important network applications and services such as web servers, location information
databases, key management and certification authorities are inherently centralized
[142]. Network partitioning prevents the nodes that do not belong to the centralized
server node’s partition from accessing the service. Let us consider an example of a
realistic scenario of an ad-hoc network with centralized service. A tour guide deployed
by tourist information center may provide maps, pictures, history of attractive sites
[149]. Some visitors may lose access to the tour guide when wireless links fail or when
the network splits up into partitions. To ensure service accessibility to all nodes (i.e.,
a service instance is available in each network partition), we need to replicate the
service in the future disjoint partitions before their disconnection from the server
node. The issue that might arise in this case is how to ensure anywhere service
availability without generating a large number of servers.

In this chapter, we propose a partition prediction algorithm [41, 36] based on the
partition detection mechanism of TORA [109]. TORA has the advantage that its
control messages are localized to a very small set of nodes near the occurrence of a
topological change, and nodes maintain routing information about adjacent nodes.
By using TORA’s partition detection mechanism and a metric that calculates the
residual lifetime of a wireless link, we can predict network partitioning rather than
detecting its occurrence, and hence we can create in advance a service replica in the

future separate partitions.
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4.1 Related work

4.1.1 Overview of Malpani’s algorithm

Malpani et al. [100] have adapted TORA(Temporally Ordered Routing Algorithm)
[109] to elect a unique leader in each network partition. The leader node creates a
directed acyclic graph (DAG), which is a set of directed links rooted at that leader.

A 6—tuple, H; =(lid;, T;, oid;, r;, d;, 1) is associated with each node. It represents
the height of node ¢ in the DAG. lid; denotes the identifier of the node currently
considered to be the leader of the network partition to which ¢ belongs. The triple
(13, 0id;, r;) denotes the reference level. A new reference level is started by node i if it
loses its last outgoing link. 7; is set to the time when this event occurs, oid; is set to
1, the originator of this reference level, and r; is set to 0. r; indicates an unreflected
reference level. r can be changed to 1, indicating a reflected reference level, which
is used for detecting partitions. When a new reference level is created, it is larger
than any pre-existing reference level, since it is based on the current time. ¢; and
induce the directions on the links among all the nodes with the same reference level.
Whenever ¢ changes its height, it sends an Update message containing its new height
to its neighbors.

The heights are compared lexicographically! (where 0 <1 < 2...and A < B <
C'...). Links are ordered from higher to lower heights. For each j € i’s neighbors
(N;), the link (4, j) is marked outgoing if H; is higher than H;. Otherwise, it is
marked incoming.

Figure 4.1(a) depicts a DAG constructed for the leader node F. Initially, node
F sets its height to (F', —1, —1, —1,0, F'). It then propagates an Update message in
the network. When a node ¢ receives such a message from node j, it sets its height
(11d;,0,0,0, 6; + 1, 7).

The partition detection mechanism of TORA works as follows: each node i (other
than the leader node) that has no outgoing links because of link failure, defines a new
reference level, that is, (;, oid;, r;)=(t, i, 0) and (9;, 1)=(0, ), e.g., node D in Figure
4.1(a). Node i then reverses all its incoming links and broadcasts an Update message

to the neighboring nodes. Upon receiving this message, each node that loses all its

1Given x and y two vectors. z is lexicographically higher than y if the leftmost non-zero entry
of (z — y) is positive. e.g., in figure 4.1(a), H4 > Hp since H4 — Hg = (0,0,0,0,1, A — B) and the
leftmost non-zero entry 1 is positive.
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outgoing links toward the leader node, performs links reversal in a localized manner
(i.e., it decides to redirect its links by knowing only the heights of its neighbor nodes).
It changes its height and broadcasts in turn an Update message to its neighbors.
In this manner, the new reference level is propagated resulting in links reversal so
that either the resulting graph is again leader-oriented or a network partitioning is

detected. A node i can change its height under the following five different cases:

(F0,0,0,3,A) (F0,0,0,2,B) (F0,0,0,3,A) (£0,0,0,2,B) (F.0,003A) ,1,D0,0,-1,B)

(F,0,0,0,1,E) (F0,0,0,1, E) (F,0,0,0,1,E)
(F.0,0,0,3,C) (F0,0,0,3,0)

(F1,0,0,0,D) (.1,0,0,0,D)

F1-1-1,09 F-1,-1,-1,0F) (F-1,-1,-1,0F)
(F0,0,0,2,G) (F,0,0,0,1,H) (0,0,02,G) (.,0,0,0,1,H) F,0,0,0,2,G) (F0,0,0,1,H)
@) (b) (©)
(F1,D,1,0,A) (F1,D,1,-1,8) (D,0,00,1,A) (D,0,0,0,1,8) (0,0,00,1,A) (D.0.0,0.1,8)
(F0,0,0,1, E) .0,0,0,1E) (D,0,0,0,2,E)
(F0,0,0,3,C) (F,0,0,0,3,C) (D,0,0,0,6,C)

.1,0,0,0,0)
F-1,-1-1,0,P (0,-1,-1,-1,0.0) E-1,-1-1,0,P (Br-1-1,-1,00) (D,0,0,0,3F)

(F0,0,0,2,G) (F.0,0,0,1,H) (F0,0,0,2,G) .0,0,0,1,H) (5,0,0,0,5,G) (D,0,0,0,4,H)

(d) (e) (M

Figure 4.1: An execution of Malpani’s algorithm

e (Case 1 (Propagate): The node has no more outgoing link due to a link reversal
following the receipt of an Update packet and the reference levels of its neighbors
are not equal (e.g. node B in Figure 4.1(b)), It sets its reference level to the
references level of its highest neighbor and sets d; to a value which is lower (—1)

than the ¢ of all its neighbors with the maximum level. Formally:
(Ti, Oidi, ’l"l') = rnax{(Tj, Oidj, Tj)‘j € Nz}
(6;,1) = (min{d;|5 € N;/(8;,0id;j, ;) = (6, 0id;, r5)} — 1,4)
The modification results in the graph in Figure 4.1(c).

e Case 2 (Reflect): The node has lost its outgoing links due to a link reversal
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following the receipt of an update packet and the reference heights of the neigh-
bors are equal with the reflection bit equal to 0, e.g. node A in Figure 4.1(c),
then it reflects the reference level by setting r; to 1 and 9; to 0, resulting in the
graph in Figure 4.1(d). It then propagates this reflected reference level back

toward the node which originally defined the new reference level.

e Case 3 (Detect): The node has lost its outgoing links due to a link reversal
following the receipt of an update packet and all of is neighbors have the same
reflected reference level with oid = i, then ¢ has detected a partition. The node
that detects a partition (e.g., node D in Figure 4.1(d)) elects itself as the leader
of the new partition, and sets its height to (i, —1, —1, —1, 0, 7). It then starts
a DAG propagation that consists of diffusing this information to the nodes of
the new partition. As illustrated in Figure 4.1(e), this propagation results in
the creation of a DAG for node D.

e Case 4 (Generate): If all its neighbors have the same reflected reference level
with an originator different from ¢, then i starts a new reference level. This
situation happens if a link fails while the system is recovering from an earlier
link failure. Because node ¢ didn’t define the new reference level itself this is
not necessarily an indication of a partitioning of the component. So the node
starts a new reference level. It sets its reference level to (¢,4,0), and d; to 0,

where ¢ is the current time.

o Case 5 (Merge): The node receives an update packet from j such that lid; <
lid;, then H; = (lid;, 7;, 0id;, r;,0; + 1,7). In Figure 4.1(f), after the merging of
two network partitions whose leaders are D and F' respectively, D becomes the

leader of the resulting partition.

4.1.2 Residual Link Lifetime Assessment

Nodes or links are said to be critical if their removal will split up the network into
different separates partitions. Detecting such nodes and links can help to perform
some data or service replication before the server becomes no longer reachable. To
do so, depth first search algorithms (DFS) [46, 52, 134] are proposed. However,
these algorithm have a high complexity and require knowledge of the topology of the

whole network. Jorgic et al. [77] propose localized algorithms to detect critical nodes
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and links. The algorithms consider that each node has a view of k-hop neighbors.
However, these algorithms are executed even if the network is in a stable state, which
represents a vain effort. The most appropriate choice we can do is to detect the
critical nodes and links when they are about to fail (i.e., predict failures), and this
can be only done by estimating the residual lifetime of wireless links.

There are basically two ways to predict the residual link lifetime between two
neighboring nodes. The first method assumes knowledge of motion parameters of
mobile nodes (e.g., location information, speed, direction, and transmission range)
provided by GPS. The method uses distance measurements between mobile nodes
and changes in their speed, to determine the duration of time these two nodes will
remain connected. In [132], an approach that depends on the use of GPS and a
free space propagation model is proposed, where the received signal strength solely
depends on distance between two nodes. However, GPS is infeasible under many
conditions. It is e.g., unavailable in indoor environments and it is not suitable for
small devices due to its high power consumption.

The second method uses received signal power measurements [104]. It assumes
that the sender signal power is constant. Received signal power samples are measured
from packets received from a neighbor node. The power of the signal received at a
node is inversely proportional to the distance the receiver is from the transmitter,
raised to an exponent, i.e., P. = P,/r", where P, is the power of the received signal,
Py is the power of the transmitted signal, r is the distance between the transmitter
and the receiver nodes and n can be between 2 for free space radio propagation model
and 4 for urban environments. By knowing radio propagation model, it is possible
to derive the distance of separation between the two nodes from the formula of P,.
It is also assumed that the maximum speed of mobile nodes is known. Hence, it is
possible to predict when the nodes will move out of transmission range of each other.
If the received signal power falls below a threshold value, the receiver node considers
that the link is likely to break. However, this method does not account for channel
fading and multipath effects, which can cause sharp and sudden fluctuations in signal
power, because it is highly dependent on the specific surrounding terrain.

In a realistic environment, all nodes in the network may not always have access to
GPS or one or more do not carry GPS receivers. Moreover, they are not supposed to
know the propagation conditions in which they operate. For these reasons, we use the

approach presented in [128] for the calculation of the link’s residual lifetime. It tries
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to predict the time when the received signal strength falls below a critical threshold
using a measured value of average change in received signal strength.

In [128], each node i broadcasts periodically a beacon message to its neighbors.
We assume that beacon messages are sent at constant signal strength. We denote by
Sfj(t) the received signal strength that corresponds to the k' beacon message sent
by node 7, and which is received by node 7 at time ¢ . By keeping track of the last N
values of S;;(t) and the corresponding time instances for the beacons received by node
j. Node i calculates the rate of change of signal strength V;’;(t) at time ¢ as shown
in equation (4.1), where (¢ — t,,.,) denotes the time elapsed between the reception of
two successive beacon messages.

S () = S5 (tyrer)
V(1) = 2

(db/s) (4.1)

t— tprev

Then, the residual link lifetime of a link (i,j) denoted by &;(t), is calculated.
The formula of x;;(¢) is given in equation (4.2), such that Sp denotes the signal
strength corresponding to the power range R of node i and below which the link (7,5)

is considered to be failed.

Si;(t) — Sk
ﬁ Z;cn:mfN+1 |‘/’L;C (t)l

The main advantage of this approach is that it does not specify which mobility or

(s) (4.2)

Xij(t) =

propagation model is needed. Moreover, it does not make assumptions about mobile

node’s maximum speed or other motion parameters like in [51, 118, 119].

4.2 Pull-based Service Replication Protocol (PSRP)

4.2.1 Assumptions and definitions

We model the network as a graph G = (U, V') where U represents the set of mobile
nodes and V' represents the set of edges. We make the following assumptions about

the nodes and the network:

1. Communication links are bidirectional in order that links reversal can be exe-

cuted.
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2. Communication links are FIFO, i.e. messages are delivered in order over a link

between two neighbors.
3. There is no message loss, no node crash.

4. Nodes have no information about their locations or propagation models.

We propose a service replication protocol called PSRP [36]. This protocol is
slightly similar to the leader election algorithm proposed in [100], but it differs from
[100] in two features. The first one is the condition that must be satisfied to trigger the
algorithm into action (i.e., propagating the reference level), and the second one is the
graph on which the algorithm is executed. Before presenting the service replication

protocol, we must first define the following terms:

Definition 1. Active service state: A node is called Active server if it performs

all the operations related to satisfy the requests of client nodes.

Definition 2. Passive service state: A node is called Passive server if it does not
perform the service operations but it stores the information and data required to start
this service (e.qg., data tuples in the case of database servers, task, configuration,. . .etc).

It transits to the Active service state when it detects network partitioning.

Definition 3. Regular state: A node is called Regular if it is neither Active server
nor Passive server. A reqular node transits to the Passive service state when it predicts

the occurrence of network partitioning.

Definition 4. A link (i,5) is called weak link if the predicate P = (xi; < Xun) holds
true. Otherwise, it is called strong link. A path composed only of strong links is

called strong path. Otherwise, it is called weak path.

Definition 5. A Node is called stable node if it has at least a strong path towards

an active server. Otherwise it is called unstable node.

Definition 6. A subgraph induced by a set of connected stable nodes is called stable
subgraph. A subgraph induced by a set of connected unstable nodes is called unstable

subgraph.

Figure 4.2 depicts the life cycle of a link (7,7). When a link (7, 5) is formed, it

enters the link formation state and transits to the weak state. At this state, the
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link either transits to the strong state or to the link failure state. The formed link
cannot be strong without passing through the weak state and a strong link cannot

fail without being weak before.

ol
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Link Failure
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Figure 4.2: Life cycle of a wireless link

Figure 4.2 shows a state transition diagram for a node with three states. Initially,
one node s is at the Active service state and the other nodes are at the Regular state.

Transitions are labelled with triggering conditions stated in Algorithm 1, 2 and 3.

Algorithm 3: line 17

Active service

Algorithm 1(A,D)

Algorithm 3

Algorithm 2(A) line 4,10

Passive service

Figure 4.3: Node states transition diagram

4.2.2 Protocol description

The service replication protocol consists of three distributed algorithms executed by
each mobile node, which are: (i) the partition prediction algorithm that predicts

network partitioning and creates a passive service in the future separate partitions,
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(ii) the partition detection algorithm that detects network partitioning and changes
the state of the server in the new partition from passive to active and (iii) the subgraph
merging algorithm that reduces the number of server nodes by determining which of
them will terminate its service after the merging of two subgraphs.

For each node 7, the service replication protocol maintains a set of variables. The
variable (H;) is the height of node i in the DAG, H;=(s;, 7;, oid;, r;, 0;, 1), where
s; is the identifier of the active server in i’s network partition. The variable (PH;),
PH;=(Ps;, Pt;, Poid;, Pr;, Po;, i) represents the Predict height of node i. The
predict heights of nodes are lexicographically ordered. They form another directed
acyclic graph called P—DAG. The variable PN; denotes the set of strong neighbors
(i.e., nodes that have a strong connection with ). The variable stability; is set to
true if node i belongs to a stable subgraph and to false if it belongs to an unstable
subgraph. The variable state; represents the state of node i, which can take three
values: Active, Passive and Regular.

For each node 7 in either a stable or an unstable subgraph, s; denotes the current
active server of node i. If a node ¢ that belongs to an unstable subgraph, Ps; is its
current passive server. Two nodes ¢ and j belong to different subgraphs if (Ps; #
Ps;). A node i is called active server iff: (i = s; Ai = Ps;), passive server iff:
(1 # s; Ni = Ps;) and regular node iff: (i # s; A1 # Ps;). Events that occur in the

network are defined to be the following:
e Fvent 1: A node loses its last outgoing link due to a link failure.
e FEvent 2: A node gets a new link that joins two network partitions.
o Fvent 3: The last strong outgoing link becomes weak.

e Event 4: A node i gets a new strong link (i.e., a weak link becomes strong)

that joins two subgraphs.

The partition detection algorithm presented in [100] is triggered when Fvent 1 or
FEvent 2 occurs and the partition prediction algorithm is triggered when Fvent 3 or

Event 4 occurs.

4.2.3 Initialization

Initially, the centralized active server node begins the construction of the DAG and the
P—DAG. It results in that (1) each node ¢ has a directed path towards the centralized
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server node and (2) PH; = H;. Whenever i’s Predict height changes, node i sends an
P—Update message containing its new Predict height to each j € PN;. An example
of the P—DAG creation for the active server node F' is shown in Figure 4.4(a). In
Figure 4.4, the respective Predict heights are shown adjacent to each node. The
active servers are marked by a circle and the passive server by a square. The strong
and weak links are shown as solid and dotted lines respectively. The arrow on each
wireless link points from the higher Predict height node to the lower Predict height

node.

4.2.4 Partition prediction

Whenever a regular node ¢ loses its last strong outgoing link towards an active server
(Algorithm 1(A)), it considers that all the outgoing links are likely to fail soon. It
initiates a warning by defining a new P—reference level (Predicted reference level).
Unlike the leader election algorithm [100] that is executed on the graph G, the parti-

tion prediction algorithm is executed on the spanning subgraph G’ = (U, V"), where
V' =V — {all the weak links in the network}

A node ¢ that defines a new P—reference level, transmits then a P— Update to
its strong neighbors. Upon receiving this message, each node that loses all its strong
outgoing links towards the active server node, changes its Predict height and transmits
a P— Update message to its strong incoming neighbors and so on, causing links reversal
of the P—DAG. The new P—reference level is propagated over the strong links of the
subgraph G; = (U;,V;) where:

{ Ui ={x/x =1V [i,z]is a strong path}
Vi={(z,y)/z € Ui\ (z,y) € V'}

Nodes change their Predict height in the same way like in cases 1, 2, 3, and 4
presented in Section 4.1.1 i.e., H; and N; are replaced by PH; and PN; respectively,
and the sentence "The node has lost its last outgoing link” is replaced by ”The node
has lost its last strong outgoing link”. In Figure 4.4(a), when node D loses all its
strong outgoing links, it propagates a new P—reference level to all j € PN;. In Figure
4.4(b), nodes A, and B change their Predict heights in response to the P—reference
level propagation. Node B executes Case 2 of Section4.1.1, and propagates back a
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reflected P—reference level toward node A by setting its Prg to 1. In figure 4.4(c),
node A finds that all its strong neighbors have the same reflected P—reference level
(1,D,1).

In Algorithm 1(B), when node i, which has started the new P—reference level,
knows that all its strong neighbors have the same reflected reference level, it considers
that a network partitioning may occur. Then, it downloads the service from its
active server s;, it transits from the Regular state to the Passive service state, and
sets stability; to false . Node 7 updates its PH; and propagates a P— Update in its
unstable subgraph G;. Upon receiving this information (Algorithm 1(C)), each node
in G; modifies its PH; and sets its stability to false. Figure 4.4(d) depicts the system
when node D knows that the failure of the actual weak links (C, A) and (D, H) will
disconnect its subgraph Gp = {A, B, D} from the active server node. In this case,
it downloads a copy of the service from the active server F' and initiates notifying
other nodes which now belong to an unstable subgraph. The unstable subgraph Gp
has exactly one passive server node (i.e., node D) and the stable subgraph G has

exactly one active server node (i.e., node F).

Algorithm 1 Partition prediction algorithm at node i
Case A: When FEvent 3 occurs

1: if PN; = ¢ then

2:  download the service from s;;

3:  PH;=(, -1, -1, =1, 0, 4);

4:  stability; = false;

5.  state;=Passive;

6: else

7. PH; =(s;, t,,0,0,1); {i starts a new P—reference level}
8: end if

Case B: When i predicts the occurrence of partitioning
1: download the service from s;;

2: PH; =(i, -1, =1, =1, 0, i);

3: stability; = false;

4: state;=Passive;

Case C: When i receives P— Update from j and Ps; # Ps;

1: if (stability; = true A stability; = false A (Poid; = Ps; A Pr; = 1)) then
2:  stability; = false

3: PH, =(Ps;,0,0,0, Pj; +1, i);

4: end if
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4.2.5 Partition detection

In Algorithm 2(A), when the passive server node i detects that it belongs to a network
partition different from the active server node’s partition, it transits to Active service
state and sets stability; to true, then it starts providing the service and propagates this
information to the the nodes of its stable subgraph G;. Upon receiving this message
(Algorithm 2(B)), each node in G; sets its stability to true. Figure 4.4(e) depicts
the system after the occurrence of network partitioning, node D starts providing the

service and creates its DAG and P—DAG for its new stable subgraph.

Algorithm 2 Partition Detection algorithm at node i

Case A: When i detects the occurrence of partitioning
1. if state;=Passive then

2 H; =(, -1, -1, =1, 0, i);

4:  stability; = true;

5 state; =Active;

6: end if

Case B: When ¢ receives Update from j and s; # s;
1: if (stability; = false A stability; = true) then
22 H;=(s;,0,0,0,6; +1,1);

4 stability; = true

5: end if

4.2.6 Merging of two subgraphs

When a strong link (7,) appears to combine two subgraphs G; and G, into one

subgraph (Algorithm 3), three different cases can be distinguished:

1. A strong link joins a stable subgraph and an unstable subgraph (Algorithm 3:
line /). The resulting subgraph is stable and the passive server node in the

unstable subgraph terminates its service.

2. A strong link joins two unstable subgraphs (Algorithm 3: line 10). The resulting
subgraph is unstable and the passive server node in the unstable subgraph that

has the greater identifier terminates its service.

3. A strong link joins two stable subgraphs (Algorithm 3: line 17). The resulting
subgraph is stable and the active server node in the stable subgraph that has
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the greater identifier terminates its service.

These three cases guarantee that after the merging of two subgraphs, each stable
subgraph has a unique active server node and each unstable subgraph has a unique
passive server node. For example, in Figure 4.4(f), after the creation of a new strong
link (B, E) that merges two stable subgraphs Gp and G, node F that has the

greatest identifier terminates its service, whereas D continues providing the service.

Algorithm 3 subgraph merging algorithm at node i

When Event 4 occurs or (i receives PUPD from j and Ps; # Ps;)
1. if Fvent 4 then

2 PNZ:PNZU{_j},
3: end if

4: if (stability; = false A stability; = true) then
5:  stability; = true;
6.
7
8

if state; =Passive then
state; =Regular;
:  end if
9: PH,=(Ps;,0,0,0, P§; + 1, i);
10: else if (stability; = false A stability; = false) then
11:  if Ps; > Ps; then

12: if state; =Passive then

13: state; =Regular;

14: end if

15: PH; =(Ps;, 0,0, 0, Pé; +1, 1);
16: end if

17: else if (stability; = true A stability; = true) then
18: if Ps; > PSj then

19: if state;=Active then

20: state; =Regular;

21: end if

22: PH; =(Ps;, 0,0, 0, Pé; +1, );
23:  end if

24: end if

4.2.7 Lower bound of the residual link lifetime

In order to ensure that the service will be reachable for nodes D, A, and B after the
occurrence of network partitioning, we need to copy a service instance on one node
of the future separate partition beforehand. For this purpose, we have to determine
the lower-bound of the appropriate time to trigger the replication process. Node that
starts a new reference level needs that the residual lifetime of the last strong outgoing

link be sufficient to predict the partitioning and to download a copy of the service.
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Figure 4.4: An execution of service replication protocol

Formally, the following predicate (xu, >time of service replication process+time to
predict the partitioning) must hold true. Let us consider that S denotes the size of data
that need to be replicated and transmitted over an end—to—end wireless connection
with a bandwidth of B bits/s. The service replication process is performed in (%)
seconds. In [58], it is shown that at worst case, TORA needs O(2l) units of time
to detect a network partitioning, such as [ is the length of the longest directed path
in the network segment affected by a topological change. The partition prediction
algorithm needs the same complexity of time to predict the partitioning. As a result,

the lower-bound of X, is (O(2 + 20)) units of time.

4.2.8 Discussion

In practice, the received signal strength is largely dependent on actual radio con-
ditions. Due to fading effects, it is subject to large fluctuations. The residual link
life time estimation disregards the effects of path loss as well as the possibly strong
fluctuations in signal strength caused by small scale fading effects.

According to equation (4.2), receiving a beacon packet with a dropped signal
strength will decrease the residual link lifetime, since the rate of change V;;“(t) is
increased and the value of the numerator in equation (4.2) is low. Hence, the formula

of &;(t) presented in Section 2 can not give accurate values. In this case, the node
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may trigger a false warning causing unnecessary P—reference level propagation, which
may lead the partition prediction algorithm to make a false prediction and create an
unnecessary passive server. However, the formula proposed in [128] mitigates the
effect of channel fading and other transient interferences, because the trigger of a
warning is based on a set of received beacon packets rather than a single packet,
in order to verify that the signal strength drop was not due to fading. However, it

cannot totally discards these effects.

4.3 Formal Verification of Prediction Property

We use linear temporal logic with past [86] as a formal tool to prove the correctness
of the prediction property. In our proof, we use some temporal operators like : O ("at
every moment in the future’), ¢ ("eventually’), B (’at every moment in the past’),
(’at some moment in the past’) and U ("Until’). Before proving the correctness of the

property, we first introduce some predicates employed by our proof.

e Fuail;j (resp., Form;;): is true as long as the link (¢, j) does not exist (resp.,

exists).

o Weak;; (resp., Strong;;): it evaluates to true if the link (7,j) is weak (resp,
strong).

o Fail; (resp., Weak;): it evaluates to true if node i has no outgoing links (resp.,

no strong outgoing links).

e Detect; (resp., Predict;): it evaluates to true if node i detects (resp., predicts)

network partitioning.

Our partition prediction algorithm ensures the following property: whenever a
network partitioning is detected by node i, then it has been predicted before by the

same node. More formally, this property is written as follows:

O(Detect; = 4 Predict;) (4.3)

Proof. As depicted in Figure 4.2, whenever node i loses its link (i, 7) at time ¢, then
this link was weak at time ¢/, where: ¢t — &, < t' < t. Formally, we have: O(Fail;; =
QWeakij).
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Now we discuss the case of losing the last k& outgoing links (4, j1), ..., and (4, jx)
at tq,..., and t; respectively. We assume that at time ¢y, Faul; holds true following
the loss of (i, ji). Formally: Fail;;, = Fuail;

Node i propagates a new reference level in the spanning graph H = (U, V —
{(4,71),--.,(i,5x)}). Each outgoing link (4, j,,) that fails at time ¢,, (1 < m < k),
was weak at time ¢/ such that: t,, — &, < ), < t,,. At time ¢}, when node 7 losses
its last strong outgoing link (7, ji), the link becomes weak (as depicted in Figure 4.2),
the other links {(¢, 1), ..., (i, jk—1)} are either weak or failed. They cannot transit to

strong state, because all these links at a latter time (¢;) have failed. Formally:

FCLZZZ = Q[Vm S {1, cey k — 1} : (Weak;ijm V Fazlzjm)] (44)
k—1

O(Fail; = #( /\ (Weaky,, V Faily, ) A Weaks;, ) (4.5)
m=1

By (4.4) and (4.5), the last outgoing link lost at time f;, was the last strong

outgoing link lost at time ¢;. Formally:

O(Fail; = $Weak;) (4.6)

A time t},, Weak;; holds true. So, node ¢ propagates a new P—reference level
in the spanning subgraph H' = (U, V' — {(i,71),...,(i,jx)}). As V' C V, we can
conclude that H' C H.

If the propagation of the reference level at time t;, results in a detection of a
new separate partition H;, then by (4.6), the P—reference level was propagated in
the subgraph H! at time ¢, < t,. As H; C H; and H; is a separate partition, then
H! is also a separate partition. As a result, the algorithm predicted the network
partitioning at time ¢’ before its occurrence at time ¢. Thus, the prediction property
stated in (4.3) is proved. O
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Figure 4.5: Service Availability

4.4 Simulation Results

4.4.1 Simulation scenarios

In [36], we have evaluated the performance of our protocol using GloMoSim simulator
[153]. Our simulation environment is characterized by an area of 1000mx 1000m, with
random initial nodes’ location, a random waypoint mobility model [74], in which each
mobile node randomly selects a location with a random speed uniformly distributed
between 0 and a certain maximum speed V.., then it stays stationary during a pause
time of 1 second before moving to a new random location. In the case of figure 4.5
and 4.7, Ve is set to 10 m/s. The transmission power is set to 5 dbm, which is
equivalent to a transmission range of 198m. We fix & at 1 second. Each simulation
runs for 600 seconds. At the beginning of the simulation, one node is selected to be
an active server.

To evaluate the performance of the service replication protocol, we define three

metrics. Following is a brief discussion of these metrics:

o Service availability: The ratio between the number of nodes that can access the
service and the total number of nodes in the network. A value of 1 indicates

full network service coverage.

e Service cost: The average number of active and passive server copies per network

partition. A network partition consists of one stable subgraph and multiple
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Figure 4.6: Service cost

unstable subgraphs with a cost of one active server per stable subgraph and one
passive server per unstable subgraph. One active server per network partition
represents the most optimal value. Ensuring full service coverage implies that

the number of server nodes needs to be increased.

e Prediction error: Computes the number of times the partition prediction algo-
rithm makes a false prediction. A node ¢ makes a false prediction when Detect;
event will not occur after the occurrence of Predict; event, because at least one

of the outgoing weak link has become strong.

4.4.2 Service availability

We simulate four levels of network densities: low (10 nodes), low-medium (20 nodes),
medium (30 nodes) and high (50 nodes). In Figure 4.5, we can notice that at the
beginning of a simulation, the service availability is less than 1, because the nodes do

not belong to the same network partition. As time progresses, the dynamic network
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topology makes more nodes be accessible to an active server. Hence, the service
availability is increased until it reaches a full service coverage. In a higher density
network, the service availability converges quickly to 1 because the nodes are more

likely to connect to a stable or an unstable subgraph.

4.4.3 Service cost

In Figure 4.6, the service cost is increased when a network partitioning is predicted,
because an additional passive server is created for a new unstable subgraph. In the
other hand, the service cost is decreased (i) when network partitioning occurs or
(ii) when two subgraphs merge. Since in the first case, the node that was passive
server become active for a new network partition and in the second case, one server
is terminated. The service cost in low densities is higher than that of high densities,
because as the density decreases, the occurrence of network partitioning becomes
more frequent, and the number of events such that: partition prediction and partition
detection, increases. Our service replication protocol incurs a mean service cost of
1.10 in the case of 20 nodes, 1.05 in the case of 30 and 40 nodes and 1.01 in the case
of 50 nodes. From figure 4.6, we can see that the mean service cost results are very

close to the optimal value.



81

4.4.4 Prediction error

Figure shows prediction error as a function of maximum speed V,,,,, during a simula-
tion run of 600 seconds. The prediction error is higher in the case of lower densities
due to the increasing of the number of Predict; and Detect; events that occur in the
network. In this case, the chances that Detect; will not occur after the occurrence
of Predect; increases. From figure 4.7, we can see that the predict error increases
when the density is decreased or when V,,,, is increased. The reason for this is that

network partitioning occurs more frequently in these cases.

4.5 Conclusion

We have proposed a new mechanism to predict network partitioning, based on TORA
partition detection mechanism and the residual link life time metric. The prediction
of network partitioning leads to the creation of a passive server that will become an
active server when a network partitioning occurs.

We have also proposed a service replication protocol, PSRP, that consists of three
algorithms: a partition prediction algorithm, a partition detection algorithm and sub-
graph merging algorithm. The execution of the protocol creates a service replicas
deployment scheme, which considers the future variations of network topology and
minimizes wasted resources by making only one node to provide the service in a
network partition.

Using linear time temporal logic, we have proved the prediction property. Our
simulation results have shown that the service replication protocol ensures a full

service coverage without incurring high service cost.



Chapter 5

Self-stabilizing Partition prediction

algorithm for service replication

5.1 Introduction

A distributed system is self-stabilizing if it converges to a legitimate state in a finite
number of steps regardless of the initial state, and the system remains in a legitimate
state until another fault occurs. Many self-stabilizing algorithms have been designed
to work on dynamic networks [10, 53, 139, 27, 44, 78]. However, they require that
the network remains static during convergence, which make them unsuitable for ad
hoc networks characterized by their highly dynamic topology. A new topological
change brings the system into an unexpected state, and thus, the algorithms restart
convergence to their legitimate states from scratch. Thus, they might never converge
to their intended states in the presence of frequent and continuous topology changes.
In [101], a self-stabilizing mutual exclusion protocol is proposed. The protocol works
on a dynamic ring where nodes can join and leave the ring at any time. Joins, and
leaves actions, which are considered as topological changes, modify the size of the
ring, and brings the system into an illegitimate configuration. Each action of the
self-stabilizing protocol is considered as a forward step to the convergence, and each
topological change is considered as a backward step. By evaluating the degree of
regression a topological change can bring about, the total number of the protocols
steps required to complete the convergence despite the disturbance is evaluated.

In this chapter, we propose two algorithms: (1) a service coverage algorithm, which

82
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is an enhanced version of PSRP [36], can only tolerate a single topology change, and
(2) a self-stabilizing service coverage algorithm [40, 39] that can tolerate concurrent
topology changes. One topological change means that a new topology change occurs
only after the algorithm has terminated its execution triggered by a previous topology
change, whereas concurrent topological changes mean that changes can occur at any
time. The self-stabilizing service coverage algorithm can also ensure a high service
availability, and converge to a legitimate state even if topological changes occur during
the convergence time. This is achieved as follows: when multiple computations, which
have the same goal, are executing during the same time period, we propose to stop

newer computations in favor of the oldest one.

5.2 Service coverage algorithm

We propose the service coverage algorithm, a new replication method that can provide
a continuous service availability for all mobile nodes. The service coverage algorithm
is an enhanced version of PSRP presented in Chapter 4. It consists only of a partition
prediction algorithm and a subgraph merging algorithm. In addition, it uses a new
metric to estimate the residual lifetime of wireless links.

Intuitively, a link between two nodes ¢ and j is broken either when both nodes are
no longer within the transmission range of each other due to node mobility or one of
which runs out of its battery power.

By knowing node i’s remaining battery power E; and its rate of energy dissipation
R; for every time period At, an ultra-conservative estimate of the residual node
lifetime is derived as shown in equation 5.1.

9, = %@(s) (5.1)

Each node j periodically broadcasts a beacon message containing its residual node
lifetime 9;, Upon receiving such a message from node j, node i first calculates d;,;, i.e.
the distance separating it from its neighbor j. d;; is estimated from the received signal
power assuming that the radio propagation model is known. Node ¢ then derives a
conservative estimate of the residual link lifetime (the time when the neighbor j would
move out of transmission range of node 7) by assuming that both nodes are moving

away even they are moving toward each other. The residual link lifetime, ;;, is given



84

in equation (5.2), such that: Ry, is the transmission range, i.e. the maximum distance
between a sender and a receiver for successful packet reception, and above which the

link (4, 7) is considered to be failed, and V},,, is the maximum node velocity.

- —|dif’v_ Bun| (s) (5.2)

Therefore, each node ¢ estimates the residual node-link lifetime by the following

5@' J

equation:

Xi; = min(d;, 95, &5) (5.3)

Then, it checks if the predicate P = (x;; — At < x) holds true. If so, node
i considers that the link (i,7) is likely to break, and hence the link is called weak:.
Otherwise, it is called strong. At denotes the time period between successive beacon
transmissions, and xy, denotes the lower-bound of the residual node-link lifetime at
which node ¢ have to generate a warning and perform preemptive actions like service
and data replication. The node for which the predicate @ = (¢; — At < xy,) holds
true is called short-lived node. Otherwise, it is called long-lived node. A path which
is composed only of strong links is called strong path. Otherwise, it is called weak
path. The connected subgraph obtained after removing the short-lived nodes and
the weak links is called long-lived connected component (LLCC)'.

If At is too large, the link may be broken during that interval before the node
captures its weakness, and if it is too low, it may incur a high overhead. So, At must
satisfy the constraints: At < xu,. We use At in the predicate P because when x;;
falls bellow x4, there may be no time left for the preemptive actions.

In the service coverage algorithm, when a node predicts network partitioning, it
becomes an active server, and creates a DAG for its new LLCC. In this chapter, we
use the terms: height and reference level instead of P-height and P-reference level

respectively.

5.3 Handling concurrent topological changes

As explained in chapter 4, to predict network partitioning, a reference level needs to

traverse the entire new LLCC. When multiple reference levels are triggered during the

'Throughout this chapter, the terms subgraph, LLCC and component are used interchangeably.
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same time interval, the most recent reference level stops the propagation of ongoing

reference levels it collides with.
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Figure 5.1: An example of executing the service coverage algorithm in case of con-
current topological changes

Figure 5.1 shows an example of executing the service coverage algorithm in the
presence of concurrent topological changes. In figure 5.1(a), node A loses at time
t; = 1 its last strong outgoing link toward its server node L. In figure 5.1(b), node
A defines a new reference level (i.e. ref; = (t1, A,0)). The new reference level is now
higher than that of the neighbors, so the update message has as effect the reversal of
the links to B, C, and D. At time t5 = 2, node F loses its last strong outgoing link.
Node F' defines a new reference level (i.e. refs = (t9, F,0)), and broadcasts an update
message to its neighbors, which results in reversing the link (G, F') as shown in figure

5.1(c). In the figure, nodes B, and D execute case 1% and node C executes case 2 in

2In this chapter, case 1, 2, 3, and 4 are those defined in section 4.2.4
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response to ref; propagation. In figure 5.1(d), node E changes its height according
to case 1. In the figure, node G loses its last outgoing link following reception of
refi. So, it executes case I and sets its reference level to the largest among all its
neighbors (i.e. refs), as depicted in figure 5.1(e). Figure 5.1(e) shows the propagation
of refs in the partitioned component. At time t3 = 8, node D loses its last strong
outgoing link (D, A). As shown in figure 5.1(f), node D defines a new reference level
(i.e. refs = (t3,D,0)), and sends an update message to its neighbor F, which has
the effect of reversing the link to E. This figure also shows the propagation of the
reflected reference level of refs in the network until it reaches node E. In figure
5.1(g), as t3 > t9, node FE sets its reference level to refs. refs is then propagated
until it reaches node F. In figure 5.1(h), F' executes case 2, sets its reference level
to (ts, D, 1), and propagates the reflected ref; back toward node D. In figure 5.1(i),
node C' sets its reference level to (t3, D,1). The reflected reference level of refs is
propagated back toward node D. At time ¢ = 18, node D finds that all its neighbors
have the same reflected reference level with oid = D, so it has predicted network
partitioning. Then, it executes case 3, and elects itself as server and propagates its
height in the new component, which results in the creation of a D-DAG, as shown in
figure 5.1(j).

e, 4 7
2 pomeoomed i 13
| toeee]
refs 8: 1=8
18 2
DAG creation p———m—
—
Time
axis

Figure 5.2: Time diagram of the service coverage algorithm execution

A new reference level is propagated outward from the point of the original event
(re-directing links in order to re-establish routes to the server). This propagation will
only extend through nodes which (as a result of the initial link weakness) have lost
all strong routes to the server. To predict network partitioning, a reference level must
pass through all nodes of the component in two phases: (i) forward phase, in which
nodes propagate the reference level with » = 0, and backward phase, in which nodes

propagate the reference level with » = 1. This leads to a time complexity of O(2d),
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where d is the diameter of the network component.

Figure 5.2 shows the execution of the example presented in figure 5.1 on a time
axis. Solids lines represent the time intervals during which the reference levels are
executed. Dotted lines represents the remaining time required for the algorithm to
complete its execution if no further link weaknesses occur.

The reference level ref; was started at time t; = 1 (see figure 5.1(a)), and it was
stopped by node G at time ¢t = 4 (see figure 5.1(d)) due to the existence of ref, that
was started at time ¢, = 2. If refs was not occurred, the algorithm would predict
network partitioning at time ¢ = 7, since the diameter of the component at time ¢t = 1
was d = 3. In the same way, the ref, propagation, which was supposed to terminate
at time ¢t = 13, is stopped by ref3 at time t = 11 (figure 5.1(f)). The ref; propagation
is terminated at time ¢ = 18. Node D, which predicts network partitioning, creates a
new DAG that takes 4 units of time to terminate.

In case of a single topological change, the service coverage algorithm needs O(2d)
time units to predict partitioning. From the example, we can conclude that each
new reference level spoils all the efforts the algorithm made before to predict network
partitioning. The algorithm will not terminate if reference level generations do not
stop. So, the execution time of the service coverage algorithm may be infinite, i.e.,
nodes can be without a server for undetermined time. In this case, determining a
lower-bound for the residual node-link lifetime y;, becomes a nonsense, and hence
network partitioning might never be predicted or it is predicted after it is too late.

As we can see, the service coverage algorithm is inefficient in ad hoc mobile net-
works because it converges to a legitimate state only if the topological changes stop.
When a new topological change occurs before completing the convergence, the state
immediately after the change is regarded as an arbitrary one. As ad hoc networks are
subject to frequent and unpredictable topological changes, the algorithm might never
converge to its intended behavior forever, and thus it is quite inefficient. It converges
to a legitimate state only if topological changes are prohibited during convergence

time.

5.4 Basic concepts

The state of a node is defined by the values of its local variables. A configuration of a

distributed system is an instance of the states of its nodes. The set of configurations
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of the network is denoted as €. Node actions change the global system configuration.
Moreover, several node actions may occur at the same time. The actions of each
node ¢ are of the form: < guard; >—< command; >. The guard < guard; > of each
action is a boolean expression on the state of ¢ and its neighborhood. < command; >
represents a list of assignment statements and primitives such as: broadcast messages.
We assume that the guarded action can be atomically executed: evaluation of the

guard and execution of the statement are executed in one atomic action.

Definition 7. Legitimate configuration of service coverage Configuration o
15 a legitimate configuration of the service coverage problem for a long-lived connected
component C' iff Vi € C3l : lid; = | and C is a directed acyclic graph with every

long-lived node in C except for the server | has a directed strong path to [.

Definition 8. self-stabilizing service coverage algorithm The service coverage
algorithm is self-stabilizing if any execution starting from an arbitrary configuration

eventually reaches a legitimate configuration (convergence).

Definition 9. A node in a LLCC is said to be uncertain if it loses all its strong
outgoing links either due to links weakness or links reversal, because that node still
does not know if a new route toward the server is found. Otherwise it is said to be

certain.

Definition 10. The subgraph induced by a set of connected certain nodes is called

the certain subgraph. Otheruise, it is called the uncertain subgraph.

Definition 11. A node in an uncertain subgraph which is adjacent to any node in a
certain subgraph is called a frontier node, and a node in a certain subgraph which is

adjacent to a frontier node is called a border node.

5.4.1 Time interval-based computations

In distributed systems, computations have durations. They can be specified by the
instants at which they begin and end. In temporal logic, interval-based temporal
logics are more expressive than instant-based ones since they are capable of describing
events that occur in the system in time intervals. We could define an interval as an
ordered pair [t,u] of instants, where t < u. If I = [t,u], we write Begin(l)=t and

End(I)=u. This notation allows us to refer to the instants marking the beginning and
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Figure 5.3: Possible relationship between intervals and instants

the end to any interval we refer to. A single time instant ¢ can also be written as an
interval [t, t].

Allen [2] has defined 13 basic binary relations between time intervals, six of which
are inverses of the other six: before and after, overlaps and overlapped-by, starts
and started-by, finishes and finished-by, during and contains, meets and met-by, and
equals (see Figure 5.3).

Two time intervals A and B meet (or B met-by A) if and only if A precedes B, yet
there is no period between A and B, and A and B do not overlap [3]. Let Meets(A,B)
be a predicate that evaluates to true if A meets B. The predicate Before(A,B) (or
After(B,A)) holds true if there exists another period that spans the time between
them. Two intervals A and B are disjoint if they do not overlap in any way. The
predicate Overlaps(A,B)(or overlapped-by(B,A)) holds true if A starts before B, and
B ends after A. The predicate Equals(A,B) holds true if A and B both starts and
ends at the same time. The predicate During(A,B) or Contains(B,A) holds true
if A has a later starting point and an earlier ending point than B. The predicate
Starts(A,B) (or Started-by(B,A)) holds true if A has the same starting point as B,
but it is contained in B. The predicate Finishes(A,B) (or Finished-by(B,A)) holds

true if A has the same ending point as B, but it is contained in B.
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After presenting the relation between intervals, we now need to define the relations
that exist between an instant ¢ and an interval /. The predicate Precedes(t,I) and
Follows(t,I) hold true if ¢ < Begin(I) and t > End(I) respectively. The predicate
Divides(t,I) holds true if Begin(I) < t < End(I). Limit(t,I) holds true if either
t = Begin(I) or t = End(I).

5.5 Self-stabilizing service coverage algorithm

5.5.1 Basic idea

As shown in section 5.3, the service coverage algorithm does not stabilize if the
generation of reference levels does not stop. Let us consider the situation where
multiple reference levels are propagating during the same time period. In Case 1,
the most recent reference level has always a higher priority than the others. In
addition, Case 4 chooses to generate a new reference level because it does not know
if the network partitioning is about to occur or not. Also, the subgraph merging
algorithm does not define a time-based order on the different DAG propagations that
occur in a component. When a new topological change occurs before completing the
convergence, the algorithm restarts convergence to its legitimate state from scratch.
These situations raise the question of how the algorithm could stabilize in the presence
of non-stop concurrent topology changes.

As all the reference level propagations, which are triggered in response to links
weakness, have the same goal (i.e., checking if the component will be separated from
the server node), we can intuitively propose to change the criterion used to order
reference levels and consider the oldest reference level as the highest priority instead
of the most recent one. A reference level ref; is higher than another ref; iff 7; < 7.
Roughly speaking, a reference level will be stopped when it collides with an older
one. The less fresh propagation criterion incurs fewer message overhead and it is
closer to completion than the criterion adopted by the service coverage algorithm.
However, this approach is inefficient since we can make false decisions about network
partitioning. Moreover, we cannot distinguish between concurrent computations and
disjoint ones. Therefore, it is not sufficient to only know the time at which the
reference level was generated, because we cannot determine if two reference levels are

still propagating or one of which has been already terminated. So, we propose that
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each node records its knowledge about the age of the reference level it meets, i.e.,
the time when the reference level was started and the time when the node receives
this reference level for the last time. Hence, each node can decide if two reference
levels are disjoint or concurrent. We changes Case I as follows: If reference levels
are disjoint, the node stops propagating older reference levels. Otherwise, it stops
propagating the newer reference levels in favor of the oldest one. In case of merge of
components, we also propose to stop DAG propagation associated with newer servers

in favor of the oldest server.

5.5.2 Data structure

Each long-lived node ¢ maintains two variables: the partition index and the height.
The partition index (denoted by PI;), is a 3-tuple (Certain;, T'c;,lid;). lid; is the
identifier of the node considered to be the server of node i. Certain;, a boolean
variable, whose value is 1 if node 7 is in a certain state, and 0 otherwise. T'c; denotes
the time at which node lid; has started the creation of its DAG. A new partition
index is started by node ¢ when it predicts network partitioning. The height H; =
(ERL;,0;,1d;), where ERL; is the extended reference level. This latter is a 3-tuple
([Tb;, Te;], 0id;,r;). The triple (Tb;, 0id;,r;) is still called a reference level and it is
denoted by RL;. The variable [Th;,Te;] is called the reference level interval of i
(denoted by RLI;), is the knowledge of node i about the time period during which
the reference level is propagating. The definitions of oid;, r;, §; and id; are still

unchanged.

5.5.3 Ordering of time intervals and links orientation
Definition 12. Two time intervals I and J intersect iff: 10 J # 0.

Definition 13. Two intervals I and J a-intersect, and we write Iﬂ J if there exists
a chain of | intersections such that the following statement holds true.

(Iﬂ[l) VAN (]1 ﬂ]z) N A (Il_g mll—l) A (Il—l ﬂj)

67

It is easy to show that the binary relation ﬂ on a set S of time intervals is an

equivalence relation.
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Definition 14. For the equivalence relation ﬂ, the set of elements of S that are

related to a time interval, say a, of S is called the equivalence class of a and it is

denoted by S,, such that S, ={x € S :x =aV aﬂ x}. The set of equivalence classes

a

of the equivalence relation ﬂ on a set S form a partition of S.

Definition 15. {S},, S1,, -+ ,S1,} is a partition of S, if and only if: (1) Sy, # 0,1 <
i<n, (2) 8,08, =0,ifSp, #S1,,1<i,j<n, and (3)| JS, =S

i=1
Definition 16. An equivalence class S, is said to be more recent than Sy iff: VI €
Sa,VJ € Sy End(J) < Begin(I).

Definition 17. Let us consider two time intervals I and J, both belonging to the same
equivalence class. I is said to be older than J if the following holds: (Meets(I,J) V
Overlaps(I,J) V Finished — by(I, J)V Contains(I, J)V Limit(J,I) V Divides(J, I))

Definition 18. Let us consider two time intervals I and J, both belonging to the same
equivalence class. I is said to be older than J if the following holds: (Meets(I,J) V
Owverlaps(I,J)V Finished — by(I, J)V Contains(I, J) Vv Limit(J,I)V Divides(J, I))

In the directed acyclic graph, a link (4, 7) is oriented from i to j according to the

following conditions.

1. If nodes i and j are both certain and 6; > ¢; (i.e., (D, A) in figure 5.4(a)).

2. If both nodes are uncertain, we check their respective RLI:

If Sgrr, is more recent than Sgyy;, i.e., After(RLI;, RLI;) holds true (e.g.,
(B, E) in figure 5.4(c)).

o If RLI; and RLI; belong to the same equivalence class, and RLI; is older
than RLI; (e.g., (G, F) in figure 5.4(e)).

If RLI; and RLI; are not related to the same reference level, and Started-by
(RLI;,RLI;) holds true.

If RLI; and RLI; are related to the same reference level, and (ri=1 ATy =
0) (e.g., (F, B) in figure 5.4(f)).
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o If RLI; and RLI; are related to the same reference level, and (r; = r;),
and Start(RLI;,RLI;) holds true (e.g., (B, E) in figure 5.4(d), and (F, G)
in figure 5.4(f)).

o If Equals(RLI;,RLI;) holds true and (oid;,r;,6;,id;) > (oid;, 7}, 6;,d;).

3. If node i is uncertain and node j is certain (e.g., (4, D) in figure 5.4(b)).

5.5.4 Initialization

Initially, each long-lived node ¢ whose hight is null (i.e. H; = ([-,—],—, —, —, 1))
can start the construction of a DAG. It sets PI; to (1,¢,4) and H; to (]0,0],0,0,0,1%),
where ¢ is the current local time. Then, it broadcasts a CreateDag(PI;, H;) message
to its strong neighbors. Upon receiving such a message, each node j whose height is
null, sets PI; to PI;, H; to ([0,0], 0id;, r;,0; + 1, j). Multiple DAG constructions can
be triggered at the same time. DAG construction is depicted in Algorithm 4.

Algorithm 4 DAG Construction
Action 1: (i wants to be a server AH; = null) —
1: PI; := (1,t,4); H; == ([0,0],0,0,0,9);

2: broadcast CreateDag(PI;, H;);

Action 2: (i receives Creation(Plj, H;) NH; = null) —
1: PI; = PI]';

2: H; := ([0,0], 0idj, 75,85 + 1,4);

3: broadcast CreateDag(PI;, H;);

5.5.5 Self-stabilizing partition prediction algorithm

Algorithm 5 consists of two actions. Action 3 shows the reaction of certain and
uncertain node due to links weakness, and Action 4 shows the instructions performed
by a long-lived node in response to links reversal.

Contrary to the algorithm proposed in Section 5.2, we start a new reference level
only if a certain node loses all its strong outgoing links. When an uncertain node loses
all its outgoing link, it does not need to generate a new reference level to propagate
through uncertain subgraphs, which have been already explored by previous reference
levels. Instead, it selects one of the reference levels to continue its propagation. This
choice avoids incurring more effort in terms of of message overhead and time. It helps

to quickly detect network partitioning if it occurs.



94

When a certain node ¢ loses its last strong outgoing link, it creates a new ref-
erence level. It sets Certain; to 0 and ERL; to ([t,t],4,0). Then, it broadcasts
Failure(P1I;, H;) to its neighbors.

When an uncertain node 7 loses its last strong outgoing link, it invokes the Han-
dleUncertainReverse procedure. The procedure distinguishes four conditions. First,
if 2’s strong neighbors do not all have the same reference level, it sets RL; to the
maximum reference level among its neighbors. It calculate using the function max,
the reference level interval (RLI) with the highest priority. This function determines
the most recent equivalence class S, and then it returns the reference level with the
oldest RLI among the intervals belonging to S. Second, if all strong neighbors have
the same unreflected reference level, it reflects this reference level by setting r; to
1, it means that the strong link from which it is supposed to receive a reflected
reference level, is now weak. Third, if all strong neighbors have the same reflected
reference level with an originator other than ¢, (i.e. no strong path between i and
the originator of the reference level is available). This situation is likely to happen
when a new LLCC is created in the network component where the reflected refer-
ence level is still propagating. In this case, it elects itself a server and propagates
a CreateWeakDag(P1I;, H;, old(lid;),old(Tc;)) message. This propagation constructs
what we call a weak DAG. The weak DAG will be explained later in this paper.
Fourth, if all strong neighbors have the same reflected reference level with ¢ as an
originator, it predicts network partitioning and starts creating a new DAG.

In Action 4, when node i receives the Failure message from its strong neighbor j
(i.e. a reference level is propagating), it checks if it still has outgoing links. If so, this
reference level will be stopped. Otherwise, it invokes the HandleUncertainReverse
procedure.

Figure 5.4 shows an example of executing the proposed self-stabilizing service
coverage algorithm on the network of figure 5.2. In figure 5.4(a), node A loses at
time ¢ = 1 its last strong outgoing link toward its server L. In figure 5.4(b), node A
generates the reference level, ref; = (1, 4,0). At time ¢ = 2, node F defines a new
reference level, refo = (t9, F,0), which results in reversing the link (G, F') as shown in
figure 5.4(c). In the figure, nodes B, and D execute condition 1 and node C' executes
condition 2. In figure 5.4(d), node E changes its height according to condition 1. In
the figure, node G loses its last strong outgoing link following reception of ref;. So,

it executes condition 1 and sets its reference level to the one with the highest priority
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among its strong neighbors (i.e. refi), as depicted in figure 5.4(e). Figure 5.4(f)
shows the propagation of the reflected reference level ref; toward node A. All nodes
1 such that: RL; = refs, set their reference levels to ref;. In this case, refs is said
to be deleted. In figure 5.4(f), the uncertain node D loses at time ¢35 = 8 its strong
last outgoing link (D, A). Node D executes condition 3, and creates a weak DAG,
as shown in figure 5.4(g). In the figure, node A finds that all its neighbors have the
same reflected reference level with oid = A, so it has predicted the partition. Then,
it executes condition 4, and elects itself as a server and propagates its height in the

new LLCC, which results in creating A-DAG, as shown in figure 5.4(h).

Algorithm 5 Reference levels propagation

Action 3: (i loses all its strong outgoing links) —
1: if (SN; = ¢) then

2:  PI; = (1,t,4); H; :== ([0,0],0,0,0,1);

3:  broadcast CreateDag(PI;, H;); {i constructs a new DAG}
4: else

5: if Certain; = 1 then

6: Certain; := 0; ERL; := ([t, t],7,0); 6; := 0;

7 broadcast Failure(PI;, H;);

8: else

9: HandleUncertainReverse();

10:  end if

11: end if

Action 4: (node i has no strong outgoing links due to link reversal following reception of Failure(PI;, H;)) —
1: Certain; = 0;
2: HandleUncertainReverse();

Procedure HandleUncertainReverse()
1: if strong neighbors do not have the same reference level{ Condition 1} then
RLZ = {}%LH}%LLC = max>{RL]]|] € SN.L, }%LIZ}}7 Tei = t;
§; == min{8;|j € SN; and RL; = RL;} — 1;
broadcast Failure(PI;, H;);
else if all strong neighbors have the same reference level with 7 = 0 { Condition 2} then
ERL; = ([Tbj,t},oidj, 1); 6; = 0;
broadcast Failure(PI;, H;);
else if all strong neighbors have the same reference level with » = 1 and oid; # @ { Condition 3} then
old(lid;) := lid;; old(Tc;) := Tc;; PI; := (1,t,1);
10:  H; :=([0,0],0,0,0,4);
11:  download the service from lid;
12:  broadcast CreateWeakDag(PI;, H;, old(lid;),old(Tc;)); {i constructs a weak DAG}
13: else if all strong neighbors have the same reference level with » = 1 and oid; = i { Condition 4} then
14:  PI; = (1,t,4); H; = ([0,0],0,0,0,14);

15:  download the service from lid;;
16:  broadcast CreateDag(P1;, H;); {i constructs a new DAG}
17: end if

5.5.6 Self-stabilizing subgraph merging algorithm

Algorithm 6 consists of actions dealing with the propagation of a new server through-

out a LLCC. As explained in section 5.5.5, the node predicting network partitioning
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Figure 5.4: An example of executing the self-stabilizing service coverage algorithm

propagates a CreateDag message if it is the originator of the reference level or C're-

ateWeakDag message otherwise. In Action 5, when a node ¢ detects the existence of

a new LLCC or receives CreateDag message from node j such that lid; # lid;, it will

adopt lid; as a server if the partition index of j has higher priority than that of i,

and we write PI; >~ PI;.

Definition 19. P[] - PI, =
((TCj,lidj) — (Tcwlle))))’

((Certain; > Certain;) V ((Certain; = Certain;) A

and (TCj,l’idj) ~ (TCl,lZdZ) = (TCj < TCZ) V ((TCj =

By definition 19, node first checks the value of Certain variable. It favorites the
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node which is sure that has a directed strong path toward its server node and it is
not involved in links reversal actions. Then, it checks the DAG generation time and

the server identifier. The condition PI; > PI; incurs three cases:

1. If node j is certain and i is uncertain.

2. Nodes i and j both have the same value of certain, and the j’s partition is

created at a time older than that of 7.

3. Nodes ¢ and 7 both have the same value of certain, and the same value of DAG

creation time, and lid; > lid;

In figure 5.4(g), node A, which predicts network partitioning, sets P4 to (1,9, A).
Then, it propagates the CreateDag message as shown in figure 5.4(h).

If the condition presented in (HandleUncertainReverse: line 8) holds true, node i
declares itself a server. As ¢ is not the originator of the reference level, it may happen
that this declaration is false because both nodes i and the originator of the reference
level are still part of the same network partition. In this case, it creates a weak DAG
by generating a Create WeakDag message that contains besides its partition index and
its height, also the identifier of its previous server and its previous T'c (e.g. node D
in figure 5.4(g)). The weak DAG differs from the known DAG in the fact that its
propagation can be stopped by an uncertain node. In Action 6, when an uncertain
node receives the Create WeakDag message from node j, it first checks if the condition
(((old(lidj) = lid; A old(T¢c;) = T¢;) A (certain; = 1V (certain, = 0 Ar; = 0)))) holds
true. The first part of the condition means that nodes lid; and lid; was part of the
same DAG, and the second part means that either node i still has a path toward lid;
or i has not yet reflected its reference level (i.e., the reference level is in the forward
phase). This indicates that the creation of a new LLCC was not occurred, and hence
the decision of creating a new DAG by lid; was not correct, and node lid; is called
in this case a fake server. Node ¢ then broadcasts FakeServer(lid;, Tc;) message. If
lid; is not a fake server, node will adopt lid; as a server providing that Pi; >~ PI;.
As D-DAG is older than A-DAG, D will be the unique server of the component as
shown in figure 5.4(i).

In Action 7, each node that find that its server is fake following the reception of
a FakeServer message from its neighbor j, adopts lid; as a server and broadcasts in
turn the message FakeServer message. In this manner, a corrective action will be

propagated resulting in deleting the fake server from all the nodes.
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Algorithm 6 Merging of two long-lived connected components

Action 5: ((node i detects a new strong neighbor j V receives CreateDag(PI;,H;)) N (lid; # lid;)) —
1: if PI]' >~ PI; then
if (lid; = i) then

Terminate the service;

4: end if

5: PI; .= PIj;

6: H; = ([Tbj,Tej],Oidj,Tj,(Sj +1,i);
7:  broadcast CreateDag(PI;, H;);

8: else

9 Stop j-DAG propagation

10: end if

Action 6: ((node i receives Create WeakDag(PI;, H;,old(lid;),old(Tc;))) N (lid; # lid;)) —
1: if ((old(lid;) = lid; A old(Tec;) = Te;) A (certain; = 1V (certain; = 0 Ar; = 0))) then

2 broadcast FakeServer(lid;, Tc;);

3: else if (PI; = PI;) then

4:  PI =PI

5: H; = ([Tbj,Tej],o’idj,T‘j,(sj +1,’i);

6:  broadcast CreateWeakDag(PI;, H;, old(lid;), old(Tc;));

7: else

8 broadcast CreateDag(PI;, H;);

9: end if

Action 7: (node i receives FakeServer(lidy, Tcy) from node j)—
1: if (l’Ldz =lidy NTc; = TCk) then

if (lid; = i) then

Terminate the service;

end if

PIZ' = PIj;

H; := ([Tbj,TEj], O’idj, T3, 5]' +1, ’i);

Broadcast FakeServer(lidy, T'cy );
end if

5.5.7 Time-diagram execution of the self-stabilizing service

coverage algorithm

Figure 5.5 shows a time-diagram of executing the self-stabilizing service coverage
algorithm related to the example in figure 5.4. The topology changes scenario of this
example is the same as the one presented in figure 5.1. The reference level ref; that
starts at time t; = 1 blocks the newer reference level ref, generated at time ¢t = 2,
since their reference level intervals belong to the same equivalence class. A weak DAG
is generated by node D at time ¢ = 8, the network partitioning is predicted by node
A at time t = 9. The new DAG construction is terminated at time ¢t = 12. A-DAG
is deleted when it detects the existence of D-DAG with Tcp = 8. The policy that
selects the DAG with the oldest value of time creation, helps to block the propagation
of any newer DAG created in the same LLCC.

In the partition prediction algorithm, the same scenario needs 17 units of time to

recover from three link weaknesses and predict network partitioning, and the DAG
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Figure 5.5: Time diagram execution of the self-stabilizing service coverage algorithm

construction will be finished at time ¢t = 22. In comparison with the service coverage
algorithm, this example shows that the proposed self-stabilizing service coverage algo-

rithm shows better performance in terms of stabilization time and message overhead.

5.6 Simulation Results

In this section, we discuss the performance of self-stabilizing serviced coverage al-
gorithm compared to the service coverage algorithm by using GloMoSim simulator
[153]. In our experimental results, each plotted point represents the average of five
executions. We plot the 95 % confidence interval on the graphs. Our simulation en-
vironment is characterized by an area of 1000mx1000m, with random initial nodes’
location, a random waypoint mobility model, in which each mobile node randomly
selects a location with a random speed uniformly distributed between 0 and a certain
maximum speed V.., then it stays stationary during a pause time of 1 second before
moving to a new random location. The transmission power is set to 12 dbm, which
is equivalent to a transmission range of 324m.

We define Fraction of stabilization time, which is the fraction of time that a node ¢
has at least a strong path to its server lid;, and lid; is the server of the LLCC' of node
i. Every 1 ms, we monitor the status of the node (i.e., stable or unstable). Thus, if
the algorithm can converge to a legitimate state within a time ¢ < 1ms, the change of
the status is not recorded. The graphs in figure 5.6 show the Fraction of stabilization
time as a function of V., and for three levels of network densities: low (20 nodes),
medium (30 nodes) and high (40 nodes). From the figure, our self-stabilizing service
coverage algorithm outperforms the service coverage algorithm since each node can

have a path to a correct server over 98% of the time. It is slightly affected by the
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Figure 5.6: Fraction of stabilization time

variation of mobility and node density, but the service coverage algorithm shows
disastrous results. The stabilization time of the service coverage algorithm decreases
if many nodes are moving toward each other to form a large LLCC, and hence more
nodes may trigger their reference levels during the same time period or merge with
other LLCCs. It increases when nodes are moving away from each other and the size

of the graph becomes small which decreases the number of computations triggered in
a LLCC.

5.7 Proof of correctness

Before proving the correctness, we will formally state the definitions of predicates

employed by the proof.
o [; = (PI; =null N H; = null)

e P=WNieC :L = (VjeCi#j:-Lj)), such that: C; is a long-lived

connected component to which ¢ belongs to. P is called the legitimate state.
o L, = (lid; =1iN(Vj € Ci,j #i:lidj = iNj has a stong directed path toward 1)).
e dist;(k): is the length of the strong path from i to k.

An illegitimate state is defined to be either: (1) a set of nodes that do not have a

strong path to any server, or (2) a set of nodes that have at least a strong path to a
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server node but do not have the correct id in its lid variable.
Assuming that each message transmission takes one time unit, and each node ¢

starts execution in a state satisfying predicate I;, we prove the the following theorem:

Theorem 1. After the occurrence of a topological change, the long-lived connected
component can within a finite time converge to a state satisfying the predicate P even

if further topological changes occur during the convergence time.

The proof for a single topological change can be found in [100]. We analyze the
self-stabilizing service coverage algorithm for concurrent topology changes as follows:
for each component C;, we start observing the algorithm execution when the first
topology changes occurs in C;(ts). C;(t) denotes the component to which ¢ belongs
to at time t. The observation ends when the algorithm terminates (i.e. none of the
actions are enabled at any node in C;(t.)), and reaches a state satisfying the predicate
P. 1t is obvious that C; changes as time progresses. We consider the following five

cases of concurrent topology changes:

e Concurrent DAG propagations in a network component.

e Concurrent reference level propagations that do not partition the network com-

ponent in which they occur.

e Concurrent reference level propagations that partition the network component

in which they occur.
e Concurrent merging of network components.

e Concurrent merging of network components with concurrent reference level

propagations that partition the components in which they occur.

Case 1: Let us consider a set of nodes aq,--- ,q,,, each of which initiates a DAG

construction at T,,,,- - , Ty, respectively, such that: (T, 1) = - = (Tw,,, Qm)-

Lemma 1. Concurrent DAG propagations in a network component will collapse in a

finite time into a final one that defines a server oriented-DAG.

Proof. A node i starts DAG propagation by performing action I or Handle Uncertain-
Reverse(line 10,16). 1t sets PI; and H; to (1,¢;,7) and ([0,0],0,0,0,%) respectively.
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Then, it broadcasts a CreateDag message. Multiple DAG propagations in a network
component implies that: (37,k € C; : lid; = j A lidy, = k).
when the PI;-DAG propagation arrives at node 7 that is not assigned to any server,
¢ will be annexed to PI;-DAG. If PI; = PI;, i sets lid; to lid;, and hence 7 has a strong
outgoing link toward j. In this case, PI; will continue its propagation. Otherwise, it
will be stopped. a;-DAG propagation will stop all other DAG propagations triggered
after T,,. At time (t,, + D;) all nodes will have the correct server and a strong path
oriented toward aq, where D; is the diameter of C;, and thus P holds true.
m

Case 2: Let aq,--- ,ap be a set of nodes belonging to I-DAG, that lose their last
outgoing links at tq,--- ,%; respectively, and the network component in which these

failures occur remains connected.

Lemma 2. All reference levels that do not partition the component in which they

occur, will eventually be stopped.

Proof. 1t is easy to show that if the network component is not partitioned after the
generation of concurrent reference levels, it means that there exists at least a border
node, which has a direct strong path to the server, and thus P holds true.

O

Case 3: We consider the case where concurrent reference level generations occurring
at nodes «q, -+, at ty,--- ,tg respectively, leads to disconnect a component C;
from I-DAG (i.e. creation of new LLCCs).

Lemma 3. Fventually within a finite time, network partitioning will be predicted,

and the disconnected component will define a new server oriented-DAG.

Proof. A network partitioning is predicted means that there is no border nodes, and a
new LLCC is created. So, to predict network partitioning, a reference level must pass
through all nodes of C; in two phases: (i) forward phase (i.e. r = 0), and backward
phase (i.e. 7 =1). We assume that there exists a set of nodes a, - - - , @, such that
(p > 1A q<k), and their respective RLIs belong to the same equivalence class. We
can remark that RLI,, is the interval with the highest priority in this set. We will
now consider two cases:

Case 3(a): If the I-DAG is disconnected at time ¢,. «, generates a reference level. As

RLI,, is the interval with the highest priority, it will terminate any new reference
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level generated at time ¢, > ¢,. So, the network partitioning will be predicted at time
(tp, + 2d).

Case 3(b): If the I-DAG was not disconnected at time ¢,, but the partitioning occurred
at a later time ¢,. If the propagation of RL,, is not stopped during its forward phase,
the self-stabilizing partition prediction algorithm will take O(2d) time units. By
action 4, any new reference level RL, generated at time ¢, > t, will be stopped and
deleted by RL,,. Otherwise, the propagation of RL,, is stopped by node m at time
tp+level,,(m) due to the existing of a strong outgoing link. We consider that a node
o, loses at time ¢, € [tp, tp + d] its last strong outgoing link, which results in network
partitioning. So, it generates a new reference level. The reference level RL,, will
terminate any reference level belonging to an older equivalence class, or generated
after t,. When RL, arrives at node m after at most d — level,(m) time units, node
m compares RLI,, and RLI,,. As Overlaps(RLI,, RLI;) holds true, node m stops
RL,, propagation and resumes the propagation of RL,,. RL,, needs (d—levely(m))
time units to complete the forward phase and another d time units for the backward
phase. During this period, any further link weakness will be contained by RL,,. The
network partitioning will be predicted at (¢, + 3d — 2 x level,(m)). So, the partition
prediction time is upper-bounded by O(3d).

By action 3 and action 4, it may happen that during partition prediction algo-
rithm execution, other nodes that are not the originator of the reference level predict
partitioning and create a weak DAG. The originator in turn creates its DAG. The
node with the highest PI will become the unique server of the new LLCC.

O

Case 4: We consider an infinite merging of components C,,, C,,,- -+ with the com-
ponent C;. We assume that components merge with C; at a Poisson rate A. The
diameter of these components follows an arbitrary distribution with a mean D, and

X is the average time to send a message over a wireless link.

Lemma 4. If C; has the highest PI, the necessary condition so that the algorithm

1

stabilizes is X < =5

Proof. We model the flow of components they merge with C; as the queuing system
M/G/1, with a mean inter-arrival time between two consecutive merging of 1/, and
a mean service time of (X x D). We define U(t) to be the remaining time required for
a DAG propagation to pass through nodes of C;(t) whose lid # lid;. If U(t) > 0 (resp,
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U(t) = 0), the system is said to be busy (resp, idle). We make the observation that
the component C; passes through alternating cycles of busy period and idle period.
As C; has the highest PI, the merging of C; and any component C,, triggers the
propagation of a CreateDag message throughout C,,. Initially, the component Cj is
in a legitimate state (U(¢t) = 0). When C,, merges with C; at time ¢;, it terminates
the idle period and initiates a new busy period. The average remaining time U (t)
required so that the CreateDag message covers the C,,, component is (X x D, ), since it
would take this period of time if no further merging occurred beyond this instant. As
time progresses from ¢, and the CreateDag message is propagating, U(t) is reduced
at the rate X sec/sec. At time ty € [t1,11 + X x E], a new component C,, merges
with the component {C;(t1), Cq, }, and forces U(t) to increase by Dy. U(t) continues
to decrease until it reaches the instant ¢,,, at which it has covered the whole network
component C;(t,,). This terminates the busy period and initiates a new idle period.
merges with C;(t,,). It has
been proved in [83] that for AXD < 1, the busy period ends with probability one,

The idle period is terminated at time ?,,.; when C,, .,

and the average length of the busy period (i.e., stabilization time) is 15\%.

m
Lemma 5. Given a set of components Cy,Cs,--- ,Cy, C;,Ciiq,- -+, such that: Pl >
Ply > --- > Pl 1~ Pl = Pl; = Pl,.1 = ---. The concurrent merging of C; with

some or all of these components will terminate within a finite period of time.

Proof. To calculate the worst case of the stabilization time, we assume that C; merges
with the components in the following order Cj, Cy_1,--- ,C;. When C; merges with
Cy at time t; , a CreateDag message will be propagated throughout Cj, and each
node in C; will set its PI to PI,. Before the termination of this propagation, the
component Cy_; merges at time ¢;_; with the component C;(¢x). If no further merging
was occurred, the component C; would stabilize within X x D, time units. The
propagation of PI;_; will take no more than Y(DZ- + Dy,) before the arrival of C_o,
and so on. As the time interval [T¢;,T¢cy| is finite, we assume that the number
of network components which have higher priority than that of C; is also finite.
Assuming that C; merges with components which have higher partition indexes than
its one. The necessary time interval for a node belonging to C;(¢y) (i.e. that node does
not leave its component) to have the highest partition index is upper-bounded by:
X(kxD;+(k—1)x D+ (k—2)X Dg_14- - -+ Dy). = X x D(k+(k—1)-+---+1), which
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equals to ( k“ x X x D). After this time interval, the component C; will have the

highest partltlon mdex By lemma 4, in the presence of infinite merges, the algorithm

will stabilize if X < 35 and it will take on average an additional (1 = D) time units.
Thus, the average stabﬂlzauon time is upper-bounded by (1—)?)3(7[) + k(k; D % X x D).

]

Lemma 6. Given a set of components Cy,Cs,--- ,Cy,C;,Ciiq,- -+, such that: PI; >
Ply>---> Pl 1> Pl = PI; = Pl;.1 > ---, and the merging of two components
occurs when a new strong link is formed between their uncertain nodes. Then, the
concurrent merging of C; with some or all of these components will terminate within

a finite period of time.

Proof. Each network component C', consists of multiple uncertain subgraphs denoted
by U, and a unique certain subgraph denoted by S,. We consider that the diameter
of an uncertain subgraph U, is denoted by A, and the merging of two components
C, and Cy occurs when a new strong link is formed between their respective uncertain
subgraphs U, and U,. Let us assume the execution of the following scenario: When
the subgraph U, merges with U, at time t, and PI, > PI,, a CreateDag message will
be propagated in U,. After traversing A, hops, the CreateDag message is stopped
by a certain node p € C,. This latter propagates in turn a CreateDag message that
traverses U, and U, until it reaches a certain node ¢ € C,. If PI, > PI,, node ¢
triggers a lid,-DAG propagation through U, and C;. From this scenario, the maximum
number of steps to complete the merging of such components is: (2(A; + Ag) + D;).
Let A denote the average diameter of uncertain subgraphs. By lemma 5, a component
C; gets the highest priority index after the merging with & components. So, it needs
((4kA + kH)D)X) time units. By lemma 4, after C; has obtained the PI with
highest prlorlty, and in the presence of infinite merging, the algorithm will stabilize
if X < 7 D, and it will take on average an additional (—= = D) time units. Thus, the

average stabilization time is upper-bounded by ( 13/(\?( = + (4kA + kH)D)X ).

]

Case 5: We consider the case where concurrent links weakness occurring at nodes
aq, -, aq at by, -+ T, respectively, leads to disconnect a component C; from [-DAG.

During reference level propagations, infinite components C,,,, C,,, - - - merge with C;.

Lemma 7. If the disconnected component C; merges only with components of lower

partition index, the algorithm will stabilize in worst cases after an average time of
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+ L DX ). Otherwise if PI; = Ply > -+ = Pl > PI}; >

(= >\XD<2+ 1— ADX (1-ADX
PI; = Pliyq > -+, it will take (=25 k)(kH) x D x X) additional time units.

Proof. Case 5(a): By lemma 3, a reference level RL,, which is propagating in C;
needs to traverse D; hops to complete the forward phase. If during the forward
phase, components of lower priority merge with the disconnected component C;, then
the new resulting components will adopt lid; = [ as a server, which is now un-

reachable. By lemma 5, reference level propagation in a component that has the
XD

1-AXD

to cover Cj;. The backward phase of RL,, in lemma 3 will take at most

highest PI while infinite merges are occurring needs on average units of time

- /\XD
units of time before colliding with RL,,. At this time, RL,, will be stopped and

RL,, resumes its forward propagation phase. During this phase, components with
low priority continue to merge with C;. The average time required to cover Cj is
calculated as follows: The diameter of component C; is increased at the rate of
AD hops/sec. At the end of RL,,’s backward phase, the diameter of C; is upper-
bounded by Dy = (1 55 AD). Therefore, RL,,’s forward phase needs Ty = Dy X

time units to traverse this new diameter. During Ty, C; is increased by ADTj hops,

which means an additional 71 = ADXTj units of time are needed so that RL,, com-

pletes its forward phase. In the same way, during T}, C;’s diameter is increased by

XD &
ADT; hops and so on. Formally: ZT ﬁ) Z()\DX). Providing that
n=0 - n=0

1
————= < o0. Thus, the forward phase duration of RL,,

ADX < 1,) (ADX) =
2 ) 1—-ADX

n=0

= XD
is ZTn = —————. The backward phase of RL,, will take the same time as
— (1-ADX)?

the forward one. The time period to predict network partitioning is upper-bounded
by (= /\XD(Q + = /\DX)). At the end of RL,,’s backward phase, the diameter of C;

becomes D" = )\EZ(T ). So, a,-DAG propagation needs Tp*® = Dp*X time
n=0
units to traverse D§e” hops. During T7¢?, C; increases by ADT7**. Using the same

method as in RL,, forward phase, the a,-DAG propagation in C; component will

XD
terminate after Z T = T Dxs Therefore, the average stabilization time is
— (1-ADX)
upper-bounded by: (= /\XD)(Q + 155+ (I_AE—X)Q) time units.

Case 5(b): C; merges with k components of higher partition index. By lemma 5,
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the algorithm needs an additional (@ X DX) units of time to stabilize. In this

case the average stabilization time is upper-bounded by:

XD 2 1 k(k+1 I
AP o4 —2 4 SRR RN 5 ¢
1 - \XD 1-ADX (1-ADX)? 2

(

The previous seven lemmas prove Theorem 1.

5.8 Conclusion

We have shown that the execution time of the service coverage algorithm is unbounded
in the presence of concurrent topological changes, and hence it is not possible to give
a lower bound for yy, to trigger the partition prediction algorithm.

To deal with this issue, we have proposed a self-stabilizing coverage algorithm
that can converge to a legitimate state even in the presence of topological changes
during convergence time. By defining concurrent and disjoint computations and their
corresponding intervals, an older reference level encompasses any new one belonging
to its equivalence class. In the same way, an older DAG propagation encompasses
newer ones. Simulation results show that the self-stabilizing algorithm experiences
very high service availability compared to the service coverage algorithm. It can
ensure that each node has a strong path to the server of its network component over
98% of the time. We have provided a novel observation about self-stabilization by
defining the stabilization time by the time period that begins when a component C'
that contains a node i enters an illegitimate state, and terminates when this particular
node will be again part of a component in a legitimate state. Using a Markov chain

model, we have shown that the average stabilization time is bounded.



Chapter 6

Location-based data replication

protocols

6.1 Introduction

In the literature, some of the replication protocols [142, 26, 65] that have been pro-
posed for ad-hoc networks try to improve data availability by predicting the time at
which network partitioning might occur and replicate data items or services before-
hand. However, these solutions are not scalable because: (1) the partition prediction
algorithms are themselves not scalable, and (2) nodes in some cases have to invoke
a topology-based routing protocol to send the update and query messages. Another
category called the location-based replication protocols [135, 120, 125] can scale to
large number of nodes, since they use the position-based routing protocol to route
their control packets. However, this category suffers from the fact that it does not
predict network partitioning, which results in low data availability.

In this chapter, we propose three location-based replication protocols: FDRS,
HDRS, and a location service FSLS [38], which is a succession of our location service
(ELS) [42]. The proposed protocols show good results and offer trade-off between

availability and scalability metrics.

108
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6.2 Flat-based some-for-some location service (FSLS)

Ad hoc networks characteristics impose different challenges on designing location
services. First, dynamic topology leads that there is no static relation between a node
and its location. To distribute location information to a set of servers, the location
service utilizes a routing protocol, but the routing protocol requires the location
information of these servers in first place, which results in a functional deadlock.
Second, the location service must incur low overhead in order that the servers do
not quickly drain out their batteries. Third, network partitioning would make the
location servers unreachable to some nodes, and hence it considerably decreases the
availability of location information. In other words, the location service that would
be deployed in the ad hoc networks needs to be scalable and provide high location
availability. A location service is said to be scalable if it has the ability to adapt
to increased demands in terms of network size and node speed without the need for
significant additional overhead. The location availability is defined as the probability
to access location information when needed under dynamic environment caused by
node mobility and node failures. Recently, many location services for ad hoc networks
have been proposed [145, 28, 91, 147, 151, 126, 32]. Many of which have only focused
on designing scalable solutions without paying too much attention to their location

availability.

6.2.1 Design Considerations

In the literature, two metrics are used to assess the efficiency of any location service:
the scalability in terms of communication cost and location availability. The commu-
nication cost is defined to be the average number of messages a node generates per
unit time to perform an update or a query operation, and the location availability.

Yu et al. [152] have analyzed the scalability of SLURP [145], SLALoM [28],
GLS [91], DLM [147], and HIGH-GRADE [151]. The analysis has shown that the
communication cost of HIGH-GRADE scales linearly with the node speed v and
logarithmically with the number of nodes in the network n. HGRID [117] also has an
asymptotic communication cost of O(vlog(n)). They outperform the other location
services. SLALoM has an asymptotic communication cost of O(v+/n), versus O(v/n)
for SLURP and and the quorum-based location service (CRLS) [130].

Figure 6.1 presents the above location services along two dimensions: scalability
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Figure 6.1: Location services along two metrics

and location availability. Figure 3.6(d) shows that HIGH-GRADE imposes on query-
ing nodes to contact a chain of servers in a certain order so as to retrieve the queried
node’s exact location. If one of these servers is unreachable or the area, which is
supposed to contain a location server is empty, the query operation cannot be per-
formed. From the figure, we can intuitively conclude that the location availability
of multi-level location services is low. This intuition is proven in Section 6.2.6. The
same thing can be said about GLS and DLM as they are also multi-level location
services. SLALoM has better location availability than HIGH-GRADE since it needs
to contact at most two location servers. As query packets in SLURP do not need
to contact many servers in a certain order or to traverse specific areas to reach their
target regions, its location availability is higher than that of SLALoM. However, it
still suffers from unsuccessful location query due to empty regions. CRLS outperform
the other location services in terms of location availability because the intersection
of row and column is guaranteed. As both metrics are important for ad-hoc net-
works, we propose a location service that balance the tradeoffs between scalability

and availability.
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6.2.2 System Framework

The architecture of the proposed system framework is shown in Figure 6.2. It consists
of four layers: the application layer, the middleware layer, the routing layer and the
MAC layer. As part of the framework, the routing and the MAC layers provide an
estimation of the residual node lifetime and the available bandwidth respectively.
When a location-aware application such as the tour guide wants to obtain the
position of a certain node D, it contacts the location service. This latter will check if
such a position is available in its own location table. If so, it will directly respond to
the application. Otherwise, it will demand the position-based routing protocol to find
at least one of the location servers of D. The location servers should respond with the
current location of D. On the other hand, when a node S wants to communicate with
D, it first contacts the routing protocol, which in turn contacts the location service.
The location servers of D should respond with an approximative location information,
i.e., the geographic area where D is located. In the cross-layer information, the routing
layer estimates the residual battery lifetime by recording the different packets that
pass through it. It can be used to determine the time at which the location information
table will be replicated onto another node, in order to maintain location information
availability for a long time period. The available bandwidth estimation provided by

the MAC layer is used to derive an upper-bound on the replication time.

s Network Location-aware Cross-Layer
g application Application Information
E: \ ¢

(]

:
b= Location Service  |—» Location Table
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= Pos_!tlon—based Residual node
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Figure 6.2: System framework



112

6.2.3 Definitions

We propose a new construction that maps each node identifier to a fixed set called a
hash-based set. A hash-based set for a node A is obtained by applying a known hash
mapping algorithm that maps each node A to a set H 4.

We define the bi-set B, as a couple (Ua, Q4), such that Uy = Ha, and U, C Uy.
Ua and Q4 are called the hash-based update set (HUS) and the hash-based query set
(HQS) of node A respectively.

The hash-based sets system 8 is a set of bi-sets, i.e., 8§ = {By,---,B,}. We

consider that m < n because two nodes may map to the same hash-based set.

6.2.4 Area partitioning and location server selection

The first design choice we adopts is structuring the location servers as a flat-based
approach. The area covered by the ad hoc network is partitioned into G square
zones of equal-sizes. All of these zones have well-known identifiers (IDs) distributed
over the range [0,---,G — 1]. We assume that there exists a static function f that
maps a node’s ID into a specific zone. Formally, f(node ID) — zone ID. Figure 6.3
depicts the partitioning scheme, in which the respective zones’ identifier are shown
in the upper-left corner of each zone, and the location servers are colored gray. Each
node is assigned a hash-based update set (HUS) consisting of « zones. « is a system
parameter upper-bounded by G. A well-known hash algorithm H (A, G, ) constructs
a HUS for node A (Algorithm 7), where U4 represents the set of zones’ identifier. An
example of a function f is: f(ID) = (ID%G). Nodes that return the same value of
f() are assigned to the same HUS. In figure 6.3, f(A) = 0, G = 20, and « = 3. So,
Uy is {0,6, 12},

Algorithm 7 The hash algorithm H(A, G, «)
1: Uy = @;
2: k:=0;
3: for j =1to ado

4: Uy =Uus U{f(id(A) + k)};

5

6

7

k=k+[9);
. end for
. return Uy,
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Unlike other flat-based location services, the hash algorithm maps a node identifier
to a set of home zones. Moreover, only a unique node from each zone is selected as
a location server. In real mobility patterns, node density may not be uniform across
the network, which results in multiple empty zones. In this scheme, a query operation
fails only if the querying node cannot access any of its location servers.

We propose the stability of a node as a metric for the location server selection
criterion. The metric predicts the time period during which the node will remain in
its zone. It is based on the residual battery power and the current positions of the
node. A node disappears from its zone either: (i) if it moves out of its current zone,
or (ii) or it drains out of its energy power. Each node i estimates its stability as
follows: First, it calculates the rate of its battery power depletion R; for every time
period AT, then it estimates the residual time before it runs out of energy power,
as shown in equation 6.1, such that F; denotes i’s residual battery power. Second, it
calculates the remaining time before it moves out of its current zone, T'mob; (equation
6.2). Where dN (i), dS(i), dE(i), and dw(i) are the distances that separate node i
from the north, south, east, west sides of its current zone, and Vmax; is the node ¢’s
maximum velocity. The respective distances are depicted in figure 6.3.

Tpow; =

ma—(s) (6.1)
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min (dN (i), dS(i), dE(), dW (i)

mo Vmax;

(s) (6.2)

Equation 6.2 derives a conservative estimate on T'mob;. It assumes that the node
is moving toward the nearest side. Finally, the stability of node, denoted by @ &; is

given by the following equation.

& = min (Tpow;, Tmob;) (6.3)

Initially, the node with the highest value of stability will be selected as the location
server of its zone. Ties are broken by comparing node identifiers.
The Combination of the hash-based sets construction, the flat-based approach,

and the location server selection procedure leads to the creation of GG servers. We

axXn

G
As (&) < 1, the proposed location service (FSLS) can be classified as a some-for-some

assume that G < n. Each server node stores the location information of (¢5") nodes.

approach.

6.2.5 Service operations

Nodes perform two types of operations: update and query. Each operation has its
corresponding response, ack for update and reply for query. Each location server
holds a location table, which records for each stored node the following fields: (1)
its id, (2) the zone id where that node is in, and (3) its tiemstamp (i.e. the latest
update time known by the location server). As we can see, FSLS adopts a two-level
grained strategy. We assume that the position-based routing protocols are much more
invoked than the location-ware applications, and they aim to deliver data packets to
the destination nodes, and not to know the exact location of those nodes. The exact

location of node is only known by the node itself and its neighbors.

Location update

When a node 7 moves out of its current zone and into a new one Z,,, it sends an update
message toward the center of each zone € (U; U Z,,). The update packet contains the
following information:

< sreid, seq, src zone, target zone, new zone, new timestamp >. The pair (src id,

seq) denotes the source node and the sequence number of the packet. It uniquely
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identifies the update packet. src zone is the id of the source node’s zone and tar-
get zone is the server node’s zone. new zone is the node’s new zone. The update
packet also includes the new timestamp which is obtained by increasing the current
timestamp by one.

When the packet reaches a node in the target zone, two cases can occur. If that
node has a cached route to the location server, the packet is immediately routed
toward the server. Otherwise, a route discovery packet is broadcasted in the zone to
find a route to the location server. Upon receiving the update packet, the location

server sends back an ack packet to the source node.

Location query

According to users and applications requirements, query packets can be sent with two

levels of accuracy: high, and low:

e High accuracy: The exact position of the target node is needed by the location-

aware applications.

e Low accuracy: It is required by the position-based routing protocols that aims
to know the zone id where the target node resides in and not to know its exact

location.

The major disadvantage of the flat-based location services is that a query packet
sent by a node may need to traverse long distances to retrieve the location of nearby
destinations, therefore increasing query latency. To deal with this issue, we propose to
limit the distance that the query packet traverses. A source node B wishing to obtain
the position of a node A, firstly sends a query packet to the location server of the zone
where it resides, denoted by Lp (arrow (1) in figure 6.4). If Lg holds the location
information of D, then S will obtain D’s location within a time proportional to the
side length of the zone. If node B receives no response, it will execute Algorithm 8 to
obtain the @4 set. ()4 is first defined to be the set of zones that belong to U4 such
that the physical distance between node B and the center of each zone is bounded by
dy, (arrow (2) in figure 6.4). If the resulting Q4 is empty, Q4 will be set Us. Then,
B will send a query packet toward the center of each zone € (Q4 U Z,).
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Figure 6.4: An example of executing a query operation

Unreachable zones

If a node 7 fails to contact the server of a certain zone, it considers that the zone
is unreachable. A zone is called unreachable if either it is empty or the location
server in that zone is unreachable due to network partitioning. To avoid unnecessary
message overhead, each node keeps a set, called the Unreachable zone list (UZL).
This latter includes the zones’ ID which are unreachable. When a given zone is
declared as unreachable, it will be added to the Unreachable zone list for a period
of time T. During that period, update and query packets are sent to (U; — UZL;)
and (Q; — UZL;) respectively. After the expiration of T', the zone in question will be

removed from the list.

Handling mobility and failure of location servers

When a location server becomes no longer available, queries that arrive between the
time that the server is unavailable and the next updates from nodes whose locations
are stored at the server will fail. To address this issue, the location server node that is

about to cross the boundary of its zone or it is about to run out of battery power, has
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Algorithm 8 Construction of ()4 set
t Qa=10
: UA = j‘C(A, G, Oé);
. for all Z in Uy do
if (distance(B,Z) < dy,) then
Qa=QaU{Z};
end if
end for
if (QA = (Z)) then
Qa:=Ua
end if
. return Q) 4;

© X e Wy

—_ =
—= O

to replicate the location information table onto a new node before it leaves the zone or
it dies. The service replication is triggered when the following constraint is verified:
(& — AT) <time of replication process. Let us consider that D denotes the size
of location information table to be replicated and transmitted over an end—to—end
wireless connection with an available bandwidth of Bw bits/s. The replication process
needs (%) seconds in order to be achieved. The old server ¢ and the new server j
must fulfill the following requirements: (1) (§(t) — AT) < (£=) and (2) &(t) is the
maximum among the nodes of its zone.

The problem that can occur when tracking the residual lifetime of a node in its
zone, is its disappearance during the interval At. No warning is generated until the
next period. By that time, the server may be already disappeared or not enough time

is left to carry out the replication process. To efficiently track the node in its zone, the

1

1 . .
m, m) This technlque ensure

following property must hold true At < max (
any-time service availability as long as the zone is not empty.

It is possible all the a zones of a node are empty, and thus the update and the
query operations fail because the querying node node does not receive any response.
To deal with this problem, and in order to reduce the effect of such cases on data
availability, we propose a known rescue hash mapping algorithm that maps each node

A to a new set denoted by HY.
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6.2.6 Analysis

In this section, we use a common theoretical framework to compare the scalability
and the availability of FSLS, HIGH-GRADE, GLS, DLM, SLURP, SLALoM, and
CRLS under: (1) uniform and localized! traffic patterns. The notations used in this
section are summarized in Table 6.1. We define four metrics: location update cost,
location quer cost, storage cost and availability degree, which are formally defined as

follows:

e Location update cost (c,): The average number of one-hop transmissions each
node needs to perform in a second to maintain fresh location information on

the location servers.

e Location query cost (c,): The average number of one-hop transmissions due to

location queries each node needs to perform in a second.
e Storage cost (cg):): The number of location records all the location servers store.

e Location availability (Ad): The probability that a query operation acquires the

location information of the queried node.

Table 6.1: Notations

pm | prob. that distance between 2 nodes is < r

Pa prob. that a node is alive

C battery power capacity

g prob. of establishing a link between 2 nodes

P; prob. of establishing a path of ¢« hops between two nodes

m; | average number of nodes that are located in the same level-i square as A but not in the same level-j such that j < ¢
pi level-i square boundary crossing rate

d; distance between two random points in a level-i square

n; number of hops between two random points in a level-i square

z average progress of each forwarding step

c1 constant of random distance within a square

o the minimum transmission range for which the network is connected

R side length of a level-0 square

6.2.7 Scalability analysis

Woo and Singh [145] have proposed a theoretical framework to analyze the scalability

of a location management. Under this framework, n nodes are randomly distributed

Nocalized means that queries are from nearby nodes
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in a region of area A. Nodes select a random direction to move in, chosen uniformly
between [0, 27|, and a random distance for which the move. each node also selects
its speed v, chosen uniformly between [v — ¢,v + ¢|. The average degree of a node
(i.e., node density) is constant, the area A must grow with n. The area of each zone
is a. Thus, The ad hoc network region is divided into G = (2) zones. The main

observations from [145] are the following:

1. The cost of broadcasting in a square by a node, b, is proportional to the number
of transmissions needed to cover the said square. Thus, b = (%), where r is the

transmission radius of a node.

2. The distance a node has to cover to cross an unit square is proportional to the
side of that unit square. Thus, the number of zones a node crosses per second,

p, is proportional to \/La

3. Given two nodes separated by distance d, the number of hops needed to send
a packet from one node to the other is given by u = g, where z is the average
forward progress made toward a destination in the course of one transmission.

z depends on r; and the average degree of a node.

Location update cost

When a node moves out of its current zone and into a new one, it generates an
update message that is sent to X = (p x a) zones. In addition, the update packet is
sent to the server of its new zone. When the update packet reaches a node of one of
those zones. If that node has not a cached route to the location server, it broadcasts a
route discovery packet to all nodes within the zone to establish a route to the server.
The cost of updating one server is (b + u). The location update cost can be written

as:

cu = O(p(a(b + u) + +/a)) packets/sec/node (6.4)

The average distance between two random points in a square of area A (i.e., u) is
proportional to v/A [45]. The location servers incur additional overhead, since before
they move into a new zone, they have to elect a new server. The election procedure

requires O(a) broadcasts. The total location update cost (czy,) is:

Cry = O(p[oz(é(u +2b) + (n — é)(u + b)) + nv/a]) packets/sec (6.5)

a
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Substituting p, v and b, we have

CTy = O(%[é(\/Z%— 2a) + (n — é)(\/Z%— a)] + v x n) packets/sec

Recall that A is proportional to n, therefore, we get

3

VitV

We hold « as constant, therefore, we get

cr = O((« )( +ny/a) + v x n) packets/sec

cry = O(v (\/_ \/_ n(1+ +/a))) packets/sec

Minimizing ¢z, with respect to a, we have a = O(y/n) and thus the total location

update cost is
Cru = O(’U(n% +n+ n%)) =O(v 2) packets/sec

Therefore, the location update cost is O(v+/n) packets/sec/node

Location query cost

When a node wishes to find the location of a specific target node, it sends a query
packet to (8 zones. When a node of the target zones receives the packet, and it has
not cache to its location server, it broadcasts a route discovery packet to all nodes
within the zone. The cost of performing this query is (u + b). If the query packet
is of high accuracy, the location servers need to contact the queried node itself. We
assume that queries with high and low accuracy are issued by each node at a Poisson

rate of Ay query/sec and A, query/sec respectively. The query cost (¢,) is

cq = O(B(AL(u+b) + 2Ag(u +b))) packets/sec/node (6.6)

cq can be written as

cg = O(B(A1 + 2Xg)(v/n + a)) packets/sec/node

A, and A are constant, therefore, eliminating terms and substituting a with \/n,

we get
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cq = (Bv/n) = O(y/n) packets/sec/node

If the querying node and the target node both reside in the same zone, The
query packet traverses a distance of O(y/a). So, the query cost for localized traffic is
O(/n) packets/sec/node.

Storage cost

axXn

a
« is constant, the storage cost is proportional to n.

Each location server stores (“<%) records, and there exist G location servers. As

6.2.8 Availability analysis

The probability density function (pdf) of the distance S between two nodes with
uniformly distributed node is given by [18]:

-~

fs(s) = gi[lsw — 36 arcsin(g) — 95V - 2

™

where S = %, and a = \/é.
We assume that all nodes have the same transmission radio range. Two nodes
establish a link if they are located within distance of r of each other. The probability

that the distance between two nodes is less than or equal to r is given by [47]:

pm=P(S<7) = /0 " fo(s)ds

We use a birth-death process for modeling changes in the amount of residual
battery power at a mobile node. We denote with @)y the state of the system when
the residual battery power R is k Joules. From the state @k, birth-death process
may transit only in state (Jx,1 and state (Q;_1, or remain in the state (), during time
interval At. R is increased with the rate of A\ Joules/s, and it is decreased with the
rate of pu Joules/s, such that A < p. The battery power capacity is denoted by C.

Using Kendall’s notation [17], we describe the system by using M/M/1/C" queu-
ing system. By assuming equilibrium in the system, we may apply global balance

equations. We denote by II; the steady state probability that the system is at state
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The probability that a node is alive is given by:

)C—i—l

c 2
_ _ _n
pa—ZHi_l_HO_l_( )C+1
i=1

= I

= I>

A link (X,Y) is formed if both endpoints X and Y are alive and they are within
the transmission range of each other. The probability of establishing a link is obtained
as : g = pm X p2.

If the two nodes are not neighbors, they can indirectly communicate with each
other by using the intermediate nodes. Two arbitrary nodes in the network with n
nodes connected by i hops through (i — 1) intermediate nodes. There are (n — 2)
ways that any arbitrary (source, destination) pair can set up a path of two hops,
(n —2)(n — 3) ways to set up a path of three hops, and (n —2)(n—3)---(n—1) ways
to set up a path of ¢ hops. Thus, the probability of establishing a path of ¢ hops is
given by:

P=Kygi1<i<n-1

where

The network is connected if and only if there is a path between each pairlof nodes.
—
The probability that the network is connected is then obtained as Pc = Z P,
n—1 =
For a given, n, there is ry such that: Z Kig'(ro) = 1, where 7 is the minimum
transmission range for which the networlé:ils connected. For any r > rgy, there is a
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n'—1 n’

n’ < n — 1 such that: Z P, <1, and ZH- > 1. Therefore, P; is given by

i=1 =1

Kigi(r) if 1<i<n-—1
Pi=4q 1- Z Kig'(r) if i=n'
i=1
0 if nf<i<n-1

In [18], it is shown that the p,, is increasing function of the transmission radio
range r. It is easy to see that P; is dependent on the number of nodes n, and the
transmission range.

Here we can distinguish two cases: {P;} is a decreasing or an increasing sequence.

We will prove by induction that if (n —2)g < 1, then {P;} is a decreasing sequence
for every i € [2,n' — 1].

Proof. Base case: i =2, we get Py = (n—2)P; < 1, and hence P, < P;.

Inductive Hypothesis: Let us assume that {P;} is a decreasing sequence for every
[ such that: 2 <[ <. We shall now prove that {P} is a deceasing sequence for
l=1i+1.

P; can be written as follows: P; = (n—i)gP;_1. As P, < P,_y, then (n—i)g < 1. We
have also: P41 = (n—(i+1))gP;, and as (n—(i+1))g < (n—i)g < 1, then P41 < P,.
Therefore, { P} is a deceasing sequence for every [ such that: 2 <1 <n'—1.

O

We can easily show that if (n —i)g > 1 for every i € [2,n' — 1], then {F;} is an
increasing sequence.

In hierarchical-based location services (HIGH-GRADE, DLM, and GLS), the en-
tire network area is called a level H square. The level H square is divided into four
quadrants, called the level-(H — 1) squares, each of which is further divided into four
quadrants as well, so and so on forth, until the entire region is divided into 4 level-0
square. The side length of a level-0 square is denoted by R = \2/—,{2.

The average number of nodes m; (see Figure 6.5) that are located in the same
level-i square as A but not in the same level-j such that j < 4, can be easily obtained
as follows:

mi:{ s it 1<i<H
awr—1 if i=0
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H
We can obtain that: Z m; =n—1
i=0

als
INE-]

NI

Level-3square Level-2square  FSLS's zone Level-0 square
Boundary Boundary Boundary Boundary

Figure 6.5: Node distribution in the network

HIGH-GRADE

In HIGH-GRADE;, If nodes A and B are co-located in the same level-i square, the
query is forwarded sequentially from pLS Py, pLSPy,--- up to pLSP; (LSP;) then to
LSP;_; until LSP,. In this case, the probability Ad?¢ that a node B obtains A’s

exact location information is:

Jj=t 7j=1
AdlS = ] P x || Pow
j=0 j=i

J=t
2
= By H Pla
j=1

GLS
In GLS, each mobile node may designate nodes in each sibling region with IDs
closest to its own ID to serve as its location servers. When a node B wants to find

the location of A, it sends a query packet toward a node whose ID is the least greater
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than or equal to the A’s ID within the order-1 square. The query packet is then
re-sent to the node in the next order square in the grid hierarchy, whose ID is the
least greater than or equal to the A’s ID within the order-2 square, and so on.

If 7 is the level of the minimum common square A and B are co-located, the

probability AdSL that a node B obtains A’s exact location information.

J=t
AdZYS =T Py
j=0

DLM

DLM partitions the entire network like GLS. There are H + 1 levels of squares.
The location servers are distributed uniformly across the network, one server in every
level-k square. If the server is located in the same level-k square as A, the complete
location information is stored. When a node B wants to find the location of A, and
the partial address policy is used, a query packet is sent toward the location server
of its level-k square. If the complete address of A is found, the query is complete.
Otherwise, the server of A indicates which level-j square A is in such that j > k.

If ¢ is the level of the minimum common square A and B are co-located, the

probability AdP*™ that a node B obtains A’s exact location information is:

j=H
AdZDLM == P¢2k H P¢2j

=k

SLURP
In SLURP, the query packet is forwarded to A’s home square. The probability to

retrieve A’s location information is AdSTVEP = Pyon.

SLALoM

The probability that a node B obtains A’s exact location such that A’s home
square is in the level-1 square B is in, is given by AdyLAroM =

dgLALoM

Prooy. If A’s home
VG

square is in the level-2 square B is in, then A = Proon X Pyon.
el
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CRLS

The FACE algorithm guarantees that that read and the write quorums will inter-
sect if the network is connected. Therefore, the probability to retrieve A’s location
information is Ad" = Pc. If r > ry, then Ad“% = 1.

FSLS

If B and A are not in the same zone (i.e., faraway destination nodes), B sends a
query packets to ((3) zones. The average number of hops each query packet traverses
to reach each of the (3 servers is E(ng). The probability that B accesses a single

faraway server is: Pyym, and the probability that at least one zone responds is:

k=p

6 _

AdFSLS:Z(k P£2H<1—P¢2H)6kzl—(]_—quQH)ﬁ
k=1

dFSLS

We can use a Taylor series approximation for A , we obtain

Ad" = BPyon

B retrieves A’s location information from the server of its current zone only if B
and A are located in the same zone (i.e., nearby destination nodes), and the server

is reachable. The probability that both nodes are in the same zone is %, and the

G?
average number of hops between two nodes in a zone is (;\1%)211 , and therefore,

AdFSLS —

PiQH-
VG

AJFSLS _ P%QH if Bisin A’s zone (nearby destinations)
BPyu if Bisnot in A’s zone (faraway destinations)

6.2.9 Comparison

We will compare the availability degree of FSLS with that of HIGH-GRADE, GLS,
DLM, SLURP, SLALoM, and CRLS when {P;} is a decreasing and an increasing
sequence.

We note that AdFSES > AdSTURP and AdFSPS < AdY® in both cases: decreasing

and increasing sequence.
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Case 1: {P,;} is an increasing sequence

Pyon > Py V0 < j < H —1, and hence AdFSES is greater than Ad]HG, Ad]GLS,
and AdP™™ Vj e [0, H].

In case of nearby destinations: Ad;EALoM > AdFSES. Thus, for /n nodes, the

probability that FSLS obtains A’s location information is less than that of SLALoM.

Case 2: {P,} is a decreasing sequence
We assume that the FSLS’s zone is less than the level — (H — 1) square, and
greater than the level-0 square. For the sake of simplicity, FSLS’s zone is depicted as

level-1 square in figure 6.5.

If A is located in the same level-H as B (faraway destination), we have

j=H-1

Ady® = (P, H o21) X Pion = Crig x Plyu

j=H-1
AdgLS - P¢2H X H P¢2H - OGLS X P¢2H
5=0
j=H-1
AdPEM — (Pyor H Pyoi) X Pyon = Cppy X Pyon
=k

AdFSLS is greater than Ad2Y, AdGES, and AdDEM | since 3 > is greater than Cjg,
Cars, and Cprar. Therefore, for ( ) nodes (i.e., 75% of nodes), the probability that
FSLS obtains A’s location information is higher than that of HIGH-GRADE, GLS,
and DLM.

If A is located in B’s zone (i.e., nearby destination), A is greater than
AdH%S , Adq\%‘g , and Ad[%M . A zone contains y/n nodes, So for %ﬁ, the probability
that FSLS obtains A’s location information is higher than that of HIGH-GRADE,
GLS, and DLM.

As for SLURP, we can easily deduce that the availability degree of SLURP is lower
than that of FSLS.

As for SLALoM, we have two cases:

dFSLS

e In case of faraway destination nodes: AdyLALM < AqFSLS,

e In case of nearby destination nodes, AdyLALM < AGFSLS,
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6.2.10 Discussion

Table 6.2: Location service performance comparison

l “ HIGH-GRADE [ GLS [ DLM [ SLURP [ SLALoM [ CRLS [ FSLS l
Lozation O(vlogn) O(vy/n) O(vi/n) O(vy/n) | O(wimn) | O(vy/n) | O(w/n)
update cost
Location O(v/n) O(v/n) O(¥/n) O(vn) | O(¥/n) | O(vy/n) | O(vn)
query cost (uniform) (uniform) (both) (both) (both) (both) (uniform)

O(logn) O(logn) O(¥Yn)
(localized) (localized) (localized)
Storage cost || O(nlogn) O(nlogn) | O(nVn2) | O(nyn) | O(n¥m) | O(nym) | O(n)

Table 6.3: Number of nodes for which the location Availability of the service is less than that of FSLS

HIGH-GRADE | GLS DLM SLURP | SLALoM | CRLS
Casel || n n n n n—+/n 0
Case 2 %(n—i-\/ﬁ) %(n—l—\/ﬁ) %(n—&—\/ﬁ) n n 0

We summarize the scalability metrics of the seven location services in Table 6.2.
The different costs of HIGH-GRADE, GLS, DLM, SLURP, and SLALoM are pro-
vided in [70]. The update location cost in FSLS is asymptotically better than GLS,
DLM, SLURP and SLALoM, and CRLS. It is also asymptotically better than HIGH-
GRADE when n € [5,5500]. We observe that FSLS improves the query location
cost over SLURP, GLS, DLM, and SLALoM. It reduces query latency by limiting
the distance a query packet traverses. Location information of nodes residing in the
same zone as the querying nodes can be obtained within time period lower than that
of SLURP. Using the unreachable zone list, FSLS reduces the number of messages
generated to perform an update or a query operation. Moreover, it can incurs low
query cost (i.e., v/n) if the faraway servers are unreachable, and the querying and
the queried nodes are in the same zone. FSLS outperforms the other five location
services in terms of storage cost, since it is classified as a some-for-some approach.

Table 6.3 gives the number of queried nodes for which the location availability
of each location service is less than that of FSLS. The two-level and hierarchical
approaches gives lower availability degree than FSLS for the majority of queried
nodes, because they impose on querying node to contact a chain of servers in a certain
order. If one of these servers are unreachable, the query operation cannot being
carried out, whereas in FSLS, it is sufficient that at least one server responds to get
the location information of the queried node. SLURP gives low location availability

in comparison with FSLS since it queries only one region. CRLS outperforms the
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other location services in terms of location availability. However, this comes at the

cost of increasing update, query, and storage costs.

6.2.11 Simulation results

We study the performance of the proposed service using GloMoSim simulator [153].
All nodes have a transmission range of 250 m. They move according to the waypoint
mobility model. In this model, a node randomly selects a location and moves toward
it with a constant speed uniformly distributed between zero and a maximum speed
Vinae , then it stays stationary during a pause time of 1 second before moving to
a new random location. Initially, each mobile node has a battery capacity of 400
Joules. We have implemented three location services, which are: (1) CRLS [130], (2)
HIGH-GRADE [151], and (3) FSLS. We have also implemented a geographic routing
protocol GPSR [81].

Since the performance of FSLS is dependant on the selection of «, we decided to
simulate three versions of FSLS, with a= 2, a=4 and a = 6 (hereafter called FSLS-2
and FSLS-4, and FSLS-6) respectively.

More than the update location cost and the query location cost defined in Section

6.2.6, the following metrics are evaluated for the location service protocols.

1. Location availability: is defined as the percentage of success queries over the

total number of queries issued.

2. Seruvice lifetime: The time until all the location servers run out of power.

All of our simulations are conducted without any data traffic, which discard the
factors affecting node lifetime, and hence allows us to better judge the performance
of services. To study the performance of the service for network scalability and node
mobility. We have carried out two sets of simulations. The first study fixes the node
density to be 100 nodes/km2 and Vmax to be 10 m/s while varying he total number
of nodes in the network. In FSLS, a network size of 2km? is divided into zones of
500m. The length of the zone is increased by 50m as the network length is increased
by 1000m. The second study evaluates the location services in a square of 3km?
consisting of 300 nodes by varying the average node speed.

Figure 6.6(a) shows the location update cost as a function of n. Location update

cost is the number of location update packets that are originated at or are forwarded
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Figure 6.7: Query cost

by a node per second. CRLS has the highest overhead among all three protocols.
This is primarily due to the fact that the length of rows and columns is increased.
HIGH-GRADE has a lower number of updates than CRLS. However, it incurs more
update than FSLS-2, and FSLS-4 because as network size is increased from 2km? to
6km?, the hierarchical level H is increased from 3 to 5. In HIGH-GRADE, whenever
a node crosses level-i square boundary, it needs to update all its level-j servers for
1 > j — 1, and as H increases, HIGH-GRADE needs to update more servers. In
FSLS, as the network size is increased, the zone size is increased, which decreases
the frequency at which each node generates an update packet, but update packets
take longer paths which makes FSLS grows as n increases. Since the update cost of

HIGH-GRADE increases only logarithmically with the number of nodes, it performs
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better than FSLS-6.

Figure 6.6(b) shows the location update cost as a function of maximum node
speed. CRLS scales worse asymptotically than FSLS and HIGH-GRADE. This can
be explained as follows: as nodes move more rapidly, the network topology changes
more frequently, and CRLS generates update packets at a higher frequency than that
of HIGH-GRADE and FSLS. HIGH-GRADE generates an update packet each time it
crosses a level-0 square boundary (i.e., side length is 182.5 m), whereas FSLS generates
an update packet each time it crosses a zone boundary (side length is 600m). We can
notice that the update frequency of FSLS is less 3 times than that of HIGH-GRADE.
For this reason, FSLS-2 and FSLS-4 perform better than HIGH-GRADE, but FSLS-6
performs worse than HIGH-GRADE since it sends each update packet to six zones.
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Figure 6.7(a) shows the location query cost as a function of n. Location query cost
is the number of location query packets that are originated at or are forwarded by a
node per second. CRLS has the highest overhead among all three protocols for the
same reason discussed in reference to figure 6.6(a). HIGH-GRADE transmits more
query packets than FSLS because the majority of the queried nodes are not close to
the querying node, and the query packet has to travel high up and low down in the
hierarchy to retrieve the queried node’s location information. On the other hand,
FSLS tries to reduce the number zones targeted by each query operation.

Figure 6.7(b) shows the location query cost as a function of maximum node speed.
From the figure, we can notice that node speed has much effect on the query cost.
This validates our analytic results.

Figure 6.8(a) shows the location availability as a function of n. CRLS outperforms
FSLS and DLM because the intersection of row and column is guaranteed if the
network is not partitioned. FSLS outperforms HIGH-GRADE because its location
servers replicates their location tables onto a new node before they leave their zones
or run out of power. This technique improve the service reliability. The location
information in this case is more likely to be available in the zone. In contrast to
FSLS, HIGH-GRADE does not deal with the depletion of node’s power. Moreover, To
obtain the exact location of a node, HIGH-GRADE has to access a chain of location
servers in a certain order. If any single square in this chain is empty, the query
operation fails. The location availability of CRLS is slightly affected by increasing
number of nodes, whereas that of FSLS and HIGH-GRADE decreases as n increases.
This is due to the fact that the query packets in FSLS takes longer routes and that
in HIGH-GRADE has to reach more location servers. We can also notice, that as «
increases, the location availability of FSLS also increases. Figure 6.8(b) shows the
location availability as a function of maximum node speed. Location availability of the
location services decreases as n increases because it might happen that query packets
do not reach their location servers, or some servers have stale information because
of missing location information on these servers. HIGH-GRADE is more affected by
node mobility than the other protocols, because the mobility of location servers of
a certain level increases query failures. To deal with this case, the departed server
replicates its location information on another node.

Figure 6.9 shows the service lifetime experienced by the location services. As
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CRLS generates more packets, its location servers will die earlier than those of HIGH-
GRADE and FSLS. FSLS performs better than HIGH-GRADE because the location
servers replicate their location tables onto a new elected location server before they

disappear from their zones, which considerably increases the lifetime of FSLS.

6.3 Location-based data replication schemes

In the following schemes, we consider a system consisting of a set of n nodes. Each
node ¢ has a data item D, associated with it. We assume that the time between
updates to any data item D; follows an exponential distribution with mean 1/u;, and
each node ¢ generates a query according to a Poisson distribution with mean rate of
i

6.3.1 Flat-based Data Replication Scheme (FDRS)

% L ocation-based

g datareplication

E ¢

2

= Position-based Routing
& Protocol

Figure 6.10: FDRS architecture

We propose the Flat-based data Replication Scheme (FDRS) (see Figure 6.10), is
a replication protocols that runs on top of a position-based routing protocol. FDRS
is an enhanced version of Rendezvous Regions protocol (RRs) [135]. In RRs, each
data item is mapped to a unique region, and inside the region many nodes store the
same information. The drawback of this design is it does not handle the case of
empty regions, which significantly degrades data availability. To reduce the risk of
sending update and query packets to empty regions, we propose to use a known hash
mapping algorithm that maps each data item x to a set H,, which consists of fixed «
regions. Figure 6.11 depicts the partitioning scheme, in which the respective regions’
identifier are shown in the upper-left corner of each region, the replica servers are

colored black, and H4 = {5,14}. Only a unique node from each region is selected
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Figure 6.11: Area partitioned according to the flat-based approach

as a replica server. The data replication protocol performs the update and the query
operations, it also handles the cases of servers leaving their regions, or empty regions

in same way as the protocol presented in Section 6.2 does.

6.3.2 Hierarchical-based Data Replication Scheme (HDRS)

We propose the Hierarchical-based data Replication Scheme (HDRS)(see figure 6.12).
HDRS needs to implement a location service [151] so as to locate its server replicas.
The role of a location service is to map the ID of a node to its geographical position.
Each location service performs two basic operations: the location update and the
location query. The location update is responsible for replicating information about
the current location of a given node A to a set of nodes called location servers. If a
node B wants to know the location of A, it sends a location query message to some
or all the location servers of A. As a location service, we have chosen to use HIGH-
GRADE [151]. In [152], it has been demonstrated that HIGH-GRADE is the most
scalable location service. An overview of HIGH-GRADE can be found in Chapter 3.

In the hierarchical-based data replication scheme, two types of information are
used. The first ones are the data items that are handled by the replication protocol,
and the second ones are the location information of the nodes that are handled by
HIGH-GRADE. HDRS uses a position-based routing protocol to forward its update

and query packets. The replica server that stores the data item of each node A is
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LSP,p. In figure 6.13, the black circles denote the replica servers. When A crosses
the boundary of its level-0 square, it sends its new position along with its data item
to its replica server. In addition, when D, is updated, the new version of D, is also
sent to LSP4 g (figure 6.13). When a node B wants to find A’s data item, it contacts
the HIGH-GRADE location service that locate the replica server of A as explained
in Chapter 3.

6.3.3 Analytical study

We compare FDRS, HDRS, RRs, and a topology-based data replication protocol like
the quorum-based protocols [82, 87] in terms of data availability and scalability. The
scalability metric consists of four costs: Update cost (c, ), Query cost (¢,), Replication
cost (¢,), and Storage cost (cs). To make fair comparison, we consider that the quorum

size is . We assume that each node generates update and query packets at rate A
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Table 6.4: Comparison of data replication protocols

[ “ HDRS [ FDRS [ RRs [ topology-based ]
Replication cost || O(n) O(y/n) O(n) O(y/n)
Update cost O(vlogn + u) | O(apy/n) | O(uy/n) | O(au(n +/n))
Query cost O(A\/n) O(ad/n) | O(A/n) | O(aA(n + +/n))
(uniform) (uniform) (both) (both)
O(Xlogn) O(A¥n)
(localized) (localized)
Storage cost O(logn) O(ay/n) O(v/n) O(ay/n)
Availability pEITT Prprs P Prprs

and p respectively.

Update cost

In FDRS, the area of each region is a. Thus, the ad hoc network is divided into
G = (g) regions. We assume that The cost of broadcasting in a square by a node, b,
is proportional to the number of transmissions needed to cover the said square. Thus,
b = O(a). The average distance between two random points in a square of area A
(i.e., u) is proportional to v/S [45], and S is proportional to n.

When a node updates its data item, it generates an update message that is sent
to « regions. When the update packet reaches a node of one of those regions. If
that node has not a cached route to the replica server, it broadcasts a route discovery
packet to all nodes within the region to establish a route to the server. The cost of
updating one server is (b + u).

The update cost can be written as:

¢y = O(pa(b+ u)) packets/sec/node

Substituting v and b, we have

¢a = O(pa(y/n + a)

If we consider that a is proportional to /n, thus the update cost of FDRS is
O(pay/n) packets/sec/node

In [152], it is shown that the location update cost of HIGH-GRADE is O(vlogn).
Moreover, when D; is updated, the update packet is sent to the server in its level-0
square. The side length of a level-0 square, R is assumed to be constant. Thus, the
update cost of HDRS is ¢, = O(vlogn + p) packets/sec/node.
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Query cost

In FDRS, when a node wishes to find the data item of a specific target node D, it
first sends a query packet to its current region. The query packet traverses a distance
of O(y/a). So, the query cost for localized traffic is O(A\/n) packets/sec/node.
If the node receives no response, it sends a query packet toward the center of each
region € Hp. So, the query cost for uniform traffic is O(A\y/n) packets/sec/node
From [11], we can derive that the query cost of HDRS is O(\;y/n) packets/sec/node
for uniform traffic, and O(\; logn) packets/sec/node for localized traffic.

Replication cost and storage cost

In FDRS, there are (2) servers in the network. So, ¢, = O(y/n). Each server stores

( aén

V).

In HDRS, one server must exist in each level-0 square. It means that there are

) data items, and there exist G replica servers. Thus, the storage cost is O(a X

4H replica servers. As H is proportional to log (v/n), ¢, = O(n). In [152], it is shown
that each server in HIGH-GRADE stores O(logn) location information. Moreover,
each replica server stores the data items of nodes that are located its level-0 square.
As there are () nodes in each level-0 square, each replica server stores O(1) data

items.

Data availability

In [47], the probability P that two nodes are connected is estimated. In RRs, as a
node sends its query to a single region, so its data availability is P. In FDRS, the

query is sent to « regions, and the probability that at least one region responds is:

k=a
(67
Prprs =) ( . ) P*(1—P)**

k=1

In HDRS, if A, and B are located in the same level-j square. As described previously,
each query packet is forwarded sequentially from pLSF,y, pLS P, ..., up to pLSP; (i.e.,
LSP;j), then to LSP;_; until LSF, is reached. Thus, the data availability of HDRS
is: P2+l

In the quorum-based replication protocol, the query is sent to a nodes. We assume

that there is § < « nodes in the intersection between the update quorum and the
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query quorum. Therefore, the probability that at least one node responds is:

k=03 ﬁ
Prprs = ( ) PF(1 — p)P*
k=1 k

Comparison and Discussion

We summarize the performance metrics of FDRS, HDRS, RRs, and the topology-
based replication protocol in Table 6.4. The topology-based replication protocol shows
poor scalability, because the topology-based routing protocol needs to flood the route
request packet in the whole network to locate the target node, which requires a
cost of O(n), and the route reply packet traverses a distance of O(y/n). HDRS is
asymptotically better than FDRS and RRs in terms of update and query cost. On
the other, the update cost of FDRS and RRs is asymptotically better than that of
HDRS when p; < v(lc’%). In addition, the query cost of FDRS for localized traffic is
asymptotically better than that of HDRS when n € [5,5500].

In terms of replication cost, FDRS and the topology-based protocol are more
scalable than HDRS and RRs, because HDRS needs that a server to be available in
each level-0 square, while RRs needs to elect many servers in each region. This leads
at worst case to a complexity of O(n). On the other hand, HDRS outperforms the
other protocols in terms of storage cost. The probability that B in FDRS accesses
A’s data item is higher than that of HDRS. FDRS and offers higher data availability
than HDRS, because HDRS imposes on querying node to contact a chain of servers
in a certain order. If one of these servers is unreachable, the query operation cannot
being carried out. The data availability of RRs is low because it queries only one
region, whereas in the case of FDRS, it is sufficient that at least one server among «
responds to get the data item of the queried node. As 3 < «, the data availability
of the topology-based replication protocol is lower than that of FDRS. From this
study, we can conclude that HDRS works efficiently in large-scale ad-hoc networks
with high update rates and localized traffic, while FDRS shows the best performance

in large-scale ad-hoc networks with low update rates and uniform traffic.
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6.4 Conclusion

In this chapter, we have present a location service and two location-based data repli-
cation protocols, aiming at making tradeoffs between scalability and availability.

The location-based protocol (FSLS) is a new location service aiming at making
tradeoffs between scalability and location availability. FSLS combines the hash-based
sets system and a flat hashing-based structure to select zones where location informa-
tion will be stored. A new server is elected when the current server is about to leave
the zone or run out of power, which improves the service reliability, and increases
significantly the service lifetime. We have analyzed the scalability and the availabil-
ity of FSLS as well as six other location services. Analysis has shown that FSLS
offers a good trade-off between location availability and scalability. It comes second
after CRLS [130] in terms of location availability, and it is the closest competitor to
HIGH-GRADE [151] in terms of scalability, since its communication cost can scale as
O(v+/n), especially under localized traffic patterns. The analysis results have been
further supported by simulation experiments.

As far as the location-based data replication protocols are concerned, our analysis
shows that the design choice and the rate of data update affect the scalability and the
availability of the protocols. HDRS shows low update cost, query cost, and storage
cost. FDRS outperforms HDRS in terms of replication cost and data availability.
FDRS can be more scalable than HDRS in terms of update when the update rate is
low. Moreover, the query cost of FDRS for localized traffic is asymptotically better
than that of HDRS for some values of n. From this study, we can conclude that HDRS
works efficiently in large-scale ad-hoc networks with high update rates and localized
traffic, while FDRS shows the best performance in large-scale ad-hoc networks with

low update rates and uniform traffic.



Chapter 7

K-hop Cluster-based data

replication protocol

7.1 Introduction

The objective of a clustering algorithm is to find a feasible interconnected set of groups
covering the entire node population. Clustering helps to reduce the overhead due to
generation and propagation of information, and efficient network management. A set
of nodes S in G = (V, E) is called a L-hop dominating set if every node in V is at
most L(L > 1) hops away from a vertex in S. For a graph G and an integer K > 0
the problem of determining whether G has dominating set of size < K was proven
to be NP-complete [4, 48]. Polynomial time and message complexity approximation
solution to the K-clustering problem (where every two nodes in the cluster are at
most K hops away from each other) can be found in [48]. In this chapter, we will
present a new clustering algorithm [35] that can limit the query delay and predict

group partitioning based on the residual link and node lifetime.

7.2 Stable K-hop DAG Algorithm

We propose the Stable K-hop DAG Algorithm, which aims at finding nodes that are
more likely to be connected for a long time period. To achieve this, we propose to
use the residual node-link lifetime as presented in Chapter 5. The residual node-link

lifetime between two connected nodes ¢ and j is given by the following equation.

140
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Xi; = min (T'pow;, T'pow;, T'mob;;) (7.1)

where: -
max (R;) (s)
Si(t) — Sr
N1 kw1 | Vi ()]
The definition of SJ}(t), Sg, and V;5(t) can be found in Chapter 4.
Each node ¢ checks if the predicate P = (x;; — At < xs,) holds true. If so,

it considers that the link (7, ) is about to break, and hence the link is called weak.

T'pow; =

Tmob;;(t) =

Otherwise, it is called strong. xu, denotes the lower-bound of the residual link lifetime
at which node 7 has to generate a warning and perform preemptive actions like data
replication.

As discussed in Chapter 3, the clustering algorithms offer poor scalability. To
increase their scalability, we propose to construct clusters consisting of nodes that
are more likely to be connected for a long time period. This characteristic has two
advantages: (1) we reduce considerably the cost of cluster maintenance, and (2) we
can predict cluster partitioning before its occurrence. To achieve this, we propose
the Stable K-hop DAG algorithm. Before presenting the detailed description of the

proposed clustering algorithm, we first define the following terms:

Definition 20. The node for which the predicate QQ = (Tpow; — At < xyu) holds true

1s called short-lived node. Otherwise, it is called long-lived node.

Definition 21. Node j is called a strong neighbor of node i if QQ = (xi; — At < Xtn)

holds true. Otherwise, it is called a weak neighbor.

Definition 22. A path which is composed only of strong links is called strong path.
Otherwise, it is called weak path.

Definition 23. A Directed Acyclic Graph (DAG) is a a graph with no cycles and

each node has a directed path toward a sink node.

Definition 24. A K-hop directed acyclic graph (K-DAG) is a DAG, in which each

node 1s at most K hops away from the sink node.
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Definition 25. A Stable K-hop directed acyclic graph (Stable K-DAG)* is a K-hop
DAG, in which each node has a strong path toward the sink node.

Each node ¢ maintains three variables, the Group Index (GI;), the height (H;),
and the Hop variable. The group index G1; is a couple (T'c;, GL;), where GL; is the
identifier of the node considered to be the group leader of node i. T'¢; denotes the
time at which the group leader has started the creation of its stable K-hop DAG. G,
is said to have lower priority than GI,, and we write GI, < G1,, iff

(Tey >Tey)V (Tey =Tey NGL, > GLy))

Like in Chapter 5, the hight H; =(lid;, 7;, oid;, 14, 0;, 1), and a new reference level
is generated when a node ¢ loses all its strong outgoing links toward its group leader.
The stable K-hop DAG algorithm consists of two logical parts: The first deals
with the formation of groups, and the second deals with dynamically reconfiguring
the groups to take into account group partitioning and groups merging. We assume
that the time between updates to any data item D; follows an exponential distribution

with mean 1/p;, and each node ¢ generates a query according to a Poisson distribution
n
with mean rate of \; = Z)\Zj, where );; denotes the mean rate at which node 4

i=1
generates a query to D;. Nodes have synchronized clocks through an appropriate
algorithm [129] that guarantees an upper bound on the clock error between any two

pair of nodes in the network.

7.2.1 Localized stable K-hop DAG creation

Initially, each node 7 sets GI;, and H; to null. As shown in Algorithm 9, the con-
struction of the stable K-hop DAG can be started by any node ¢ whose H; is null
(Algorithm 9(A)). It sets GI;, H;, and Hop to (t,1), (0,0,0,0,%), and 0 respectively,
where ¢ represents the current time. Then, it broadcasts a CreateDag message con-
taining its group index, its height, and the Hop variable. Upon receiving such a
message, each node j calls the JoinDag procedure. In this procedure, if H; = null, j
distinguishes between two cases: (i) Hop < K, then j joins the DAG, and sends the
tuple < D;, u; > to GI;, and (ii) Hop > K, then it declares itself a group leader and

!'Throughout this chapter, the terms ”group”, ”cluster” and ”Stable K-DAG” are used inter-
changeably.
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constructs its stable K-hop DAG. Otherwise if 7 and j have different group indexes,
the one that has a lower group index (i.e., j) and its distance to the new group leader
GL; is less than K, joins the new stable K-DAG, and sends its data item D; along
with p; to GI;. It is obvious that more than one node can concurrently start con-
structing its stable K-hop DAG. When multiple stable K-DAGs meet, the optimal
choice is to not modify an older Stable K-DAG. So, we stop the propagation of the
current CreateDag messages. The node that changes its group index, broadcasts an
UpdateDag message containing its older leader group, its current group index, its
height and the variable Hop. Upon receiving such a message, a node k that finds
that its group index is deleted, sets its GI; and Hj to null and calls the JoinDag
procedure.

After a predefined timeout, GL; calculates x;, and propagates this information in
its group. Each node ¢ compares y;; to xu, to know if the links (4, j) are strong or
weak, and if ¢ is long-lived or short-lived. xy, is the lower-bound of the appropriate
time to trigger the reference level propagation in case a long-lived node loses all its
strong links (see Algorithm 10(A)). Node that starts a new reference level needs that
the residual lifetime of the last strong outgoing link be sufficient to predict the K-hop
DAG partitioning and to download a copy of the database stored at the group leader.
The group leader calculates xy, so that the following predicate (x, >time to replicate
a database+time to predict the partitioning) must hold. The database replication
process is performed in at most (K x Z |D;|/Bw) seconds, where Z |D;| is the

JEG; JEG;
size of data items owned by the members of the group G;, and which need to be

replicated and transmitted over an end-to-end wireless connection with a bandwidth
of Bw bits/s. In [109], it is shown that at worst case, we need O(2l) units of time to
detect a network partitioning, such as [ is the length of the longest directed path in
the network segment affected by a topological change. The K-hop DAG maintenance
algorithm needs the same complexity of time to predict the partitioning of the K-hop
DAG. If X is the average time to send the Failure message over a wireless link, the
lower bound of xy, is: K(2X + Z |D;|/Bw).

JEG;
Figure 7.1 shows the result of executing Algorithm 9 on a network consisting of

33 nodes (M, -+, M33). In this figure, six stable 2-hop DAGs are created. M, M,
Mg, Moz, Mog, and Mz are group leaders. The black circles and white circles denote

the group leaders and the regular nodes respectively. Each regular node has a directed
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path toward its group leader. The weak links and the short-lived nodes are shown as
dotted lines and dotted circles respectively. Each group leader maintains the list of
adjacent groups via some nodes called frontier nodes denoted by gray circles in figure
7.1, and which are connected to other groups. The frontier nodes inform their group

leaders about the appearance and the disconnection of adjacent groups.

(tM1)
Ms) (t1,M1) (0,0,0,1, M2)
0000, M) 7%

taMi)  (3M9)
(0,9..2, M1) (0:0.0.2Mz2)

(taMz3)
(0,0,0,0, M23)

(t2,M11)

(0,0,0,0, M1)

M) O

Figure 7.1: An example of executing the stable K-hop DAG Construction algorithm

7.2.2 Localized stable K-hop DAG maintenance

The stable K-hop maintenance algorithm is triggered either when a long-lived
node i loses its last strong outgoing link toward the group leader (Algorithm 10(A)),
or when two groups merge (Algorithm 10(F)).

7.2.3 Cluster prediction algorithm

Algorithm 10 is executed as follows: If SN; = ¢ (i.e., SN; is the set of nodes which
i has a strong connection with them), it declares itself a group leader and starts
reconstructing its own stable K-hop DAG. Otherwise, it defines a new reference level
(t,7,0), sets the disconnected set (disc_set;) to {i}, and broadcasts a Failure message
containing its height and its disconnected set. The Failure message is propagated in

the graph G; obtained by removing the short-lived nodes and the weak links in G;.
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Algorithm 9 Stable K-hop DAG Construction

Procedure JoinDag(GI;, H;, Hop)

1: if (H; = null A Hop < K) then

2 GI,L:GIJ, H7 = (0,0,0,5]4’177,),

3 Send < Dy, pu; > to GLy;

4 broadcast CreateDag(GIl;, H;, Hop + 1);
5: else if H; = null A Hop > K) then
6
7
8

GI; .= (t,i); H; :==(0,0,0,0,1%);
. broadcast CreateDag(GI;, H;,0);
. else if (GI; < GI; AHop < K) then
9:  old=G;; GI, .= GI;; H; :==(0,0,0,6; + 1,1);
10:  Send < Dy, u; > to GLj;
11:  broadcast UpdateDag(old, GI;, H;, Hop + 1);
12: end if

Case A: (a node i wants to be a group leader NH; = null)
1: GI; := (t,4); H; := (0,0,0,0,¢); Hop =0
2: broadcast CreateDag(GI;, H;, Hop);

Case B: (i receives CreateDag(GI;, H;, Hop))
1: JoinDag(GI;, H;, Hop);

Case C: (i receives UpdateDag(old, G, H;, Hop))
1: if (GI; = old) then

2:  GI; :=null; H; := null,

3: end if

4: JoinDag(GI;, H;, Hop);

The aim of the reference level generation is to find if there exists an alternative strong
path toward the group leader. In Algorithm 10(B) and Algorithm 10(C), a node i
that loses all its strong outgoing links due to reference level propagation, decides
locally to reflect its links. In this manner, the reference level is propagated until it
is either stopped by a node that has a strong outgoing link or node i that has first
defined the reference level, finds that all its strong neighbors j € SN; have the same
reference level and their r; = 1 (Algorithm 10(D)). In this case, it decides locally
that its subgraph G;, which equals to disc_set, has no longer a strong path toward
its group leader. So, it (1) declares itself a group leader, (2) starts constructing its
new stable K-hop DAG, and (3) downloads the database held by its previous group
leader.

Algorithm 10(F) shows the actions performed by a node ¢ when it detects a neigh-
bor j with different group leader. If GI; has lower priority than GI;, and node 7 is
less that k hops away from G L;, it becomes a member of GL;’s group, and broadcasts

an UpdateDag message.
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Algorithm 10 Stable K-hop DAG maintenance

Case A: When a long-lived node i loses its last strong outgoing link
1: if SN; = ¢ then

2. old:= GL;; GI; :== (t,i); H; :==(0, 0, 0, 0, 4);

3:  download the data items from old,;

4: else

51 H;:=(t,1,0,0,1); disc_set := {i};

6:  send Failure(H;,disc_set); {i starts a new reference level}
7: end if

Case B: When i has no strong outgoing links due to a link reversal following reception of a Failure(H;, disc_set)
message and the ordered sets (7;, oidj, r;) are not equal for all j € SN;

1: (7, 0id;, r;) := max{(r;, oidj, r;)|j € N;}

2: (84,1) := (mln{(;]‘j e N; with(5j,oidj,rj) = (0;,0id;, )} — 1,4);

3: disc_set := disc_set U {i};

4: send Failure(H;,disc_set);

Case C: When i has no strong outgoing links due to a link reversal following reception of a Failure(H;, disc_set)
message and the ordered sets (T;, oidj, r;) are equal with v; =0 for all j € SN;

1: H; = (s4,7j,0id;,1,0,1); disc_set := disc_set U {i};

2: send Failure(H;, disc_set);

Case D: When ¢ has no strong outgoing links due to a link reversal following reception of a Failure(H;, disc_set)
message and the ordered sets (7;, oidj, r;) are equal with v; = 1 for all j € SN; and i = oid;

1: old := GL;; GI; := (t,4); H; :==(0, 0, 0, 0, 3);

2: download data items from old;

Case E: When i has no strong outgoing links due to a link reversal following reception of an Update message and
the ordered sets (7j, oidj, r;) are equal with rj =1 for all j € SN; and oid; # i
1: H; =(lid;, t, 4, 0, 0, i)

Case F: When (a new strong link connects i and j)

1: if (GI; < GI; AS; < K) then

2 old := G;; GI; := GI]'; H; := (Tj,oidj,rj,6j+1,i);
3 Send < Dj, p; > to GL;;

4:  broadcast UpdateDag(old, GI;, H;);

5: end if

Figure 7.2 shows an example of executing Algorithm 10 on the network of figure
7.1. In figure 7.2(b), node Mj, loses its last strong outgoing link. It generates a
new reference level, node M3, executes Algorithm 10(C). Upon receiving the Failure
message sent by Ms;, node Msy executes Algorithm 10(D) and detects that there is
no strong path toward its group leader My (i.e., it predicts group partitioning). So,
it declares itself group leader and constructs the group G7. In figure 7.2(b), The
CreateDag message generated by Msg will be stopped by Mss since (Glp, < Glpy,)-
Nodes M3, and M3y executes Algorithm 10(F) and Algorithm 9(C) respectively, and

hence become members of the group Gg.
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Figure 7.2: An example of executing the stable K-hop DAG maintenance algorithm

7.3 Localized hybrid data delivery protocol

In data delivery mechanisms, data can be obtained in two ways: (1) a push-based
approach where a server periodically broadcasts the data items that it holds, and
each client node can access a data item by waiting for the next broadcast period of
the data item, and (2) pull-based approach where client nodes query the server for
the data item they need, and hence the server separately responds to each query sent
by each client, which increases network and server loads. Moreover, the query in the
pull-based approach may need to traverse a long path to retrieve a data item. As the
network size increases, query latency also increases, which represents an unscalable so-
lution. The push-based approach can be seen as a scalable solution: a single broadcast
can satisfy all pending requests for a given data item. Moreover, it is characterized by
its higher throughput for data access in environment with a large number of clients,
since the absence of channel access contention among clients increases considerably
the available bandwidth and reduces channel access delay. However, the push-based
approach suffers the disadvantage of additional control traffic that is needed to con-
tinually update invalidated data items even though no clients are querying them.
This wasted effort can cause scarce bandwidth resources to be wasted. In the follow-
ing, we propose a data delivery method that combines the push-based the pull-based

approaches.
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7.3.1 Localized pull-based data delivery

Each node is at most K hops away from a group leader. We propose to implement
a pull-based approach, where each node queries its group leader for the data item it
needs. This construction permits: (1) to apply a localized data retrieval since nodes
can query only its nearby group leader for any data item, and (2) to considerably

reduce query latency.

7.3.2 Localized push-based data replication protocol

Data replication protocols differ in the way they update their replicas. In the Single-
item Broadcast Replication (SBR) policy, when D; is updated, i broadcasts the new
version of D; to other nodes in the network. In [64], using only local information,
each node independently decides whether it caches a data item. However, SBR and
the protocol proposed in [64] suffer from the following drawback: if data items are
updated at high rate, the throughput for data update may reduce due to channel ac-
cess contention. In the Full Broadcast Replication (FBR) policy, when D; is updated,
1 broadcasts its local copy of the whole database DB;. When a node j receives this
broadcast, j updates its version of D;, and its local copy of each other item Dy, for
which the version number in DB; is more recent. Although this policy increases the
consistency of local databases, but this comes at the price of an increase in update
cost since the broadcast message is n times longer than that of SBR policy.

In [146], the Adaptive Broadcast Replication (ABR) is proposed. ABR adopts a
lazily updating policy, in which when ¢ updates D;, it first determines whether the
change in D; justifies its broadcast. If so, node 7 broadcasts a message that contain
D, with a set S of data items from its local database. In order to do so, 7 estimates
for each 7 and k the expected benefit to node k of including in the broadcast message
its local version of D;. For this estimation ¢ maintains a knowledge-matrix. However,
this solution is globalized since each node needs to maintain data items about all
other nodes.

Motivated with these observation, we propose a localized data replication protocol
that balance between data consistency and update cost. Each time node ¢ updates
its data item D;, it immediately sends the new value of D; to its group leader GL;.
Upon receiving such an update, the group leader does not perform an immediate

data replication, instead it applies a lazy (delayed) data replication approach. Every
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ATgr,, the group leader sends to its adjacent group leaders an update message con-
taining all data items that was changed during the past ATy .,. The update packet is
first sent to the frontier node connected to the adjacent group, then it is forwarded to
the adjacent group leader. We remark that the update message is not flooded in the
network as other cluster-based replication protocols do. Instead, it is sent directly to
the adjacent group leaders along directed links. These group leaders in turn send the
update message toward their adjacent groups and so on. This approach reduces the
replication cost since it assembles a number of data items in one update message, but
it increases the outdated data items returned by query operations. To make a good
balance between cost and consistency, and knowing the time between successive up-

dates of its group member, the group leader locally calculates the update propagation

> (1/py)

J€GaL,
|Gar,

where |G¢r,| is the number of nodes in the group. When a group leader i receives an

period ATgy, as follows:

ATgy, = (7.2)

update message, it updates the outdated data items and sends in turn the message
to its adjacent group leaders. As nodes have limited storage capacity, group leaders
only maintain the most queried data items. To do so, it calculates for each data item
Dy, the access frequency fr = Z Ajk-

JEGaGL,

7.4 Performance analysis

In this section, we use a common theoretical framework to compare the scalability,
data availability, and data accuracy of: (1) our localized replication scheme, (2) a
partition-aware replication protocol (Derhab’s protocol [36]), (3) a location-based
replication protocol (RRs [125]), and a cluster-based replication protocol (CDRA
[154]). To judge the merit of these protocols, we use the following metrics: Replication
cost (¢, ), Update cost (c,), Query cost (c,), Storage cost (cs). We also define the

following metrics, which are:
o Awailability degree (Ad): The probability to access data items when needed.

e Accuracy degree (Ac): The probability to access data items when needed, and

to acquire the most recent version of the data.
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Figure 7.3: Cases for which a query operation succeeds

7.4.1 Analytical model

Under this framework, n nodes are randomly distributed in a region of area A. The
average degree of a node 7 (i.e., node density) is constant, the area A must grow with
n. Given two nodes separated by distance d, the number of hops needed to send a
packet from one node to the other is given by u = g, where z is the average forward
progress made toward a destination in the course of one transmission.

The protocols are compared under uniform and localized query access patterns.

By uniform access patterns, we mean that queries are uniformly distributed over all
Ad

data items in the database. Formally: A;; = <*. In the localized access patterns,
nodes are more likely to access data items that are close-by than those that are far
away. If we consider that H; is the number of hops between node ¢ and the farthest
node in the network, we assume that i generate queries to the nodes that are [ hops

away from it with mean rate of \l. Formally:

% if 1<I<H -1
)\iz Hi-1
A= N i I=H,
j=1

For a network of size A, the probability density function (pdf) of the distance S



151

between two nodes with Random Waypoint (RWP) mobility model is given by [18]:

Fo(s) = 9%[(—36?2 +24)7 + (7257 — 48) arcsin(g) + (=5 +168% + 125V4 — 52)]

We assume that all nodes have the same transmission radio range. Two nodes
establish a link if they are located within distance of r of each other. The probability

that the distance between two nodes is less than or equal to r is given by [47]:

pm=P(X <7r)= /OT fs(s)ds

For a node with a battery power capacity of C' Joules, the probability p, that a

node is alive is given in Chapter 6:

C __()C+1

_ 1 R - S
p“_znl_l HO_l_()C’-H
i=1

= >

= >

such as: A and p denote the rate at which the residual battery power R increases and
decreases respectively.
The probability of establishing a link (g), and the probability of establishing a

path of i hops (F;)are also given in Chapter 6. The probability that two nodes are
N-1

connected is then obtained as Pc = Z P,

=1
7.4.2 Localized K-hop cluster-based Data replication scheme

Replication cost

For the sake of simplicity, we assume that a stable K-hop cluster is a square with
(2K x z) hops on each side, and the group leader is in the center of this square. The

As z is a constant and n is proportional to A, ¢, is a function

. . . A
replication cost is 753

of O(3%).

Storage cost

The storage cost ¢, = (). Thus, ¢, = O(K?).
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Update cost

When a node ¢ updates its D;, it sends an update packet to its group leader, which
costs O(K) packets. Moreover, each group leader GL; sends an aggregate update
message at a rate of figr, = ﬁcb per second. If we consider that there are at most

2K hops between adjacent group leaders. Therefore, the update cost is:

= (EK)+ (72K ()

= (K) + (et 5)

= O(K + %) packets/sec

Query cost

Each query packet needs at most K hops to reach the group leader. Thus, ¢, =
O(K) packets/sec.

Availability degree

In our replication scheme, when a node knows that it is about to be disconnected from
its server, it download all the data items that will be unreachable. So, all the queries
that generated for these data items will success even if the nodes holding those data
item become unreachable.

Under uniform access patterns, there are O(K?) queries generated for data items

belonging to the group. So, the availability degree can be written as:

1, N Yy
Ad; = —((Z)K? — K)ZP,
5 (GK = KR

K

= P.+(1-P)—

n

K

Under localized access patterns, there are (Z ML) queries generated for data items

=1
belonging to the group. So, the availability degree can be written as:

1 K H
Adi = —(Q_ N+P ), )
=1

¢ I=K+1

= Pt (- 501~ P)



153

Accuracy degree

Consider the time interval ¢ between the current propagation of D, and the immedi-
ately preceding propagation of D, by the group leader lid,.

A query operation made by node y for a specific data item D, succeeds if it returns
the most recent value of D,. The query operation may succeed if at least one of the

following two cases occur:

e (ase 1: The data item D, has not been updated during the time interval ¢ (see
figure 7.3.(a)).

e (ase 2: During the time interval ¢, the first update for the data item D,
occurred at time t'. Between ¢’ and the time of the current update propagation,
D, is updated at least once and node y does not perform any query operation
(see figure 7.3.(b)).

The probabilities that Case 1 and Case 2 occur are computed as follows:

+o0o
P[Case 1 occurs] = / exp FeLat expHet(1 — expMvet)dt
0
Ay
(tte +7GL,) (Aya + o + TiGL,)

P[Case 2 occurs| = Plno update during t'| P[no query during t — t']
+o0 t
= / exp_“Gth(/ Ao exp et exp ™Mt dt')dt
0 0
Ayz
(Aye + TicL, ) (He + TiGL,)

The probability that node y obtain the most recent value of D, is the sum of the
probabilities for Case 1 and Case 2 and is given by: Ac = Ad(P[Casel]+ P[Case2]).

7.4.3 Derhab’s protocol [36]

In Derhab’s protocol [36], there is only one server in each network partition. Each
server stores the whole database. The protocol provide full data availability but it

does not consider data update.
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7.4.4 RRs protocol

In [125], a few elected nodes inside each region are servers. At worst case, it can lead
to the complexity of O(n) servers. The other scalability metrics are proportional to
O(y/n). As a node sends its query to a single region, so the probability that the query

packet can reach the server of the region is P..

7.4.5 CDRA protocol

In CDRA [154], a query packet may be propagated in the whole network, which leads
to the complexity of O(n). The update operation is performed in two phases, which
means a complexity of O(2n). In CDRAR, the node which requested the data item
is chosen to be a replica server. So, this solution does not consider the replication of
non-requesting data items, which makes the availability degree of CDRA depends on
the value of P..

7.4.6 Discussion

Table 7.1: Comparison of data replication protocols

[ [[ Our scheme | Derhab [ RRs [ CDRA |
Replication cost || O(3%) number of partitions | O(n) O(n)
Update cost O(K + %) N/A O(v/n) | O(2n)
Query cost O(K) O(y/n) O(yv/n) | O(n)
Storage cost O(K?) O(n) O(v/n) | O(1)
Availability Pt (1—P) K2 1 Pe P.
(uniform) (both) (both) | (both)
Pet+(1—5%)(1— Pe)
(localized)

Accuracy Ad(P[Casel]+P[Case 2]) | N/A P P

Table 7.2: Performance of the proposed replication scheme versus K

K =0(1) K = 0O(V/n) K =0(vn)
Replication cost || O(n) O(y/n) O(1)
Update cost O(n) O(n)% O(y/n)
Query cost 0(1) O(¥Yn) O(y/n)
Storage cost o(1) O(y/n) O(n)
Availability P+ (1-P)t Pet+(1—Po)—= 1
(uniform) (uniform) (uniform)
s(1+P) Pet(1——4=)1—Po) |1
(localized) (localized) (localized)
Accuracy Ad(P[Casel]+P[Case 2]) | Ad(P[Casel]+P[Case 2]) | Ad(P[Casel]+P[Case 2|)
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We summarize the performance metrics of the four replication schemes in Table
7.1. In the table, the values for these metrics represent worst case behavior. CDRA
shows poor scalability, since it floods the whole network to locate the target node,
which requires a cost of O(n). Our scheme gives higher data availability degree than
RRs and CDRA. It outperforms the other replication protocols in terms of query
cost. Our scheme loses some accuracy in the favor of update cost. Minimizing the
update cost of our scheme with respect to K, we get K = O(y/n), and ¢, = O(y/n).
The variable K is upper-bounded by H, which is the longest path in the network.
H is known to be proportional to O(y/n) [95]. When K = H, our scheme has an
asymptotic update and query cost of O(y/n). The performance results of our scheme
depend on K. So to make a fair comparison, we calculate the performance metrics of
our scheme when K = O(1), K = O({/n), and K = O(y/n), as shown in Table 7.2.
In the table, we can notice that the scalability costs of our scheme is slightly similar
to to CDRA when K = O(1) except in the case of query cost. When K = O(y/n),
our scheme provides results that are slightly similar to Derhab’s protocol. It can
provide full data availability since it considers the whole network as one group. For
all the values of K, our scheme still outperforms RRs and CDRA in terms of data
availability. We can also notice that when K increases, our scheme becomes more
optimal in terms of replication cost, update cost, availability degree, and accuracy
degree. It is also obvious that the query cost and the storage cost of our scheme are

more optimal when K is low.

7.5 Conclusion

In this chapter, we have presented a localized hybrid data delivery protocol that
combines the push-based and the pull-based data delivery approaches. The protocol
divides the network into disjoint stable K-hop DAGs. We have used three levels
of local knowledge: First, the 1-hop knowledge, that allows to estimate the residual
time of wireless links and to decide whether a stable K-hop DAG will partition or not.
Second, the intra~-group information (i.e., K-hop knowledge) that permits (1) nodes
to send their queries and updates to nearby database servers, and (2) helps group
leaders to estimate the update propagation period. Third, the inter-group information
reduce the cost of update propagation since group leaders send the update message

only to their adjacent group leaders. We have also proposed a partition prediction
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algorithm that can tolerate concurrent topology changes. We have analyzed the
scalability, the availability, and the accuracy of our replication scheme as well as four
other protocols under different query access patterns. Analysis has shown that our
scheme is asymptotically better than Derhab’s protocol, RRs, and CDRA in terms of
query cost. In addition, its availability degree is higher than that of RRs and CDRA
for all the values of K. It also operates as CDRA when K = O(1) and as Dehab’s
protocol when K = O(y/n). The data replication scheme presented in this chapter
looks promising in terms of the results presented, and in its ability to offer a good

trade-off between availability, accuracy, and scalability.



(General Conclusion

This thesis has addressed the challenging and fundamental issues related to designing
a replication protocol in the field of mobile ad-hoc networks, i.e. issues that are
specific for ad hoc networks, and which significantly degrade the performance of data
access. These issues are: network partitioning, energy consumption, and scalability.
We have classified the existing replication protocols compared based on how they
addressed these issues.

While current solutions are known to be either partition-aware or scalable, there
has no considerable effort in the research of replication protocols that address more
than one issue. None of the existing data replication techniques addresses all the
MANET issues, that is, none of them is energy-aware, partition-aware as well as
scalable. Our contribution is the proposition of six localized data replication protocols
that address at least two issues. The goals of these protocols is to achieve higher data
availability with lower cost.

We have firstly proposed an algorithm that can predict network partitioning before
its occurrence. This algorithm is utilized by a replication protocol that replicates a
centralized database in the future separate network partitions. Simulation results has
shown that the protocol achieves high data availability (i.e. full service coverage)
with a low replication cost. However, the proposed algorithm is inefficient in ad hoc
mobile networks because they converge to a stable state only if the topological changes
stop. When the system experiences a new topological change before completing the
convergence, the algorithm restarts convergence to its legitimate state from scratch.
To fix this shortcoming, a self-stabilizing partition prediction algorithm that can
within a finite time converge to a stable state even if topological changes occur during
the convergence time.

We have also proposed three location-based data replication protocols, which are:
FDRS, HDRS, and FSLS. They operate on a position-based routing protocol that
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needs only to know the positions of its neighbor nodes to make a forwarding decision,
and it does not need need to keep global states for routing data packets. These archi-
tecture helps the replication protocol to be more scalable to large ad-hoc networks.
The location service FSLS can offer a good trade-off between availability and scalabil-
ity. We have shown that FSLS scales well with increasing network size. Its overhead
cost can be proportional to (v/n), especially under localized traffic. Analysis and
simulation results show that FSLS comes second after CRLS [130] in terms of loca-
tion availability, and it is the closest competitor to HIGH-GRADE [151] in terms of
scalability. FDRS and HDRS are asymptotically better than the Rendezvous Regions
(RRs) protocols [125] in terms of scalability and availability.

The sixth proposed protocol, is a localized cluster-based data replication protocol,
it addresses all the issues identified in the thesis. It can make a tradeoff between
availability, consistency and update cost. It can operate as a cluster-based protocol
[154] when K = O(1), and as a partition-aware replication protocol [36] when K =
O(v/n).

One avenue of future work is to implement a scalable partition prediction algo-
rithm that can achieve both hight data availability and high scalability. We also aim
to study how far data availability is affected in situations where nodes crash, or when
are attacks are launched against nodes, such as: a denial of service (DOS) attack
that disables the service provided by the critical node or the sleep deprivation torture
attack that exhausts the battery of its victim nodes. Based on this study, we will
propose a replication protocol that determines the appropriate nodes that can host

replicas of data items.
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