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Abstract—Opposing to the oracle assumption, a trustworthy test oracle is not always available in real practice. Since manually written

oracles and human judgements are still widely used, testers and programmers are in fact facing a high risk of erroneous test oracles.

However, test oracle errors can bring much confusion thus causing extra time consumption in the debugging process. As substantiated

by our experiment on the Siemens Test Suite, automatic fault localization algorithms suffer severely from erroneous test oracles, which

impede them from reducing debugging time to the full extent. This paper proposes a simple but effective approach to debug the test

oracle. Based on the observation that test cases covering similar lines of code usually generate similar results, we are able to identify

suspicious test cases that are differently judged by the test oracle from their neighbors. To validate the effectiveness of our approach,

experiments are conducted on both the Siemens Test Suite and grep. The results show that averagely over 75 percent of the

highlighted test cases are actually test oracle errors. Moreover, performance of fault localization algorithms recovered remarkably with

the debugged oracles.

Index Terms—Test oracle, debugging, spectrum-based fault localization

Ç

1 INTRODUCTION

A fundamental assumption in software testing, known
as “the Oracle Assumption”, is that there exists some

mechanism, or an oracle, that is trustworthy to adjudge
whether a test case is executed correctly as expected [1].
This assumption is so commonly accepted that the real
world scenario, i.e., such oracles are hard or even impossi-
ble to obtain, is generally ignored. Confronting the large
variety and increasing complexity of software systems,
automatic test oracle generation techniques are still far
from adequate [2]. In fact, manual result checking is still
employed as a major approach in industry [3]. In other
words, human judgement constitutes the vast majority of
test oracles in practical use.

One natural but severe problem about manual test oracles
is that they are error prone [3], thus breaking the oracle
assumption immediately-testers are not able to decide with
full correctness whether the software under test passes or
fails the input test case. Sources for this unreliability exist in
various ways. For complex programs, testers may be incapa-
ble of understanding the programs’ functionality accurately
thus making wrong judgements of the test results. Another
case is when the software system needs to be tested under
too large a test suite that it is nearly impossible to be correct
at every judgement. In [4], the author mentioned the case
where test inputs are automatically generated from test gen-
eration tools. These inputs can be unrealistic, which requires
extra effort to understand, making manual judgement of test

cases harder. These sources naturally exist in software devel-
oping process, therefore testers and programmers are in fact
facing a high risk of erroneous test oracles.

Errors in test oracles directly hinder the debugging pro-
cess, conducted either manually or aided by automatic fault
localization techniques. Generally there are two kinds of
errors: (1) The oracle judges the test case to be a “pass” while
the software actually fails the test (called a “mis-pass”); (2)
The oracle judges “fail” while the software actually passes
(called a “mis-fail”). For human debuggers, “mis-passed”
test cases waste precious opportunities to discover a bug
since passed tests are usually discarded or only kept for
regression testing [5]. Pity as it is, “mis-passed” test cases are
sometimes acceptable since with large enough test suites
there will always be another test case exposing the same bug.
“Mis-failed” test cases, on the other hand, are misleading
and even costly. Debuggers maywaste much of their time on
solving a bug which does not even exist. Despite the expen-
sive time and labour consumption of manual debugging, it is
still possible that errors in test oracles are corrected along
with the bugs in target program. Automatic fault localization
techniques, however, trust the test oracle completely. More-
over, as presented in Section 2, techniques with better accu-
racy tend to be more sensitive to test oracle errors. With
misleading oracles, these techniques are prevented from
helping saving debugging time to their full power.

A direct way to eliminate or ameliorate the impact of ora-
cle errors is to discard the original test oracle and build a
new one. However, the new oracle could be as erroneous as
the original one, let alone the expensive cost of time.
Besides, regardless of the fraction of errors, existing test
oracles are valuable in providing most of the correct judge-
ments of test results. Therefore a better solution is to utilize
the existing test oracle and automatically correct the errors,
or to “debug” it. In this paper, we propose an automatic
approach to debug an ”erroneous” test oracle, i.e., a test ora-
cle that makes erroneous judgements (“mis-passes” and
“mis-fails”) on test results, before it is used to debug the
program. Our approach is based on a simple observation
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inspired by works in field of coverage-based test suite
reduction [6], [7]—tests with similar execution traces are
likely to have identical test results. We try to measure the
similarity between test cases and identify the test cases
with unusual test results comparing to their nearest neigh-
bours. When this “unusualness”, quantified as “suspicion”,
reaches a threshold, we mark the corresponding test result
judgement as wrong and debug it by changing the judge-
ment to the opposite. The procedure is simple but effective.
For a comprehensive evaluation, we adopted two sets of
programs from SIR [8] as our subject, namely, the Siemens
Test Suites and grep. The former is a widely used bench-
mark in field of fault localization while the latter is a real
world program scaling up to over 13,000 lines of code.
Using the Siemens Test Suites, we managed to generate
erroneous test oracles for all seven programs and their 132
variants (three of which were excluded as no test cases fail
on them) with error rate (meaning the ratio of faulty judge-
ments in all judgements made by the test oracle) ranging
from 0.01 to 0.1. For the five versions of grep provided,
erroneous test oracles were generated for four of them (v5
was excluded because no test case could reveal the bug)
with the same error rate range. To evaluate the oracle
debugging process solely, we compared the debugged
oracles with the correct ones. Results show that on average
over 75 percent of the debugged test results are actually
test oracle faults. Then we applied four automatic fault local-
ization techniques on the correct, erroneous and debugged
oracles respectively and compared their accuracy. Experi-
ments show that accuracy of different fault localization tech-
niques suffered to various degrees on the erroneous test
oracles, but recovered largely on the debugged oracles.

The contributions of this paper are as follows. First we
conducted an experiment on the Siemens Test Suite to dem-
onstrate how errors in test oracles can deteriorate the accu-
racy of automatic fault localization techniques. To the best
of our knowledge this is the first empirical study on fault
localization accuracy under erroneous test oracles. Second
we proposed a simple but effective approach to automati-
cally correct the errors in test oracles is proposed. Experi-
ments show that 75 percent errors are successfully fixed
and accuracy of fault localization techniques recovered
noticeably on the debugged oracles. During this experiment
we also analysed quantitatively how different kinds of
test oracle errors, namely, “mis-fails” and “mis-passes” can
impact fault localization accuracy.

In the rest of this paper, we first demonstrate how errors
in test oracles affect the debugging process in Section 2. In
Section 3, we explain in detail our approach to debug the test
oracle. Section 4 presents the experimental results, regarding
the effect of our approach on both debugging the test oracle
and the corresponding enhancement on accuracy of fault
localization techniques. Section 5 discusses how “recall” and
“false passes/fails” influence the fault localization accuracy.
Section 6 analyses the threats to validity. Related work is
introduced in Section 7 andwe conclude in Section 8.

2 ORACLE ERRORS’ IMPACT ON

DEBUGGING PROCESS

An error in a test oracle is a faulty judgement of a test result.
Programmers directed by these faulty judgements may find
it very confusing if an already “passed” test case later
crashed the system, or an actually successful execution is
reported to be “fail”. More upsetting than confusion is the
associated extra and unnecessary time-consumption. Man-
ual debuggers may need to trace the test case fully to con-
firm or negate the bug. Programmers aided by fault
localization techniques may sense that the technique is not
saving him time as its accuracy is compromised by mislead-
ing test oracles. These frustrations are better illustrated
through the following example program.

2.1 An Illustrative Example

Table 1 presents a simple sorting program and a possible
applied test suite. The program is intended to take three
real numbers as its input, and sort them in ascending order.
Unfortunately the programmer mistakenly reversed the
direction of the third comparison (highlighted in red). The
test suite consists of six test cases, covering six major differ-
ent categories of the initial input. The execution trace of
each input is marked by dots and blanks, representing a hit
or a miss of the corresponding line. Two test oracles (correct
and erroneous respectively) are displayed below the traces.
A tick means a pass, while a cross means a fail. The errone-
ous oracle mis-judged the first and third test cases, which
are marked in red.

2.1.1 Impact on Manual Debugging Process

For manual debugging process, traces and test results are
almost all the information available. A typical programmer

TABLE 1
Debugging Process of a Sorting Program

Input: (a, b, c) ð1; 2; 3Þ ð1; 3; 2Þ ð2; 1; 3Þ ð2; 3; 1Þ ð3; 1; 2Þ ð3; 2; 1Þ Suspicionc Suspicione

1 if (a > b){ � � � � � � 0:5 0:5
2 swap(a, b); � � � 0:5 1:0
3 if(b > c){ � � � � � � 0:5 0:5
4 swap(b, c); � � � � 1:0 0:6
5 if(a < b) � � � � 1:0 0:6
6 swap(a, b); � � 1:0 0:3
7 } � �
Oracle(correct) � @ @ � � �
Oracle(error) @ @ � � � �
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will scrutinize the failed test cases one by one. With the cor-
rect oracle, he would examine the first failed test case, i.e.,
ð1; 2; 3Þ. Following its trace, the programmer will notice the
wrong comparison as soon as he reaches the faulty line.
After the correction, all test cases should be passed and the
debugging process stops. With the erroneous oracle, how-
ever, the programmer would neglect ð1; 2; 3Þ, and waste his
time on ð2; 1; 3Þ, only to meet a correct output that conflicts
the test oracle. For simple programs as in this case, the pro-
grammer can be sure that this is an oracle error. With a com-
plex program, he may need to further consult and discuss
with the testers to reach an agreement. Having solved this
conflict, he finally comes to ð2; 3; 1Þ where the bug is ulti-
mately fixed. In summary, the erroneous oracle costs the
programmer an opportunity to repair the bug at early stage
and a precious period of time to confirm the oracle error.

2.1.2 Impact on Automatic Fault Localization

Algorithms

With the development of test automation, programmers can
utilize automatic fault localization algorithms to save
debugging time. An automatic fault localization algorithm
aims to provide an ordered checking list of code lines that
ranks the real cause of bug as front as possible. Spectrum-
based Fault Localization (SFL) is a family of light-weight auto-
matic fault localization algorithms. They take as input the
execution traces, called “spectra”, and test results, called
“diagnosis”. According to spectra and diagnosis, they first
count four values for each line of code c, aep, aef , anp and
anf , demonstrating respectively the number of test cases
that covered c and passed, covered c but failed, did not
cover c and passed, and did not cover c but failed. Based on
these statistics, a metric is applied to calculate the
“suspicion value” of c. Finally, lines with higher suspicion
value are ranked higher in the checking list.

For instance, a widely known SFL algorithm is Tarantula
[9]. Tarantula decides the suspicion of each line as

aef
aefþanf

aef
aefþanf

þ aep
aepþanp

:

The intuition of Tarantula is simple: for a certain line of
code, larger proportion of failed test cases that hit this line
indicates a higher suspicion. In our example, we list the sus-
picion value suggested by Tarantula using both the correct
and erroneous oracle in the last two columns in Table 1.
With the correct oracle, Tarantula reports three most suspi-
cious lines, 4, 5 and 6. Suppose the programmer checks lines
with equal suspicion in random order. Then according to
this judgement, the programmer checks randomly among
line 4 to 6 and is expected to reach the bug at the second
line he checked. With the erroneous oracle, however, line 2
is reported to be most suspicious. Therefore before he
moves on to line 4 and 5, the programmer will need to
rule out line 2. As a result, he is expected to find the bug at
the 2:5th line he checked.

Tarantula is impeded from saving the programmer’s
debugging time by two erroneous judgements in the test
oracle. Though an extra 0:5 line of code to examine seems
harmless, we must notice that this is only a seven-line small

program. As shown in the next section, the proportion of
extra code that needs to be examined is rather stable with
respect to scale of the program. With a larger program,
many more lines will need to be examined before finding
the real cause of fault.

2.2 Experiment on the Siemens Test Suites

In support of intuitive analysis, we conducted experiments
on the Siemens Test Suites, which contains seven different
programs and their 132 variants. Detailed information of the
Siemens Test Suite is presented in Section 2.2.3. Unfortu-
nately, with such volume of test suites, it is nearly impossible
to impartially estimate the extra time consumption due to
oracle errors during human debugging process. If two test
oracles for a same program are given to a same person, he
would bemuchmore familiarwith the program as he debugs
the second time, resulting in inaccurate time difference. If
given to two different people, however, differences in experi-
ence and capability will also cause inaccuracy. To fairly
reflect the impact of test oracle errors, we choose four repre-
sentative SFL algorithms, and calculate how their accuracy is
compromised alongside the increase of oracle errors.

2.2.1 Accuracy of SFL Algorithms

If the program under test contains only one fault, a natu-
ral criterion to score the accuracy of SFL algorithms is the
percentage of code that a programmer needs to examine
before he finds the bug. However real world programs
usually contain multiple faults. In this case, we assume
that the programmer would fix only one bug at a time
and run SFL algorithms again for further bug fixing,
which is referred to as “one-at-a-time” mode in [10].
Therefore we define accuracy of SFL algorithms as the
percentage of code that a programmer needs to examine
before he or she finds the first bug.

In cases where several lines are judged to be equally sus-
picious, we assume that there exists a certain tie-breaking
scheme that the programmer adopts for all programs. Then
we can reasonably estimate from an overall perspective the
real faulty line of code would appear in a random position
among his (or her) checking list. Based on this assumption,
the quantitative measurement of accuracy is defined as
follows:

For a program containing N lines, let flf1; . . . ; lfkg �
f1; 2; . . . ; Ng denote the faulty lines with the highest suspi-
cious value, and susj denote the suspicion value of line j,
then the score s of SFL applied to this program is defined as

s ¼ jfjjsusj < suslf1gj
N

þ jfjjsusj ¼ suslf1gj
kþ 1

: (1)

Obviously, lower score means less effort at debugging
and accordingly better fault localization performance.

2.2.2 Selection of SFL Algorithms

Different SFL algorithms adopt different suspiciousness
metrics. There have been more than 30 SFL algorithms pro-
posed and their performance vary. Due to limited space we
are only able to select and experiment on a representative
fraction of them.
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For reasonable selection of evaluated metrics, we
referred to existing empirical and theoretical studies and
their conclusions are as follows. Empirical studies [11], [12]
both identified that Ochiai is consistently more accurate
than Jaccard and Tarantula. Later through theoretical analy-
sis [13], Xie et al. confirmed that Ochiai is better than Jac-
card, which is better than Tarantula. They also identified a
group of metrics, ER1 (including Naish1 and Naish2) to be
better than Ochiai and all other metrics except for ER5
(including Wong1, Russel&Rao and Binary). Therefore ER1
and ER5 were stated to be metrics with “maximal” accu-
racy. However results of empirical study in [14] states that
Ochiai is statistically better than ER5 and ER1, and
Tarantula’s score is better than Naish1 and ER5. They owe
this contradiction to the unrealistic 100 percent coverage
assumption in [13].

Striving to present a comprehensive evaluation within
limited space, we believe that the selected metrics should:

1) cover widely used metrics or metrics of best perfor-
mance (when evaluated using correct oracles),

2) be applicable to general scenarios, i.e., both single-
and multi-fault scenarios and

3) have better been evaluated empirically in early
works for result validation.

Comparing these requirements with the conclusions
from existing works, our selection are made as follows. We
first selected Naish2 from ER1 and Russel&Rao from ER5 to
represent the metrics of theoretical “maximal” accuracy.
Wong1 yields identical ranking with Russel&Rao under all
conditions and are therefore represented. The reason not to
include Naish1 and Binary is that their prominence are only
proved under “single-fault” condition. Then we selected
Ochiai and Tarantula as Ochiai has been reported to per-
formed best and Tarantula covered in more empirical stud-
ies than Jaccard.

Finally, we made the selection of four SFL metrics,
namely Tarantula, Ochiai, Naish2 and Russel&Rao. The
corresponding formula of metrics are listed in Table 2.

2.2.3 Experiment Design

To quantify the influence of oracle errors, both erroneous
and correct versions of the tested program is mandatory.
However, correct oracles are difficult to acquire. One way to
circumvent this obstacle is to generate standard outputs
from a known correct program. This leads us to the Siemens
Test Suites provided by SIR.

The Siemens Test Suites is a widely used test bench for
evaluating the accuracy of fault localization algorithms. As

presented in Table 3, it contains seven different real world
C programs. For each program, SIR provides the correct ver-
sion, a collection of faulty variants and a corresponding test
suite. All variants are single-faulted, but some types of the
faults, for example wrong value in “#define” statements or
missing statements, can influence a great proportion of the
program and may mimic the effect of multi-faults. With
these basic facilities and assistant tool gcov, we are able to
generate the following sequence of data for a particular
faulty program version:

1) A correct oracle of the program by executing the test
suite against the correct version.

2) A simulated faulty oracle at error rate r by randomly
mutating the correct oracle at a mutate ratio mr ¼ r.
To be specific, we used a random number generator
to generate a random double value in ½0; 1Þ. If the
value is less than r, then we mutate the test result
judged by the test oracle to the opposite. Based on the
randomness of mutation, the error rate of the gener-
ated faulty oracle should also be r. Therefore we do
not distinguish between mutation rate and error rate
of a test oraclemutant in the rest of the paper.

3) The spectra of the program by executing the test
suite against the program and invoking gcov

through the process.
4) The fault localization score sc with the correct oracle

of the four SFL algorithms.
5) The fault localization score sf with the faulty oracle

of the four SFL algorithms.
6) The accuracy compromise sf � sc of the four SFL

algorithms.
For all 132 variants, we recorded the accuracy compro-

mise asmr ranges from 0:01 to 0:1with interval 0:01 for four
SFL algorithms. Statistics are presented in the next section.

2.2.4 Experimental Results

As a ground basis, we first applied four SFL algorithms to
faulty variants of the Siemens Test Suites with the correct
test oracles and recorded their score. The results are pre-
sented in the left graph of Fig. 1. Let V be the set of all faulty
variants and vi 2 V be an arbitrary variant. Let V ¼
fNaish2; Ochiai; RusselRao; Tarantulag be the set of con-
cerned SFL algorithms and vi 2 V be one of them. Let sx on
“score” axis be a certain score value. Then the correspond-
ing value on “proportion” axis is defined as

pvjðsxÞ ¼
jfkjsðvk;vjÞ � sxgj

jV j :

TABLE 2
Metrics of Included SFL Algorithms

Name Formula

Tarantula aef
aefþanf

aef
aefþanf

þ aep
aepþanp

Ochiai aefffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ðanfþaef ÞðaefþaepÞ

p
Naish2 aef � aep

aepþanpþ1

Russel&Rao aef
aefþanfþaepþanp

TABLE 3
Brief of Siemens Test Suites

Program Versions Tests Description

print_token 7 4,130 lexical analyzer
print_token2 10 4,155 lexical analyzer
replace 32 5,542 pattern recognition
scheduler 9 2,650 priority scheduler
scheduler2 10 2,710 priority scheduler
totinfo 23 1,608 altitude separation
tcas 41 1,052 information measure
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In other words, pvjðsxÞ represents the proportion of variants
with better score than sx with the corresponding SFL
algorithms.

As shown in Fig. 1, Russel&Rao performed best since the
faulty line of over 80 percent of V is ranked first. Ochiai is
the second as it can localize the fault within 15 percent
of the code on over 95 percent of V . Naish2 is moderately
better than Tarantula, but both performed inferior than
Ochiai. This is in accordance with empirical study [15] as
Ochiai outperforms Tarantula consistently. It also partially
agrees with [14] as Ochiai performs superior than Naish2,
but inferior than Russel&Rao. This is because [14] compares
the average accuracy of all program variants while we plot-
ted the proportion of program variants with accuracy score
less than sx when sx walks through ½0; 1�. Results from both
us and former empirical studies contradict the conclusion
in [13] as Naish2 should be better than Ochiai theoreti-
cally. In addition to the unrealistic assumption of 100 per-
cent coverage pointed out by [14], we believe there are
another two reasons causing this disagreement. First
proofs in [13] are based on “single fault assumption”.
Though each faulty version of the Siemens programs con-
tains only one fault, certain types of fault have the effect
of multi-fault. For example in eight variants the error is a
faulty constant value defined in a “#define” declaration.
In one version a variable is declared in type “FLOAT”
while it should be a “DOUBLE”. Another reason is that
missing statement errors are not considered in the theo-
retical analysis, but in 13 variants a complete statement is
missing while missing conditions in “IF” statements are
much more common. Nevertheless, all four algorithms
can successfully locate the bug of over 80 percent of V
within less than 20 percent of the code.

To quantify the impact of errors in oracles, let s0ðvi;vjÞ
denote the score of vj applied to vi with the correct test
oracles, and srðvi;vjÞ with test oracles of an error rate at r,
then the absolute performance compromise of vj for vi at r
is defined as

D�
j�jðvj; vi; rÞ ¼ srðvi;vjÞ � s0ðvi;vjÞ:

Based on the correct oracles, we managed to generate
erroneous oracles by randomly negate the correct oracle at
mutation rate r. As r ranges from 0.01 to 0.1, performance of
SFL algorithms is compromised at different degree. For a
first impression, the score-proportion slice when r ¼ 0:05 is
presented in the right of Fig. 1. As shown in the figure, there
is a moderate decline of pðsxÞ when sx 2 ½0:15; 0:25� for
Tarantula. Curves of Ochiai, Naish2 and Russel&Rao cave
in remarkably. Originally Ochiai is able to find the fault
within 15 percent of the code for over 95 percent of V , while
now this ratio drops to less than 75 percent. For Naish2 and
Russel&Rao, only 30 percent of V can be debugged within
15 percent of code, contrasting to the original 80 percent.

For a complete view of performance compromise, we
recorded D�

j�jðvj; vi; rÞ for all vj 2 V, vi 2 V , r 2 f0:01;
0:02; . . . ; 0:1g. This is presented in four separate graphs of
Fig. 2, depicting absolute performance compromise of each
algorithm respectively.

In Fig. 2, with a certain error rate r, the “proportion”
value p relative to a certain value Dx with respect to a certain
SFL algorithm vj is defined as

pvjðDx; rÞ ¼
jfkjD�

j�jðvj; vk; rÞ � Dxgj
jV j

that is, the ratio of variants whose score compromised less
than Dx. Value of p is visualized by a colour spectra. Con-
tour stating value in ½0:5; 1Þ are plotted on both the surface
and projected on x-y panel at interval 0:1.

As is shown in the figure, different SFL algorithms suffer
differently. In accordance with the slice at r ¼ 0:05, Taran-
tula is the most stubborn algorithm. For averagely 80 percent
programs only 2 percent extra code needs to examined.
Ochiai is the next, suffering over 15 percent loss of fault
localization accuracy on around 20 percent programs. Score
compromise of Naish2 and Russel&Rao are similar. Approx-
imately accuracy dropped over 15 percent on over 50 percent

Fig. 1. Score distribution of four SFL algorithms with correct and
mr ¼ 0:05 oracles.

Fig. 2. Accuracy compromise of four SFL algorithms asmr ranges from 0:01 to 0:1.
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programs. One must notice that we recorded absolute com-
promise instead of relative compromise. Therefore 15 percent
drop maps to 15 percent of actual lines of code, which will
lead to an observably increase of debugging effort.

This result is not coincidence. For Russel&Rao, aef is the
only factor that decides the final ranking result. As we ran-
domly mutate the oracle judgements, the “mis-fails” will
cause an increase in aef for many lines of code, therefore the
real faulty line of code will not be ranked in a position as

high as with the correct oracle. For Naish2, since
aep

aepþanpþ1 is

negligible compared to aep, the decisive factor is still aep.
Therefore the oracle errors should impact Naish2 similarly
as Russel&Rao. For Ochiai, since the execution trace of each
test case is unaffected by oracle errors, the only part affected

is
aefffiffiffiffiffiffiffiffiffiffiffiffiffi

aefþanf
p ¼ ffiffiffiffiffiffiffi

aef
p ffiffiffiffiffiffiffiffiffiffiffiffiffi

aef
aefþanf

q
. Since we mutated the oracle

judgements randomly,
aef

aefþanf
should remain almost the

same, then the affected factor is left to be
ffiffiffiffiffiffiffi
aef

p
. This explains

why Ochiai is less affected than Russel&Rao and Naish2,
but shows similar trend in the accuracy compromise.

Finally for Tarantula, both
aef

aefþanf
and

aep
aepþanp

be affected lim-

itedly, which agrees with the result that Tarantula appears
to be fault-tolerant.

A reasonable doubt may rise here. Since Tarantula is
fault-tolerant, why bother correcting oracle errors or trying
other algorithms? First, Tarantula performs inferior to
Ochiai, Naish2 and Russel&Rao with correct oracles. There-
fore with a corrected or partially corrected oracle, Ochiai,
Naish2 and Russel&Rao may still outperform Tarantula,
and it would be unwise to discard them. Second, Tarantula
is not completely fault-tolerant. Debug the test oracle will
certainly improve its accuracy as well. What’s more, results
for different programs may vary and Tarantula may not be
fault-tolerant all the time. To sum up, existence of Tarantula
does not diminish the importance of a correct oracle.

Reading from the contour projected on x-y panel, perfor-
mance compromise is seen to aggravate as error rate r
increases. This is more obviously reflected by Ochiai, as pro-
jections of contour lines deviate axis “mutation” with grow-
ing error rate. Though we did not conduct experiments
with r 	 0:1, we are confident that this trend will still hold.

An interesting phenomenon seen here is that the two the-
oretically optimal algorithms suffered much more accuracy
compromise than Ochiai, which suffered more than Taran-
tula. This is in accordance with the intuition that optimal
algorithms should be more sensitive to the “quality” of the
test results. However our empirical study results show that
Naish2 performed inferior than Ochiai. Therefore the per-
formance hierarchy of these algorithms under both correct
and erroneous oracles remains to be an open issue. Never-
theless, our experimental results show that essentially effec-
tive fault localization algorithms suffer from errors in test
oracles. Higher error rate leads to larger performance
compromise. Therefore it is necessary to debug the oracle
before it is used to debug the program.

3 DEBUG THE TEST ORACLE

Despite the necessity to be eliminated, errors in a test oracle
are hard to identify. First of all, test oracles are designed to

examine the program rather than being examined by other
facilities. In other words, there is no other criteria to decide
the correctness of test oracles’ judgements. Since test oracles
are fundamentally established on human understanding of
the expected behaviour of the program, a manual double-
check seems to be a solution. However, a thorough check of
the test oracle can be as time-consuming as its creation.
Even if the time consumption is considered as acceptable,
testers may make the same mistakes again since no other
source can point out their error, which makes the double-
checking process meaningless.

Fortunately, for most situations, oracles may contain only
a small fraction of errors. With help of the correct majority,
we may be able to predict the programs’ behaviour to some
degree and decide whether the program “should” pass a
certain test case or not.

Inspired by work in field of coverage-based test suite
reduction [6], [7], we observed that test cases covering simi-
lar execution traces usually “pass” or “fail” simultaneously.
The authors stated that if block coverage is maintained, test
suites can be reduced greatly without excessive decrease of
fault detection effectiveness. In other words, test cases shar-
ing the same or similar execution traces, thus achieving the
same or similar block coverage goals, often share the same
test results (a “fail” or a “pass”). Based on this observation,
we propose to utilize the coverage information of each test
case and correct the unusual oracle judgements.

Algorithm 1 presents the main framework of our
approach. It takes as input the program P , test oracle OðT Þ
for test suite T , the number of voting test cases n and a sus-
picion threshold thres, and return a debugged test oracle
O0ðT Þ. There are mainly two phases of the procedure. The
first phase tests all ti 2 T and record the execution traces
TrðP ðtiÞÞ. In the second phase, we first find n test cases
Ti ¼ fti1; ti2; . . . ; ting whose execution traces are most simi-
lar, or nearest to ti. Then we adopt a voting strategy and let
Ti decide if ti is supposed to pass or fail. The voting strategy
returns a Suspicion value which indicates the possibility
that OðtiÞ is wrong. Suppose the voters in Ti decide that ti
should be “passed” while the input oracle judged it to be
“fail”, and that SuspicionðtiÞ is above the debug threshold
thres, then the judgement is changed to “pass” in the output
oracle O0.

Algorithm 1. Correct the Test Oracle

Input: P , OðT Þ, n, thres
Output: O0ðT Þ
1: for each ti 2 T do
2: Record TrðP ðtiÞÞ;
3: end for
4: for each ti 2 T do
5: Find Ti ¼ fti1; ti2; . . . ; ting � T nearest to ti;
6: SuspicionðtiÞ = vote (Ti);
7: if SuspitionðtiÞ > thres then
8: O0ðtiÞ ¼ :OðtiÞ;
9: else
10: O0ðtiÞ ¼ OðtiÞ;
11: end if
12: end for
13: return O0ðT Þ;
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To implement the framework in detail, several issues
need to be solved. First, we need to record the execution
trace of test cases. Solution to this problem is not discussed
in this paper since there are many tools available. Second,
we need to define a metric to measure the “similarity”
between test cases according to their execution traces. This
is critical as it directly influences the composition of Ti,
which will further decide O0ðtiÞ. The voting strategy and the
value of all parameters required, including the number of
voting cases n, the debug threshold thres should also be
carefully selected or estimated. These implementation deci-
sions affect not only the accuracy of oracle debugging, but
also time and space complexity of the debugging process.
We discuss these problems in the following sections.

3.1 Similarity Measurement

A proper similarity metric should cluster similar test cases
and meanwhile disperse the dissimilar ones. Let
tri ¼ fi0; i1; . . . ; inig denote the lines covered by test case ti,

or the trace set of ti. A widely used metric to measure the

similarity between two sets A and B is probably jA\Bj
jA[Bj.

Applying it to our case, similarity between two test cases ti,
tj and their corresponding trace set tri, trj could be defined

as
jtri\trjj
jtri[trjj, i.e. the more common lines they share, the more

similar they should be considered. However, practically
many lines of code are executed commonly by many test
cases. As these lines take up much of the traces, two rather
different test cases may be calculated to be pretty similar.

Generally, line covered by less test cases are more dis-
tinctive and should be weighted more when calculating
similarity. To evaluate the importance of code lines, we refer
to a commonly used weighting metric called tf � idf [16].
Tf � idf , short for term frequency - inverse document frequency,
is originally used as a numerical statistic that reflects how
representative a word is to a collection of corpus. Let D be
the document collection, d 2 D be a document and t be a
term that appears in D. Term frequency tfðt; dÞ is the number
of times t appears in d. Inverse document frequency is a mea-
sure of how frequently t appears inD:

idfðt; DÞ ¼ log
jDj

jfdjd 2 D ^ t 2 dgj:

Then for document d, the importance of t 2 d is calculated as

tfidfðt; d;DÞ ¼ tfðt; dÞ � idfðt;DÞ:

In our case, each line of code can be seen as a term, and
each execution trace as a document. Since we only recorded
the covered set of lines, for ti 2 T , ip 2 tri, tfðip; tiÞ ¼ 1.
Therefore,

tfidfðip; ti; T Þ ¼ idfðip; T Þ ¼ log
jT j

jftljtl 2 T ^ ip 2 tlgj:

Putting weight on the covered lines, we finally define the
similarity between ti and tj as

Simðti; tjÞ ¼
P

ip2tri\trj tfidfðip; ti; T ÞP
ip2tri[trj tfidfðip; ti; T Þ

:

Notice here that tfidfðip; ti; T Þ is in fact irrelevant to ti,
therefore Simðti; tjÞ ¼ Simðtj; tiÞ. In addition, tri \ trj �
tri [ trj, so 0 � Simðti; tjÞ � 1 always holds.

3.2 The Voting Strategy

Test cases with the highest similarity form the “jury” for ti.
They decide the “supposed” test result of ti following a sim-
ple voting strategy. Let Ti;p ¼ ftiqjOðtiqÞ ¼ P; tiq 2 Tig and
Ti;f ¼ ftiqjOðtiqÞ ¼ F ; tiq 2 Tig, representing the test cases
judged by the original oracleO to be “pass” and “fail” respec-
tively. We define Voteip ¼

P
tiq2Ti;p Simðti; tiqÞ and Voteif ¼P

tiq2Ti;f Simðti; tiqÞ as the count of votes for “pass” of “fail”

respectively. Then suspicion value of ti is calculated as

SuspicionðtiÞ ¼
Voteip

VoteipþVoteif
if OðtiÞ ¼ F

Voteif
VoteipþVoteif

if OðtiÞ ¼ P:

8<
:

3.3 Parameter Settings

As parameters to Algorithm 1, it is important that the num-
ber of voting cases n and the debug threshold thres are cho-
sen properly. Intuitively, if n is too small, for example
n ¼ 2, it is very likely that one of the voting two test cases is
mis-judged by the test oracle itself. In this case, the debug-
ging result would be very error prone. If n is too large, for
example n ¼ 20, it is possible that many of the execution
traces of these test cases are not similar enough to represent
the targeted test case, in which case the debugging result
would also be unreliable. Meantime, if thres is set too high,
it is possible that many of the test oracle errors are not
corrected, i.e., there is a high false negative rate. If thres
is set too low, it is possible that many of the test oracle
judgements are wrongly modified, i.e., there is a high false
positive rate.

However, choosing proper values to achieve best perfor-
mance is not easy. An ideal set of parameter value should
let as many oracle errors be fixed and as much correct part
of oracle judgements be remained, or in other words, mini-
mize false negatives and false positives. Unfortunately,
without an existing correct oracle, it is impossible to count
exactly how many false negatives and false positives are
generated with a certain n and thres. Therefore even if we
traverse all possible combination of n and thres (which is
obviously impractical), we are still not able to identify the
optimal parameter settings before we check the lines of
code suggested by SFL algorithms.

To help with the choice of n and thres, we performed
probability analysis and managed to quantitatively estimate
the number of false negatives and false positives with
respect to n and thres without a correct test oracle available.
The analysis is based on two assumptions:

Assumption 1. 8tiq 2 Ti [ ftig, OcðtiqÞ 2 fP;Fg i:i:d: .
Reason. The test result of one test case does not affect the

test result of another, therefore for each tiq 2 Ti [ ftig,
OcðtiqÞ is independent of each other. Since we assume that
all tiq 2 Ti are similar enough to ti, it is reasonable to assume
that the probability distribution of their test results are
identical.

Assumption 2. 8tiq1 , tiq2 2 Ti [ ftig, iq1 6¼ iq2,
PðOcðtiq1Þ ¼ Ocðtiq2ÞÞ ¼ simi ðconstantÞ.
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Reason. Since OcðtiqÞ 2 fP;Fg i:i:d:, it is obvious that
9ai 2 ½0; 1� is a constant that 8tiq1 , tiq2 2 Ti [ ftig, iq1 6¼ iq2,

PðOcðtiq1Þ ¼ Ocðtiq2ÞÞ ¼ ai. According to our observation,

test cases with similar execution traces are more likely to
pass or fail simultaneously. Therefore it is reasonable that
we use simi as an estimation of ai.

Under these two assumptions, we conclude that for any
ti 2 T , the probability that the debugging result of ti is a
false negative, is

PðfnðtiÞÞ 
 r
X̂n
w¼0

Cw
nf

w
i ð1� fiÞðn�wÞ (2)

and the probability that the debugging result of ti is a false
positive, is

PðfpðtiÞÞ 
 ð1� rÞ
Xn

w¼n̂þ1

Cw
n ð1� fiÞwfðn�wÞ

i ; (3)

where fi ¼ bi2 þ r� 2bi2r, bi2 ¼ 1þ
ffiffiffiffiffiffiffiffiffiffiffiffiffi
2simi�1

p
2 , simi is the

average similarity of all test cases in the same Ti,
n̂ ¼ bn� thresc, r is the error rate of the test oracle.

Detailed deduction of equation (2) and (3) is included in
the appendix, which can be found on the Computer Society
Digital Library at http://doi.ieeecomputersociety.org/
10.1109/TSE.2015.2425392.

With these concise equations, we are now able to analyse
quantitatively how choice of n and thres affect the debug-
ging result and make informed decisions. First of all,
we look at the value range of fi relative to r and simi (See
Fig. 3).

As shown in the figure, 0 < fi < 1. Since we assume that
majority of the oracle judgements are correct, then r > 0:5,
and in this range of r, fi > 0:5. Therefore it is obvious that
PðfnðtiÞÞ increases sharply as n̂ increases, and that PðfpðtiÞÞ

decreases sharply as n̂ increases. A proper set of thres and n
would try to lower down false negatives and positives
simultaneously, and thus intuitively it is best to let
thres ¼ 0:5 so that neither of them is too high. We have
listed the value of P ðfnðtiÞÞ=r and P ðfpðtiÞÞ=ð1� rÞ with
n ¼ 3; 4; 5, n̂ ¼ 1; . . . ; 4 with fi ¼ 0:7; 0:8; 0:9 in Table 4 and
the results support this intuition. The best decisions
(highlighted in red) are chosen based on two considerations.
First, r is relatively small, then it is reasonable to tolerate a
bigger P ðfnðtiÞÞ=r than P ðfpðtiÞÞ=ð1� rÞ (when n ¼ 4, we
chose n̂ ¼ 2). Second, as our experimental results show
later, false negatives have a greater impact on fault localiza-
tion accuracy, therefore it is better to move n̂ slightly away
from n for better fault localization performance (when
n ¼ 5, we chose n̂ ¼ 2).

The calculation and parameter choice in Table 4 only con-
siders one particular test case ti. To estimate the overall
expected number of false negatives or positives it is
required that we know fi for all test cases. However this is
impossible without running all tests and calculate simi. For-
tunately one very important conclusion we can get from
Table 4 is that given a fixed n, the best n̂ stays the same
despite the changing fi. Therefore although simi varies
among different test cases, once n is chosen we would not
need to adjust thres to fit in for different test cases. In other
words, though we would not be able to calculate the exact
probability value of false negative and positives for each
test case, we are still able to choose a proper thres that is
optimal for all test cases.

The analysis above simplifies the problem as now we
only need to choose a proper n. According to Table 4, gener-
ally bigger fi generates lower false negative and positive
rates, which complies with intuition. With smaller fi, bigger
n is better to guarantee performance. However when
fi > 0:8, n ¼ 4 would generate rather satisfactory perfor-
mance. If estimation from experience is available, Table 4
should serve as a reference for choice of n. If estimation
from experience is unavailable, we can(1) run all the tests
and gather their traces, (2) sample a small proportion of
them and find the closest 10 test cases they have and (3) cal-
culate the similarity value between them and check the
results. In this way, we are able to estimate simi and get a
glimpse of how many close enough neighbours each test
case owns. If simi is too low or the neighbours are few, it is
probably better to supply new test cases into the test suite.
If simi is high enough and neighbours are plenty, then as
long as r is not too large, it is still possible that the final per-
formance is good enough. Nevertheless, even with

Fig. 3. Value range of fi relative to r and simi.

TABLE 4
Probability of fpðtiÞ and fnðtiÞ Related to fi, n and n̂

n 3 4 5

n̂ 1 2 1 2 3 1 2 3 4

fi ¼ 0:7 PðfnðtiÞÞ=r 0:2160 0:6570 0:0837 0:3483 0:7599 0:0307 0:1630 0:4717 0:8319
PðfpðtiÞÞ=ð1� rÞ 0:2160 0:0270 0:3483 0:0837 0:0081 0:4718 0:1630 0:0308 0:0024

fi ¼ 0:8 PðfnðtiÞÞ=r 0:1040 0:4880 0:0272 0:1808 0:5904 0:0067 0:0579 0:2627 0:6723
PðfpðtiÞÞ=ð1� rÞ 0:1040 0:0080 0:1808 0:0272 0:0016 0:2627 0:0579 0:0067 0:0003

fi ¼ 0:9 PðfnðtiÞÞ=r 0:0280 0:2710 0:0037 0:0523 0:3439 0:0005 0:0085 0:0814 0:4095
PðfpðtiÞÞ=ð1� rÞ 0:0280 0:0010 0:0523 0:0037 0:0001 0:0814 0:0085 0:0005 0:0000
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situations where new test cases are needed, we do not
increase the burden of testers since the test oracle is errone-
ous itself and needs debugging anyway.

3.4 Time and Space Complexity

Our algorithm contains two main phases, i.e., test case profil-
ing and oracle debugging. In the first phase time and space
complexity depend on the profiler, for example gcov in our
case. But to record the traces of all tests the space complexity
is OðjT jNÞ. In the second phase, first we need to calculate the
tf � idf value of each line of code, which requires OðjT jNÞ
time complexity, but no new space. Then we calculate the
“similarity” between any two test cases, which causes

OðjT j2OðsimÞÞ time complexity, where OðsimÞ is the time
complexity of similarity calculation between two test cases

and OðjT j2Þ space complexity. In our implementation,
OðsimÞ ¼ OðNÞ. Thenwe need to select the closest n test cases

for each test case, which requires at most OðjT j2nÞ time com-
plexity and OðjT jnÞ space complexity. Finally we need to cal-
culate the “suspicion” value for each test case, which causes
OðjT jOðSusÞÞ time complexity, whereOðSusÞ is the time com-
plexity of suspicion calculation and atmostOðjT jÞ space com-
plexity. In our implementation OðSusÞ ¼ OðnÞ. Therefore the
overall time complexity is maxfOðjT j2OðsimÞÞ; OðjT j2nÞ;
OðjT jOðSusÞÞg ¼ OðjT j2NÞ and the overall space complexity
is OðjT jNÞ. This result indicates that time complexity grows
linearly with size of the program but quadratically with size
of the test suite, while space complexity grows linearly with
both size of the program and test suite.

4 EXPERIMENTS

A comprehensive evaluation of our approach should
inspect its performance on two aspects, (1) how much
“correcter” is the debugged oracle compared to the original
one and (2) how much the debugged oracle improves SFL
algorithms’ performance. To answer these two questions,
we conducted two corresponding experiments. The results
are presented in the following two sections.

4.1 Repair the Erroneous Test Oracle

Our first experiment evaluates the quality of the debugged
oracle. In this experiment, we used the Siemens Test Suite
as our subject because it contains enough similar entities of
programs, which ensures a statistical significant result.

Same as when we inspected erroneous oracles’ impact on
SFL algorithms, we first generated the correct oracles of the
Siemens Test Suites and randomly mutated them with a
mutation rate mr ranging from 0:01 to 0:1. Remember the
value of two input parameters needs to be decided, i.e., the
number of voters n and the debugging threshold thres. To
achieve better performance, we first analysed a sample of
the subject test suites and discovered that nearly all test
cases own more than 10 neighbours with similarity above
0.9. This was confirmed by a later analysis as approximately
over 95 percent test cases own such number of neighbours.
Referring to Table 4 we decided n ¼ 4 is proper for gaining
satisfactory performance. As with thres, according to our
analysis, as long as 2 < n̂ < 3 the final performance should
be satisfactory. For convenience we fixed it on 0.58 for all
experiments.

With n ¼ 4 and thres ¼ 0:58, we applied our debugging
algorithm to the oracle mutants and compared the output
oracles to the original correct ones. According to [10] we
repeated our experiment five times to achieve a stable and
convincing result. Three quantitative index values are
selected as assessment criteria, namely, “recall”, represent-
ing our algorithm’s ability to acutely discover the error,
“precision”, indicating the ability to preserve the already
correct judgements and “f1 measure”, synthesizing the for-
mer two.

Fig. 4 presents the overall distribution of recall, precision
and f1 measure for all oracle mutants and error rates. For
recall rec and a mutation rate mr, the proportion value
pðrec;mrÞ is defined as the ratio of mutants whose corre-
sponding output oracle achieved recall value greater or
equal than rec in all mutants mutated at mr. For precision
pre and f1 measure f1, pðpre;mrÞ and pðf1;mrÞ are simi-
larly defined.

As shown in the figure, averagely our algorithm achieves
85 percent recall rate on over 90 percent mutants, meaning
over 85 percent oracle errors are successfully identified. As
to precision, mutants at different mutation rates respond
differently. As the median, when mr ¼ 0:05, precision
reaches 75 percent for over 80 percent mutants, i.e., over
75 percent of the highlighted test cases are truly misjudged
in the input oracle. This fraction expands to 80 percent as
mr increases to 0.1. Figure of F1 measure is similar to preci-
sion as value of recall is close to 1.

Contour projection on the x-y panel presents some inter-
esting phenomena. First, when mr is lower than 0.02,

Fig. 4. Recall and precision distribution asmr ranges from 0:01 to 0:1.
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over 20 percent highlighted test cases are false positives for
50 percent mutants, and over 40 percent for 30 percent
mutants. This accords with intuition when considering the
relative high recall. 90 percent errors in around 80 percent
oracle mutants are marked out, thus it is very likely that
many other oracle judgements are wronged. Second, with
the increase of mr, recall falls slightly while precision rises
promptly. This matches our theoretical analysis as with a
fixed thres and n, both PðfnðtiÞÞ=r and PðfpðtiÞÞ=ð1� rÞ
stay almost the same. Therefore as r increases, PðfnðtiÞÞ
increases while PðfpðtiÞÞ decreases.

4.2 Cure SFL Algorithms

The second experiment is designed to evaluate how much
our algorithm can reduce the extra time consumption
caused by test oracle errors during the debugging process.
This evaluation is conducted on not only the Siemens Test
Suite, but also on grep, a real world program which scales
up to over 13,000 lines of code. The results are presented as
follows.

4.2.1 Results on the Siemens Test Suite

As a reference, we first applied the four SFL algorithms on
each program variants of the Siemens Suites with the erro-
neous oracle mutants we generated and recorded their per-
formance. Then we performed the oracle debugging
process and generated a corresponding “debugged oracle”
for each oracle mutant. Finally we applied the four SFL
algorithms with the “debugged oracles” and compared
their performance with the record with the erroneous oracle
mutants. In consistency with Section 2, time required for
debugging is quantified as the score defined by equation (1).
Again the experiment was repeated five times. The results
are presented in Fig. 5.

Figs. 5a and 5b compare the performance of four SFL
algorithms with the erroneous oracle mutants and the
oracles debugged by our algorithm. For a mutate ratio mr, a
certain score sx, the proportion value pðmr; sxÞ in both fig-
ures is defined as the proportion of program variants that,
with the erroneous oracle at error rate mr, can be success-
fully debugged by checking less than sx of its code. Visually,
surfaces in Fig. 5b for all four SFL algorithms are clearly
“lifted” from their place in Fig. 5a, demonstrating a remark-
able improvement in fault localization accuracy. Typi-
cally, under the erroneous oracles, Russel&Rao achieved
score 0 (hitting the bug at the first line it suggests to be
checked) on approximately 20 percent program variants,
while this number expands to 50 percent and even higher
for less erroneous oracles. For Ochiai, this rate rose from
less than 60 percent to over 70 percent. Even for Taran-
tula, the least sensitive algorithm to oracle errors, this
rate rose from 25 to 40 percent.

For clearer view of the differences between Figs. 5b and
5a, we plotted two other set of figures demonstrating the
absolute (Fig. 5c) and relative (Fig. 5d) improvement. To be
precise, in addition to s0ðvi;vjÞ and srðvi;vjÞ defined in
Section 2.2.4, we define sdðvi;vjÞ as the score of vj applied
to vi with the debugged oracle. Then the absolute perfor-
mance improvement of vj for vi at error rate r is defined as

Dþ
j�jðvj; vi; rÞ ¼ srðvi;vjÞ � sdðvi;vjÞ

and the relative improvement is defined as

Dþ
%ðvj; vi; rÞ ¼ sdðvi;vjÞ � s0ðvi;vjÞ

srðvi;vjÞ � s0ðvi;vjÞ :

For both figures, proportion p relative to a certain improve-
ment value Dx at mutate rate r represents the rate of pro-
gram variants on which the SFL algorithms achieved
greater improvement than Dx using oracles mutated and
debugged at mutate rate r. As shown in Fig. 5c, different
algorithms improve at various extent. For Russel&Rao,
approximately 30 percent program variants can be success-
fully debugged by checking 10 percent less code. These
numbers reflect dramatic reduction in debugging time.

One may notice that there seems to be not much absolute
improvement on a majority of program variants. This is
because for most of the cases, the faulty line can be localized
within 30 percent of the total code even with the erroneous
oracle mutants, which leaves not much space of absolute
improvement. However, as presented in Fig. 5d, there is a
relative improvement for over 50 percent program variants.
The most obvious improvement appeared in Russel&Rao,
where accuracy for approximately 50 percent program
variants improved 50 percent.

From Fig. 5, we conclude that after debugging the test
oracles, effectiveness of four subject SFL algorithms recov-
ered remarkably. Since each of these four algorithms are
either identified as “optimal” metrics or widely known, we
believe they are representative of the whole SFL family.

4.2.2 Results on grep

grep is a command-line utility for searching plain-text data
sets for lines matching a regular expression widely used on
Unix-like systems. SIR [8] provided five versions of grep,
each containing from 1 to 18 fault seeds and several corre-
sponding test sets. The original test results showed that
plenty of the fault seeds could not be detected, thus were
excluded in our experiment. Especially, only one fault seed
was provided for version 5 but was undetectable, so version
5 was not included. A summary of the usage of grep is pre-
sented in Table 5.

Following the same scheme as with the Siemens Test
Suite, we first generated the correct test oracles for four ver-
sions of grep using the corresponding unseeded programs.
Then we randomly mutated the test oracles at a mutate rate
mr from 0:01 to 0:1. For comparison, we recorded the accu-
racy of the four SFL algorithms applied to the seeded pro-
grams using both the mutated oracles and the debugged
oracles. The experiment was repeated five times. The results
are plotted in Fig. 6.

Fig. 6 presents the evaluation results on four versions of
grep using the four SFL algorithms. Since there are only
four versions of programs we were able to look closer at the
effect of our approach on each program. For each version
using the same SFL algorithm, the red line represents the
change of accuracy as mr changes from 0.01 to 0.1 with
the mutated oracles, while the green line represents the
accuracy with the debugged oracles. Obviously, accuracy
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Fig. 5. Performance improvement of four SFL algorithms on the debugged oracle.
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improved on most of the versions for different SFL algo-
rithms. This is especially prominent with Russel&Rao.
There seems to be no obvious improvement in Ochiai, but
accuracy with debugged oracle is at least not worse than
with the original oracle.

Another thing worth mentioning is the test sets pro-
vided by SIR. For programs in Siemens Test Suite, SIR
provided approximately 4,000 test cases each. Thus it is
natural that we can debug the test oracle taking advan-
tage of the duplicated test cases. However, for grep we
adopted the test set which aimed to be “representative of
those that might be created in practice for these programs”[8].
The test set contains merely 199 test cases, yet we still
managed to improve the accuracy of SFL algorithms.
This proves that our approach is applicable for realistic
programs with realistic test suites.

5 DISCUSSION

During the second experiment in Section 4, we observed
that as error rate rises, performance improvement of SFL
algorithms on the debugged oracles decreases slightly. This
trend coincides with the change of recall rate relative to
error rate, which leads us to wonder if there is a direct con-
nection between recall rate of the debugged oracles and per-
formance improvement of SFL algorithms irrelevant to the
error rate of the input oracles. Since Russel&Rao showed a
more obvious improvement, we calculated the absolute and
relative improvement distribution related to “recall” and
the results are presented in Fig. 7.

In Fig. 7, we plotted the proportion of debugged oracles
of identical recall rate that achieved absolute or relative
improvement values between 0 and 1. Despite the layered
surface, from the contour projection we are able to recognize
the rough tendency that improvement grows along with the
increase of recall.

A direct conclusion from this tendency is that generally a
higher recall rate will lead to better improvement with the

debugged oracle regardless of the actual error rate. There-
fore, our approach can be applied to scenarios where the
error rate is over 0.1 (the upper bound in our experiment),
with only adjustment of parameters to achieve a proper
recall rate.

Another deduction answers an important question:
which kind of error, “false passes” or “false fails”, impacts
SFL algorithms more and needs to be avoided more care-
fully? This is a meaningful question since early prevention
is always cheaper than later correction. Intuitively we cov-
ered this issue in Section 1 and decided that “false fails” are
worse. But statistical evidence is still required.

For most program variants of the Siemens Test Suite, only
around 5 percent test cases can expose the error. Conse-
quently the majority of oracle errors are “false fails” and
“false passes” rarely happen. At a high recall rate, almost all
errors in the oracle mutant would be corrected, which dra-
matically reduces the ratio of “false fails” while “false
passes” are less influenced. As a result, “recall” can actually
be used as an indicator for error composition of the
debugged oracle, that is, a higher recall usually means less
“false fails” whereas more “false passes”. As the tendency
shown in Fig. 7, less “false fails” relates to more obvious per-
formance improvement. Therefore, seen from the other side
“false fails” do impact more than “false passes” and should
be especially prevented in the initial creation of test oracles.

6 THREATS TO VALIDITY

Similar to existing work, empirical studies on SFL algo-
rithms are all subject to validity problems. Referring to [10],
we summarize the potential threats to validity of our work
as follows.

First is the representativeness of the subject programs. In
our empirical study in Section 2, the subject programs are
the Siemens Test Suites. One issue is that the size of the Sie-
mens programs is rather small, therefore the conclusions
may not fully reflect the exact impact of oracle errors on
large scale programs. But this does not impede us from con-
firming the negative influence of oracle errors. In Section 4,
we adopted grep, a widely used real world program scal-
ing up to 13,000 lines of code as a subject program and
proved that the fault localization accuracy improved with
debugged test oracles in Section 4. Therefore we believe that
our approach is scalable and applicable to real world
programs.

The second issue is that all faulty variants are single-
faulted, while in real world multi-faults are common.

TABLE 5
Summary of grep

version fault seeds detectable seeds line of code

v1 18 2 12,654
v2 8 1 13,231
v3 18 2 13,374
v4 12 2 13,360
v5 1 0 13,293

Fig. 6. Accuracy of four SFL algorithms on grep with mutated and debugged oracles.
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Fortunately as we have pointed out in Section 2.2.4, many of
the faults in fact influence a great proportion of the program
and may even mimic multiple faults. For example, a
wrongly defined constant value in “#define” would map to
wrong values scattering all over the program. We kept these
kind of errors intentionally to ameliorate the bias between
our experiment and real world case.

The third issue is the sample size, or the number of
subject programs. Steimann et al. [10] states that to reach
stable results at least 300 subject programs with errors are
required. Therefore we repeated our experiments five times
to smooth away the randomness.

Another factor mentioned in [10] is the quality of the test
suites, including size and coverage. Siemens Test Suite pro-
vides ample test cases for each variant and achieves satisfac-
tory test coverage. Test suite for grep contains only 199 test
cases but was designed to be “representative of the those that
might be created in practice for these programs”[8]. Therefore
we believe that quality of test suites in our experiment is
sufficient to come to stable and convincing conclusions.

7 RELATED WORK

To the best of our knowledge, this is the first paper investi-
gating the problem of debugging the test oracle errors. The
most closely related work falls in three categories: (1) evalu-
ation on accuracy of SFL algorithms, (2) identifying related
factors and evaluating their impacts on SFL accuracy and
(3) automatic test oracle generation. The following sections
present a brief introduction and discussion on these three
categories respectively.

7.1 Evaluation on Accuracy of SFL Algorithms

There has been much work evaluating the accuracy of SFL
algorithms, both empirically and theoretically. Jones and
Harrold [17] compared Tarantula with early fault localiza-
tion techniques including Set union, Set intersection, Near-
est neighbour and Cause transitions. It concluded that
Tarantula outperformed the other techniques. Abreu et al.
[15] evaluated four similarity coefficients used in SFL algo-
rithms and concluded Ochiai performed consistently better
than Jaccard and Tarantula, while Jaccard performed no
worse than Tarantula. AMPLE was occasionally better or
worse than the others. Both [17] and [15] used the Siemens
Test Suite as target programs. Abreu et al. [12] further com-
pared Ochiai, Tarantula and Jaccard with other six metrics
on both the Siemens Test Suite and space and concluded
that Ochiai performed the best. Naish et al. [18] analysed 41
metrics and identified six groups of metrics that are

equivalent for ranking under single-fault condition. Xie
et al. [13] analysed 30 metrics and classified them by accu-
racy into 14 equivalent groups. They further proved theoret-
ically the “better than” relation among these groups and
identified group ER1 (Naish1, Naish2) and ER5 (Binary,
Russel&Rao, Wong1) to be “maximal” metrics under single-
fault condition. Le et al. [14] empirically studied the accu-
racy of Tarantula, Ochiai and all metrics in ER1 and ER5.
Results show that Ochiai is better than ER1 and ER5, and
Tarantula achieved better average accuracy than Naish1
and ER5. The authors concluded that the 100 percent cover-
age assumption used in theoretical analysis is unrealistic.
All these evaluations are based on the assumption of an
existing correct test oracle. Our results in Section 2.2.4 com-
plement existing evaluations as we present the impact of
test oracle errors on accuracy of SFL algorithms.

7.2 Factors Influencing SFL Accuracy

Accuracy of one SFL algorithm varies under different condi-
tions. Many factors have been identified that can influence
accuracy. In [12], the authors looked at how accuracy is
influenced by the number of total, passing and failing test
cases. They conclude that near-optimal diagnostic accuracy
(exonerating over 80 percent of the blocks of code on aver-
age) is already obtained for low-quality error observations
and limited numbers of test cases. In [11] the authors stud-
ied the effects of 10 test-suite reduction strategies. The study
shows that the effectiveness of fault-localization techniques
varies depending on the test-suite reduction strategy used.
Masri et al. [19] assessed the prevalence of four scenarios
related to tests or test suites, and put forward the concepts of
“coincidental correctness”, where the condition for failure is
met but the program does not fail, and “weak coincidental
correctness”, where the faulty statement is executed but the
program does not fail. Based on this observation, later
researchers proposed to mitigate the impact of coincidental
correctness through test case clustering [20], [21] and cover-
age refinement with context patterns [22]. Despite what the
name suggests, “coincidental correctness” are results of the
correct judgement of test oracles. Our work, on the other
hand, analyses the scenario where test results are incorrectly
judged to be “pass” or “fail”. [23], [24] noticed misclassifica-
tion of bug reports and their impact on bug localization and
prediction. They resemble our work as they do not assume
the bug reports, mostly submitted by human, always cor-
rectly classify the perceived program behaviour. However
they analyse the possible location of bugs at the granularity
of source files instead of statements.

7.3 Test Oracle Generation

Test oracles are the fundamental criteria to decide the cor-
rect behavior of software in the testing process. However,
generation of reliable test oracles is no easy work. Though
manual creation is still common practice, an increasing
amount of research aim at automatic generation of test
oracles that are trustworthy and time-saving.

Solutions on test oracle automation mainly fall in two
categories. The first one generates an explicit test oracle. For
example, in [25], the authors focused on generating test
oracles for GUIs. The tested GUI is first formalized as sets of

Fig. 7. Absolute and relative improvement related to recall.
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objects, object properties and actions. Then the test oracle
automatically derives the expected state for every action in
the test case and compares it with the actual GUI state when
the test case is executed. Though the test oracle is generated
completely automatically, it relies on the formal description
of GUI, thus cannot be extended on other kinds of pro-
grams. In [26], the authors studied the performance of artifi-
cial neural networks (ANN) as an automatic test oracle
generator on the triangle classification problem. The authors
concluded that ANN could be used as a test oracle with rea-
sonable degree of accuracy, however the total mean relative
error is found to be 19.02 percent. Comparing it to our study
of oracle errors’ impact on debugging process, we believe
this error rate would exceed the tolerance value for a wide
range of programs. Another interesting approach is pre-
sented in [27], where the authors tried to automatically gen-
erate test oracles from the design documentation. Still, the
documents are required to precisely define the behavior of
the system and be written in a certain data structure.

The second category circumvents the generation of an
explicit oracle. In [28], Davis and Weyuker first proposed
to use independently produced programs that fulfill the
same specification as the original program as “pseudo
oracles” for non-testable programs. They suggested using
two or several versions of programs and adopt certain
kind of voting algorithms to decide the correct output
when there is a conflict among different versions of pro-
grams. Obviously, much work is involved to create
completely independent different program versions. A
developed version of this approach is presented in [29],
where implementation by manual coding are compared
against the automatically generated version which serves as
an implicit test oracle. This is a big step forward since the only
extra labor needed is to write formal specifications of the tar-
get program. However, not all programs are suitable for for-
mal specifications. Other than depending on specifications,
metamorphic testing is also used to test the software without
oracles. Metamorphic testing examines if the outputs of two
related inputs satisfy a certain relationship deducted from the
expected behavior of the program. In [30] and [31], the authors
proposed to combine metamorphic testing and fault-based
testing with symbolic input, but with no concrete implemen-
tation design. Later in [32] and [33], a tool called Amsterdam
is proposed to automate metamorphic testing. Unfortunately,
despite the automated testing process, testers still need to
manually specify the applications’ metamorphic properties,
which include description of how the input should be trans-
formed and the expected change of to the output. In [34], the
complete testing process is claimed to be automated, which
inevitably includes test oracle automation. However, formal
specifications in forms of assertions, pre- and post-conditions
and class invariants written in java modeling language (JML)
are required as an implicit test oracle. Strictly, these operations
are still manually conducted, i.e., the testing process is still
human involved.

To sum up, automatic generation of test oracles are still
far from mature. This is also one of the motivations of our
work–before we are able to automatically generate test
oracles, we try to utilize the imperfect manually written
oracles in a better way.

8 CONCLUSION

In this paper, we first proposed the problem of test oracle
errors’ impact on debugging process. To verify this impact,
we conducted experiments on the Siemens Test Suites and
tested the performance of four Spectrum-based Fault Locali-
zation algorithms using randomly mutated erroneous test
oracles. Compared with when using the correct test oracles,
fault localization accuracy is remarkably compromised.
Therefore it is necessary to debug the test oracle before it is
used to debug the program.

Based on a simple observation that test cases covering
similar lines of code usually pass or fail simultaneously, we
proposed to measure the similarity between test cases using
coverage information and identify the unusually judged test
cases from their neighbours. As demonstrated by later
experiments, these test cases proved to be mostly wrongly
judged by the erroneous test oracle. We further compared
the accuracy of four SFL algorithms on both the Siemens Test
Suites and grep using the debugged oracle with using the
erroneous oracle mutants. Experimental results show that
fault localization ability of all four SFL algorithms recovered
in different degrees. Finally, we analysed the experiment
data and concluded that our approach is applicable to
oracles unlimited to an upper bound of error rate. In all, we
proposed a simple but effective method to promote the qual-
ity of existing erroneous test oracles.
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